Security
Advice, solutions and services from an
experienced team
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Our values
•

Integrity means that you can
depend on us, our solutions, our
principles and our actions. We
navigate by our own compass
based on honesty, trust and
transparency

•

Commitment is the foundation
of all our relationships. We
formulate clear goals and keep
them in focus, always keeping
our customer’s needs in mind

•

Stronger security,
lower costs and more
time for the business

Excellence is what we
contribute and what we build
with. Excellence is our essence
and with decades of experience
under our belt, we have the
wisdom to apply it well

As cyber threats continue to grow in number, severity and
sophistication, traditional security perimeters are proving
to be insufficient. In a world where everyone’s a target, it’s
essential that businesses take a proactive approach to tackle
the challenges posed by enterprise security.
Why Proact?
We can offer a range of managed security services to help
your organisation protect its most critical asset - its data.
Complementing your IT team, our security operations centre
(SOC) offers access to knowledgeable security professionals
who use cutting-edge technology and cyber intelligence
to offer comprehensive, 24/7 services.
Our security services are designed to be hassle-free and
cost-effective, eliminating the extensive costs involved
in setting up an in-house SOC function. And, because we
know how hectic today's security marketplace can be, we
try to reduce the complexity associated with choosing the
right products and solutions.
Security operations must go beyond business hours. That’s
why our SOC operates 24/7. We can continuously monitor
your security log data and help you understand what’s
relevant, what takes priority, and what you need to do if
there’s an incident.

WWW.PROACT.EU
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How we can help you
Experience, expertise, managed services and

Incident response

solutions

When intruders approach your perimeter, it’s

Across Europe, our SOC teams can offer security

essential that you can act fast. So our team doesn't

expertise, managed services and solutions (more

just let you know about critical alerts. In effect, we

on these over the following pages) - everything

form a virtual incident response team with your

your organisation needs to improve its security

team members to get to the bottom of incidents.

posture.

We also offer remediation advice to help you act
promptly and effectively.

Ten years' experience providing managed services
means that we have successful, mature delivery

Latest security technology

and transition processes in place.

All of our security services are managed through
our SOC which means you have access to the latest,

When it comes to protecting data, we've been

cutting-edge logging and analysis technology.

doing that even longer - for over 25 years.

These intelligent solutions can bolster your
situational awareness and detection capabilities.

And we're ISO-27001-certified, so you can trust
that our practices meet the strictest security

Modern security solutions require 24/7 attention.

standards.

They generate a lot of information and alerts,
and may also take a significant amount of time to

24/7 monitoring

deploy, monitor and configure correctly. As part

Cyber attacks can come from any part of the world

of our security services we’ll do all these tasks for

at any time of day. For this reason, our SOC teams

you so your team can focus on what they do best.

are on hand 24/7 to support you. That means
even in the middle of the night, we'll be there to

Threat intelligence & reports

investigate and escalate threats if necessary. As

Threat intelligence helps us to improve our

part of your service, you can choose to receive

capabilities and awareness of the current threat

real-time alerts. We'll send them to the people

landscape. We use this knowledge whenever

that need to see them, via the method you choose

we analyse your logs to look for indicators of

(text/email).

compromise, and leverage it to identify false
positives so we can find the issues that matter, faster.
In addition to updating your portal and notifying
you about high priority alerts, we’ll also send you
in-depth reports which include remediation advice
and information on recent events.
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Managed
security services
Our services are there to help you maintain a holistic, comprehensive
view of your enterprise, by combining market-leading technologies and
the experience and knowledge of our security analysts. We can deploy
and operate them in either traditional on-premises environments or
cloud-based platforms.

Managed SIEM services
Our 24/7 managed detection and response

•

events and raise incidents to the right people at

services combine security information and event

the right time. You’ll also get automated alerts.

management (SIEM) technology with the dedicated
skills within our SOC team.

•

suspicious events so you can remediate them

Because log data is only useful when it’s correctly

effectively.

correlated and analysed, our SIEM as a Service
for an affordable, monthly fee.
We can offer:
•

Log collection & analysis – We provide a

Specialist skills & remediation guidance – Our
team will offer helpful advice into unusual or

SIEM as a Service

offering allows you to leverage our security acumen

Near real-time alerts – We investigate suspicious

•

Dashboards – We can create customised
dashboards so your stakeholders can get a
better view of the areas which are important
to them.

fully-managed SaaS platform and will analyse
your logs round-the-clock.

info@proact.eu
Contact us for more information about our
security services

WWW.PROACT.EU

SIEM as a Service Enterprise
SIEM as a Service Enterprise offers all the
benefits of SIEM as a Service, but also
introduces user and behaviour analytics
(UEBA) to help enhance your detection
and response capabilities.
This service includes:
•

Behaviour analytics & machine learning
– We apply machine learning algorithms
to event data in order to detect threats
more accurately.

•

Threat investigation – We hunt for
threats 24/7 and will investigate alerts
in detail to offer actionable intelligence
and context for efficient remediation.

•

Insider threat detection – Behaviourbased analytics and peer group analysis
help to detect abnormal patterns
amongst internal data sources.

•

Real-time risk scoring – Automated
workflows allow us to take immediate
action based upon risk scores.
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Vulnerability Assessment as a
Service
As you expand your online presence and services,
you increase the attack surface that cyber-criminals
can exploit. Our Vulnerability Assessment service
monitors your infrastructure to identity the potential
‘dark alleys’ that cyber-criminals could exploit.
As part of our Vulnerability Assessment service
you get:
•

Market-leading platform – We use the latest
technology and use it to assess your entire IT
infrastructure. This covers internal and external
facing services and is monitored by our SOC.

•

Actionable advice – The technology reduces
the time taken to detect weaknesses, and the
advice of our SOC helps you to remediate
any vulnerabilities we find. We interpret the

Anti-Phishing as a Service

results of scans and look at vendor advisories

Business email compromise (BEC) can cause

and security bulletins on your behalf.

significant harm to your business from a
financial and reputational stance. While email

•

Continual support – As your partner we conduct

gateways can detect known, signature-based

regular scheduled scans, provide monthly

attacks, they’re no match for sophisticated

summary reports and issue near real-time

BECs. But Proact’s Anti-Phishing service is.

alerts when vulnerabilities are discovered.

Our Anti-Phishing service offers:
•

Mailbox-level protection to help prevent
email spoofing and impersonation attacks
in real-time.

•

Phishing email removal from all inboxes to
reduce risk.

•

Alerts to users about potentially suspicious
emails via inline messages.

•

Simple ‘click to report’ option where mails
are sent straight to our Security Operations
Centre for analysis and guidance on next
steps.

WWW.PROACT.EU
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Security solutions
Not all organisations need or want ongoing managed services. So we
also offer one-off solutions and services to help deal with some of the
biggest security challenges.

End point protection
End points can be considered one of the weakest

Privileged access management
(PAM)

links in IT security so protecting them is vital. We

Controlling who has access to your most important

provide next-generation end point protection

data and systems is one of the best ways to

software that uses sophisticated file analysis

prevent attacks. Our PAM solution can help you

techniques to spot viruses and malware without

eradicate accidental or deliberate misuse of

the need for signature updates.

systems, and helps to prevent non-authorised
access to sensitive data.

Our solution detects zero day malicious software
before malicious code, such as ransomware, can

Our privileged access management software

cause any harm. We can also introduce additional

offers features such as full session recording,

capabilities thanks to artificial intelligence features

automated password rotation and integrates with

that monitor behaviour on the end point. In addition,

change management and approval platforms. It

the AI features can make automated decisions to

can also help you to comply with data protection

respond to suspicious activity.

regulation.
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Encryption
Encrypting data is important to ensure confidentiality.
This is especially relevant in the increasingly popular
world of shared infrastructure (public cloud platforms)
where the provider owns the hardware that runs your
applications and stores your data. Because hardware
can potentially recycled, we recommend you encrypt
data so it doesn’t end up in the wrong hands.
We can assist with your data encryption needs. Our team
has a wealth of experience and has helped customers
deploy and configure effective encryption mechanism
for a number of years.

A cost-effective way for
organisations of all sizes to boost
protection against existing and
emerging cyber-threats.

WWW.PROACT.EU
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Security
consultancy
Cyber security readiness assessment
How do you know what your approach is missing,
from a technical security standpoint? Find out with our
assessment service.
We’ll assess your current strategy and look for areas
of improvement. It only takes a few hours and benefits
your organisation by highlighting operational changes or
complementary technologies or processes. The process
involves a face-to-face discussion with a Proact security
specialist, your IT manager and other stakeholders. We
conduct a technical analysis and review of the cyber
security controls and technologies that you have in place,
through a technically-focussed Q&A session.

Book your
assessment
today
Turn to the back cover for
contact details
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Information is at the heart of your business.
Protecting it is at the heart of ours.
As a leading European data centre and cloud

With advanced skills across the data centre and

services provider, we’ve been delivering secure

cloud services, including storage, networking,

solutions to our customers for over 25 years.

public cloud and more, we can leverage the

More than 3,500 customers have trusted us with

knowledge of our accredited experts to help

their data to date, and we use this experience to

maintain the highest security standards both

make sure everything we do is built on secure

internally and for our customers. Our organisation

foundations.

has been ISO 27001 accredited since 2013 and is
also compliant with PCI DSS security standards.

Our Managed Service practice has been active
for more than a decade and takes advantage
of our successful heritage in service delivery,
transition and support. Using our pedigree in the
Managed Services space, where we conduct
security logging and log data analysis across 20
of our own data centres in eight countries, we
created Security Operations Centres (SOCs) to
extend our internal security capabilities out
to our customers. Our SOC function runs 24/7
and offers a range of services to assist with the
challenges posed by enterprise security.

What do our customers say?
Read our success stories on our website here:
https://www.proact.eu/en/success-stories/

WWW.PROACT.EU
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info@proact.eu
www.proact.eu

Proact IT Sweden AB
info@proact.se
(+46) 8 410 666 00

Proact IT UK
info@proact.co.uk
(+44) 1246 266300

Proact Netherlands B.V.
info@proact.nl
(+31) 30 30 33 200

Proact U.S. LLC
info@proact.eu
+1(847) 466-1415

Proact IT Norge AS
firmapost@proact.no
(+47) 22 89 23 89

Proact Lietuva UAB
info@proact.lt
+370 5 2526 140

Proact Finland Oy
info@proact.fi
+358 (0)20 7919 240

Proact Estonia AS
info@proact.ee
+372 663 0900

Proact Systems A/S
info@proact.dk
(+45) 70 10 11 32

Proact BVBA
info@proact.be
+32 2 725 45 18

Proact Deutschland GmbH
info@proact.de
(+49) 911 30999 - 0

Proact IT Latvia SIA
info@proact.lv
+371 (6)7 819 444

Proact Czech Republic, s.r.o.
cz.info@proact.eu
+420 272 072 600

