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1 Support and management service summary 
This document presents a catalogue of the technologies for which Proact offers monitoring 
(under its Premium Support Plus service) or full management (under its Service 
Management service). It should be read in conjunction the Proact Premium Support Plus – Service 
Definition or Proact Service Management – Service Definition as appropriate. 

Objective 

To deliver enterprise-class monitoring, support and where selected, full management, 
of a specified subset of a customer’s IT estate (for example: storage, servers or 
backups), as defined in the technology-specific chapters within this catalogue. 

Service 
packages 

The support and management packages available are: 
 PSP – Proact Premium Support Plus – monitoring and support  
 SM – Proact Service Management – monitoring, support and management. 

Scope 

 Both service packages can apply to an agreed set of in-scope items referred to as CIs 
(that is, Configuration Items) 

 Details of the supportable CIs, and of any technology-specific deliverables, are given 
in the technology-specific chapters of this document (below) 

 Each CI is associated with one or more feature set options (as appropriate to the 
technology), the combination of which determines what Proact will monitor, support 
and optionally manage for the contract term. 

Service 
capabilities 

The following list compares the key capabilities of each service 
package. Full details can be found in the service definitions:  

 Proact Premium Support Plus – Service Definition  
 Proact Service Management – Service Definition. 

PSP SM 

Event 
management 

Near-real-time device monitoring, alert handling and alert notification    

Incident 
Management 

Hardware break-fix & critical alert fault coordination, incident support and 
vendor liaison   

Incident resolution   

Change 
Management 

All tasks are performed under the Proact Change Management process, 
which interacts with customer change processes as required.   

Problem 

Management 

Regular incident trend analysis to proactively identify reoccurring problems and 
root causes. 

  

Capacity 

management 

Monitoring and responding to threshold breaches, growth forecasts, maintaining 
adequate capacity for growth. 

  

Maintenance 
Applying patches, bug-fixes and upgrades to CI related software and-or 
firmware in line with best practice. 

  

Service 
Management & 

Reporting 

Regular service review reports containing incident & change statistics.   

Named Service Delivery Manager, regular service review meetings.   

Continual 
Service 

Improvement 

Proact manage service improvement plans which track recommendations for 
changes to improve service provision. 

  

Configuration & 
Knowledge 

Management 

Maintaining a definitive agreed record of all CIs supported by this service.  

Proact maintain a knowledge database to allow support teams to efficiently 
resolve known issues and find supporting information. 

  
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2 Storage operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Storage operations and associated devices. 

2.1 Service scope 

Objective 
To deliver enterprise-class monitoring, support and optionally service management 
of the customer’s storage estate. 

Supported 
device types  

 Storage Types 

 NetApp ® FAS-Series or IBM ® N-Series 
 EMC ® VNX or VNXe 
 Nimble ® CS Series 
 Pure Storage ® FlashArray 
 Tegile Systems TM IntelliFlash Series 
 Tintri VMstore ® 

 Supported Storage Switches 

 Brocade ® FCP SAN Switch 
 Cisco MDS ® FCP SAN Switch 
 Cisco Nexus ® FCoE SAN Switch 
 NetApp Fibre Bridge 
 NetApp InterConnect Switch 
 NetApp Management Switch 

Controller 
Configuration 

 NetApp, IBM and EMC controllers 

 Single controller 
 2-node active-active high-availability cluster 
 2-node active-passive high-availability cluster 

 NetApp and IBM controllers only 

 2-node MetroCluster (Fabric, including Brocade FCP Disk Switches) 
 2-node MetroCluster (Stretched) 
 Multi-node cluster (Cluster OnTap) 

 Pure and Tintri – 2-node active-passive high-availability cluster 
 Tegile 

 2-node active-active high-availability cluster 
 2-node active-passive high-availability cluster 

 Nimble 

 2-node active-passive high-availability cluster 
 Multi-node cluster 

Supported 
Replication 
Types 

 NetApp, IBM 

 Volume SnapMirror 
 SnapVault 

 EMC 

 RecoverPoint 
 MirrorView 
 VNX/IP/Celerra Replicator 

 Tintri – ReplicateVM 
 Pure – Pure Replication 
 Tegile – Tegile Replication 
 Nimble – Nimble Replication 
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2.2 Service feature sets 

Supported 
feature sets 

 Controller (mandatory for all devices) 
 Data Protection 
 Hosts 
 NAS  
 SAN 
 Storage switches 

Storage systems are always associated with a service feature set representing their 

function (for example: a NAS controller feature set is 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟 + 𝑁𝐴𝑆 

Controller  

Mandatory for all storage controllers: 

 Covers the basic functionality of storage controllers 
 Includes routine items that every storage system has (for example: names, 

IP addresses, volume expansion). 

Data Protection 

Optional – selectable when an in-scope controller is either:  

 In a replication relationship (for example: disaster recovery or backup) 
 Being used to drive backups (for example: NDMP to tape). 

Hosts 

Optional – selectable when SAN-connected hosts connect into the controller(s)  

 Manages the storage element of the host only 
 Does not extend to management of the server as a whole 
 Covers the storage vendor’s software installed on the servers to take application 

consistent backups and connectivity software to manage LUNs presented to the 
hosts.  

NOTE: The SAN option must also be selected. 

NAS  
Optional – selectable when an in-scope controller is used as a NAS and performs 
file serving activities.  

SAN 

Optional – selectable when an in-scope controller is part of a SAN and performs 
block based activities.  

Does not extend to management of connected SAN switches or hosts unless those 
options are also explicitly selected, for example: 

Controller +  SAN +  SAN Switches +  Hosts 

Storage 
Switches 

Optional – selectable when in-scope Storage and-or SAN switches connect to 
controllers (including: FCP, FCoE, InterConnect, Management switches and 
Fibre Bridges).  

 This feature set manages the switch’s basic element and–for SAN switches– any 
port or zoning required to connect controllers to the SAN. 

 If this feature set is associated with a Fibre Channel over Ethernet switch, it only 
covers the Fibre Channel element of the switch. 

To provide end-to-end management of the storage estate, combine this option with 
Hosts, for example: 

Controller +  SAN +  SAN Switches +  Hosts 

 

The table below identifies the scenarios where a feature set is selectable: 

Table 1: Storage operations feature set compatibility matrix 

Type Manufacture 

Feature set 
Controller 

(Base) 
Data 

Protection Hosts NAS (File) SAN (Block) 
Storage 
Switch 

Storage 

EMC Mandatory Optional Optional Optional Optional N/A 

NetApp Mandatory Optional Optional Optional Optional N/A 

Tegile Mandatory Optional Optional Optional Optional N/A 

Tintri Mandatory Optional Optional Mandatory N/A N/A 

Nimble Mandatory Optional Optional N/A Mandatory N/A 
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Type Manufacture 

Feature set 
Controller 

(Base) 
Data 

Protection Hosts NAS (File) SAN (Block) 
Storage 
Switch 

Pure Mandatory Optional Optional N/A Mandatory N/A 

Switch 

Cisco N/A N/A N/A N/A N/A Mandatory 

Brocade N/A N/A N/A N/A N/A Mandatory 

NetApp N/A N/A N/A N/A N/A Mandatory 

2.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

Table 2: Storage operations - monitored items 

NetApp & IBM 
Only 

Monitored Item Description 

Basic monitors (netapp) 

 Overall status 
 CPU utilisation 
 CP time 
 System usage 

Controller/Cluster thresholds 
(netapp) 

 Cluster 
 Interconnect 
 Hardware  
 NVRAM battery status 

Enclosure monitors (netapp) Status and temperature of disk enclosures 

Interface thresholds (netapp) Status and statistics of any network interfaces 

AutoSupport thresholds 
(netapp) 

Status of the sent AutoSupport 

Disk thresholds (netapp) RAW disk cataloguing, status and throughput 

Aggregate thresholds (netapp) Capacity Information and SnapShot usage 

Volume Thresholds (netapp) 

 Status of the volume 
 Capacity information  
 SnapShot usage 

SnapMirror and-or SnapVault 
thresholds (netapp) 

 Status of transfers 
 Status of relationship  
 Lag times  

IOPS Monitors (netapp) 
Input and output operations per second of the 
protocols used by the controller 

MetroCluster FCP disk 
thresholds (snmpget) 

Status and statistics of the Brocade FCP disk 
switches used in a Fabric MetroCluster 
configuration (monitoring of FCP SAN switches is 
not provided). 

EMC 

Monitored Item Description 

NAS File Services (celerra) 

 Capacity (Total, Used, Disk count, RAID count) 
 CPU usage 
 Memory usage 
 Environmental (Power, Temperature, Fan) 
 Buffer and cache utilisation 

SAN Block Services (clariion) 

 Capacity (Total, LUN, RAID group, Disk count) 
 CPU Usage 
 Memory Usage 
 Environmental (Power, Temperature, Fan) 
 Buffer and Cache utilisation 
 Thin pool utilisation 
 IOP performance 

Nimble and  Monitored Item Description 
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Pure Storage 
SAN Block Services 
(snmpget) 

 Capacity (Total, Used, LUN, RAID, Disk count) 
 Performance (I/O, Cache hits) 
 Environmental (that is, Power, Temperature, Fan) 

Tegile Systems 

Monitored Item Description 

NAS File Services (snmpget) 

 Capacity (Total, Used, Volumes, RAID, Disk 
count) 

 Performance (I/O, Cache hits) 
 Environmental (Power, Temperature, Fan) 

SAN Block Services 
(snmpget) 

 Capacity (Total, used, LUNs, RAID, Disk count) 
 Performance (I/O, Cache hits) 
 Environmental (Power, Temperature, Fan) 

Tintri 

Monitored Item Description 

NAS File Services (snmpget) 
 Capacity (Total, Used) 
 Performance (I/O, Cache hits) 
 Environmental (Power, Temperature, Fan) 

Storage 
switches 

Monitored Item Description 

 SAN Cisco FCP & FCoE 
switches (cisco_monitor)  CPU Usage 

 Memory Usage 
 Environmental (Power, Temperature, Fan) 
 Operational State 
 Buffer Misses 

 SAN Brocade FCP switches 
(snmpget) 

 Management Cisco LAN 
switches (cisco_monitor) 

 Management NetApp LAN 
switches (snmpget) 

 CPU Usage 
 Memory Usage 
 Environmental (Power, Temperature, Fan) 
 Operational State 

 InterConnect NetApp 
switches (snmpget) 

Fibre Bridge NetApp switches 
(snmp via storage controller) 

 Environmental (Power, Temperature, Fan) 
 Operational State 

SAN Cisco & Brocade 
switches (interface_traffic) 

 Interface throughput (I/O, Number of packets, 
Queue length) 

 Interface status 
 Packet error/discards 

2.4 Technology-specific deliverables 
This section describes the specific deliverables for Storage operations. Deliverables are 
applicable to PSP, SM and to all feature sets unless explicitly stated otherwise in the 
description. 

Dial-home 
devices 

Applies to PSP & SM Feature sets All 

 Compatible storage devices with dial home diagnostics capability are configured 
to report to the Proact Service Desk for investigation. This includes errors and 
system faults which are logged and escalated to customer escalation contacts for 
investigation 

 Only reported errors and faults are logged and escalated from storage dial home 
diagnostics. This does not include performance, utilisation and misconfiguration 
reports 

Exclusion 1: Only reported errors and faults are logged and escalated from dial home devices 
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Maintaining 
adequate 
capacity for 
growth 

Applies to Service Management Feature sets All 

 Effective capacity management is only performed if sufficient spare capacity is 
available to allow storage containers to be grown 

 The storage system should have and retain sufficient spare capacity throughout 
the contract term to allow for at least 30% growth in data 

 As spare capacity is used, the customer will need to purchase additional capacity 
on a regular basis throughout the contract term –or perform regular housekeeping 
tasks– to maintain the agreed spare capacity level. 

Prerequisite 1: The storage capacity provided should allow for 30% growth 
Responsibility 1: The customer must maintain 30% headroom for growth throughout the term 

System 
Contingency 
Testing for in-
scope devices 

Applies to Service Management Feature sets Data Protection  

 As part of System Contingency Testing and in conjunction with the customer’s 
wider DR procedures, Proact will perform any storage controller related 
commands and tasks necessary to make the data available on a replicated 
storage system 

 Tests must be performed within Proact’s normal business hours. Any testing 
required outside of these hours will be chargeable 

Licensing 

Where storage system licenses are required on the storage system for the service 
to function, the licenses are provided by the customer.  

Prerequisite 2: Provide storage system licenses as necessary 

Service review 
report 

Applies to PSP & SM Feature sets All 

 Response times 
 Incident by category 
 Incident logged by method 
 Incident and change log 

Service review 
report  
 
(example report 
technical content 
for SM, subject to 
change) 

Applies to SM Feature sets All 
 

 Storage Capacity 

 Aggregates 
 High-utilised volumes 

 Storage Efficiency 
 Performance (IOPS, Latency) 

 Risks 
 Technical observations and 

recommendations 
 Physical – firmware upgrade 

recommendation 

2.5 Service charging policy 
  

Table 3: Storage operations charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
controllers, volumes and disks 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, volume increases 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
controllers, if those controllers are 
configured as part of a Storage Area 
Network, with replication and the 
quantity of volumes and disks 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
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feature sets selected for those CIs. For 
example, volume increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

2.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of the PSP or SM for Storage operations depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 

Prerequisites 

Prerequisite 1: The storage capacity provided should allow for 30% growth ............. 6 
Prerequisite 2: Provide storage system licenses as necessary ................................... 6 
 

Responsibilities 
Responsibility 1: The customer must maintain 30% headroom for growth throughout 
the term ............................................................................................................................ 6 
 

Exclusions 
Exclusion 1: Only reported errors and faults are logged and escalated from dial 
home devices .................................................................................................................. 5 
 

 

Annexe one: Storage operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Storage 
operations.  

Summary 

The table below summarises the different feature set and, how many features are included in 
each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Controller (Base) 31 N/A 

Data Protection 48 17 

Hosts 72 41 

NAS (File) 67 36 

SAN (Block) 46 15 

Storage Switch 41 10 

Total Available Features 150 

Controller (Base) 

Sub-groups Description  

Backup 
 Volume/LUN/File Cloning (FlexClone 
 SnapView Clones 

 VNX SnapShot Clones 
 Protection Templates/Policies) 

Efficiency  EMC Automatic Storage Tiering (FAST VP)  
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Sub-groups Description  

Management 

 AutoSupport, Callhome, email user feature & 
event Categories (IntelliCare, InfoSight, 
AutoSupport, CloudAssist) 

 Console command line interface & certificates 
 EMC control station & certificates 
 Local user credentials 
 Management application (OnCommand 

System Manager, Unisphere, Nimble Home) 

 Performance analyser (OnCommand 
Performance manager, Unisphere Analyser, 
InfoSite, CloudAssist, IntelliCare) 

 Powershell (Tintri Automation Toolkit and 
excludes scripts) 

 Syslog Integration  
 Unified management application 

(OnCommand Unified Manager, Unisphere 
Remote, Global Centre ) 

 Virtual storage instances (MultiStore, vFilers, 
vServers, (virtual)DataMover 

Networking 

 Cisco Discovery Protocol 
 DHCP 
 DNS 
 Hostname, Management IP & Interface 

Parameters 
 Link Aggregation/Teaming (IEE 802.3ad, 

EtherChannel, LACP, IPMP, FSN, VIF, LIF) 

 Logical Network Interfaces Network time 
Protocol (NTP) client 

 SNMP V1-V3 
 SNTP 
 Storage Controller High-Availability/Cluster 
 VLANs 

Performance 
 Storage Caching (Flash Cache, Flash Pools, 

FAST Cache, Performance Polices) 

 VMware vStorage API for Array Integration 
(VAAI) 

Storage 

 EMC Reserved LUN Pool (RLP) for 
SnapView/MirrorView/SAN Copy 

 File System Check 
 Expansion & Settings (File system, Volume, 

DataSet, LUN, MetaLUN) 

 Creation (File system, Volume, dataset, LUN, 
MetaLUN, Qtree) 

 Storage Aggregation (Aggregates, Storage 
Pools, RAID Groups), Existing Configurations 
Only 

 Tegile Project Expansion & Settings 

Data Protection 

Sub-groups Features  

Backup 

 NDMPCOPY 
 NetApp SnapVault Replication 
 Network Data Management Protocol (NDMP) 

v1-v4 

 Nimble Volume & Snapshot Replication  
 Pure Volume & Snapshot Replication  
 Tegile Project/DataSet Replication 

Disaster 
Recovery 

 EMC RecoverPoint/SE Remote Replication 
(for example:  CRR and CLR) 

 EMC Replication, IP/VNX/Celerra Replicator 
 EMC Replication, MirrorView/A & MirrorView 

/S 
 NetApp MetroCluster (including SyncMirror) 

 Nimble Replication, A-Sync only 
 Pure Replication, A-Sync only 
 Tegile Replication, Async only 
 Tintri ReplicateVM, A-Sync only 
 NetApp SnapMirror Replication, A-Sync, 

Semi-Sync, Sync 

Management  NetApp MetroCluster Plug-in for vSphere  

Storage 
 EMC SAN Copy - Replicate LUN to EMC 

Storage  
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Hosts 

Sub-Groups Features  

Backup 

 Application Consistent Backups & 
Consistency Groups 

 EMC AppSync Backup for Exchange 
 EMC AppSync Backup for SQL 
 EMC AppSync Backup for VMware ESX 
 EMC ItemPoint for Exchange Using AppSync 

or Replication Manager 
 EMC Replication Manager Backup for 

Exchange 
 EMC Replication Manager Backup for 

Microsoft Hyper-V 
 EMC Replication Manager Backup for SQL 

Server 
 EMC Replication Manager Backup for 

VMware ESX 
 NetApp Single Mailbox Recovery for 

SnapManager for Exchange 
 NetApp SnapDrive for Linux 
 NetApp SnapDrive for UNIX (Solaris) 
 NetApp SnapDrive for Windows 
 NetApp SnapManager for Exchange 
 NetApp SnapManager for Oracle 

 NetApp SnapManager for SAP 
 NetApp SnapManager for SharePoint 
 NetApp SnapManager for SQL 
 NetApp SnapManager for Virtual 

Infrastructure (VMware vSphere, Microsoft 
Hyper-V) 

 Nimble Connection Manager for Virtual 
Infrastructure (vSphere, Hyper-V) 

 Nimble Connection Manager for Windows 
 Nimble Protection Manager for Exchange 
 Nimble Protection Manager for SQL 
 Nimble vSphere Infrastructure Plugin 
 Pure vSphere Infrastructure Plugin 
 Pure VSS Provider for Windows 
 Tegile Data Protection Service (Windows 

VSS Provider for SQL & Exchange) 
 Tegile vSphere Infrastructure Plugin 
 Tintri vSphere Infrastructure Plugin (for 

example:  VAAI Plug-in) 

Host 
Connectivity 

 Citrix XenServer 
 Microsoft Hyper-V (all currently supported 

versions) 
 Microsoft Windows Desktop (all currently 

supported versions) 
 Microsoft Windows Server (all currently 

supported versions) 
 Multi Pathing (for example:  DSM, MPIO, 

PowerPath, Connection Manager) 

 NetApp Agent for VERITAS Cluster Server 
(VCS) and NetApp NFS (NetApp software 
only) 

 Red Hat Enterprise Linux (all currently 
supported versions) 

 Solaris X86 & SPARC (all currently supported 
versions) 

 Storage Host Utilities 
 VMware vSphere/ESX (all currently 

supported versions) 

Management 
 NetApp Host Agent and Storage Tools Plug-

In for Microsoft Clusters 
 Tintri Hyper-V Services Host Agent 

NAS (File) 

Sub-Group Features  

Authentication 

 Kerberos Authentication 
 LDAP 
 Network Lock Manager (NLM) v1,3 &4 

 NT LAN Manager (NTLM) 
 PortMapper v2 

Backup 
 SnapShot/Checkpoint/SnapSure Backups 

includes SnapRestore 

 Tegile Project/Data Set SnapShots  
 Tintri SyncVM 

Efficiency 

 EMC Manual Volume Management (MVM) 
 File System / Volume Resize  
 NAS Data Compression 

 NAS Data De-Duplication 
 Thin Provisioning (for example:  Thin File 

System) 
 Tintri per-VM QoS 

Management 

 Anti-Virus Integration (for example:  FPolicy, 
OnTap Anti-Virus Connector, CAVA/CEPA & 
Event Enabler) 

 Hypervisor Integration (for example:  VASA, 
Virtual Storage Console, Virtual Storage 
Integrator (VSI)) 

 Licenses  
 Local Quotas 
 Statistics Groups 
 Tintri vSphere Web Client Plugin 
 Pure/Tegile vSphere Web Client Plugin 

Namespace 
 DFS Distributed File System (Microsoft) as 

Leaf node 
 Network Information Service (NIS) Client 

Networking 

 Address Resolution Protocol (ARP) Entries 
 CIFS (SMB 1,SMB2, SMB3), Virtual CIFS 

Servers & Auditing 
 EMC Virtual Tape Library Unit (VTLU) 
 FTP 

 HTTP/HTTPS 
 IPv4 
 IPv6 
 NFS v2,v3, v4, 
 Shares/Exports & Assigning ACLs 
 Static Routes & Routing Information Protocol 

(RIP) 
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Sub-Group Features  

Security 
 Archive, File level retention, Compliance 

(FileMover, Fpolicy, SnapLock) 
 Encryption 

Efficiency  LUN / Volume Resize   

SAN (Block) 

Sub-Group Features  

Backup 

 EMC RecoverPoint/SE Local Replication (for 
example: CDP) 

 EMC SnapShot/SnapView Sessions 

 LUN/Volume  SnapShots includes 
SnapRestore (VNX SnapShot, SnapView) 

 Tegile Project/Data Set SnapShots 

Connectivity 

 FCoE 
 FCP 
 iSCSI 

 LUN Access - Asymmetric Active/Active 
 Mapping of LUNs for Host Access (for 

example:  iGroups, Storage Groups, Initiator 
Groups, Interface Groups) 

Efficiency 
 EMC Unisphere QoS 
 SAN Block Data De-Duplication 

 SAN Data Compression 
 Thin Provisioning (for example:  Virtual 

Provisioning) 

Management  EMC Software Enablers (Licenses) 

 Hypervisor Integration (for example:  VASA, 
Virtual Storage Console, Virtual Storage 
Integrator (VSI)) 

Storage Switches 

Sub-Group Features  

Connectivity  NetApp Cluster InterConnect Switch  NetApp SAS-to-FC Fibre Bridge 

FCP/FCoE 
Switch 

 E_Port Configuration 
 F_Port Configuration 
 Hostname, Management IP & Interface 

Parameters 
 N_Port Configuration 

 Port Grouping 
 Port Zoning 
 VSAN & vFabric 
 WWPN Zoning 

Networking  NetApp Cluster Management Switch  
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3 Server operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Server operations and associated devices. 

3.1 Service scope 

Objective 

To deliver enterprise-class remote monitoring, support and optionally management 
of server operating systems, running as physical or virtual servers, on customer site 
or in a public cloud provider’s datacentre. 

Supported 
items  

SMfS covers the server’s OS, not the application the server is running, nor the 
native applications built into the OS (for example: DNS server, DHCP server and AD 
services), with the exception of File and Print services 

See also: The Proact Support Matrix , which is the definitive list of supported devices 

Servers Physical and virtual servers in the following roles: 

 
 File Server 
 Print Server 

 File & Print Server 
 Generic Application Server (OS only) 

Cloud types 

Private Cloud 

 Physical Servers 
 Virtual Servers 

Public Cloud 

 Amazon Web Services (AWS) 
 Microsoft Azure 

Hypervisor 
software or public 

cloud product 

Private Cloud  

 Microsoft Hyper-V 2012 or newer 
 VMware vSphere 5.x or newer 

Public Cloud 

 AWS Elastic Compute 2 (EC2) 
 Microsoft Azure Virtual Machine 

Operating systems 
 Microsoft Windows Server 2008 or 

newer 

 Red Hat Enterprise Linux (RHEL) v5 
or newer 

Server integration 
agents 

 VMware Tools 
 Microsoft Integration Services 

 Amazon Agent 
 Azure Guest Agent/Extension 

Central patching 

methods 

 Microsoft Windows Server Update 
Services (WSUS) 

 RHN Satellite Server 

 Spacewalk Server 

3.2 Service feature sets 
The feature sets for Server operations and the device types in that environment, define what 
Proact will monitor, respond to incidents for, and (optionally) manage. The feature sets 
available with Server operations are shown in Table 4 (below). The features within each feature 
set are shown Annexe two (on page 18). 

Table 4: Server feature sets 

Operating 
System 

Mandatory – this the base feature set.  

It covers the basic functionality of the Server operating system and includes routine 
items common to every server (for example names, IP addresses and data store 
management such as volume expansion). 

Physical 

Optional  

Use this feature set when the server operating system is running directly on physical 
hardware (for example: not within a hypervisor environment). It also covers items 
associated with the physical server such as hardware monitoring, PCI cards and the 
BIOS. 

Clustering 

Optional – selectable when the server is:  

 In a local high-availability cluster where resources may move between servers to 
increase the availability of the resources 

 Using the native built-in network load balancer functionality of its OS to increase 
the availability of the resources  
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Patching 

Optional – selectable when the server’s operating system is kept up to date with 
regular patching to keep in-line with the operating system manufacturer’s best 
practice.  

The patching feature set extends to centralised patching systems (for example: WSUS, 
Spacewalk or similar). 

Security 

Optional – selectable when the server has: 

 Anti-Virus (AV) software or agents installed 
 Regular basic vulnerability assessments using operating system vendors’ security 

tool kits (for example: Microsoft Baseline Security Analyzer, buck-security or 
similar). 

The security feature set extends to centralised AV management servers. 

NOTE: Whilst this feature provides basic security levels, it does not extend to a full security 

service, such as that delivered Proact's separate Managed Security Services (MSS) solutions. 

File/Print  
Optional – selectable where the server is offering file and-or print services using the 
operating system’s native file and-or print capabilities. 

 

The table below identifies the scenarios where a feature set is selectable: 

Table 5: Server operations feature set compatibility matrix 

Cloud 
Type 

Form 
Factor 

Feature set 

Operating System 
(Base) Physical Clustering Patching Security File/Print 

Private 
Physical Mandatory Mandatory Optional Optional Optional Optional 

Virtual Mandatory N/A Optional Optional Optional Optional 

Public Virtual Mandatory N/A Optional Optional Optional Optional 

3.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

Table 6: Server operations - monitored items 

Operating System 
(cdm) 

 CPU Usage 
 RAM/memory Usage 

 Disk Usage 

Physical 
(snmptd) 

 Temperature status 
 Fan status 
 PSU status 

 Chassis intrusion status 
 Hard drive status 

Clustering 
(ntservices, ntevl, syslog) 

 Individual node status  Overall cluster status 

Patching(1) 
(syslog) 

 Patches yet to be Applied  

Security 
(ntservices, snmptd) 

 Anti-virus agent status 
 Anti-virus management server 

status 

File/Print 
(ntservices, printers) 

 File service status 
 Print service status 

 Print queue length 

3.4 Technology-specific deliverables 
This section describes the specific deliverables for Server operations. Deliverables are 
applicable to PSP, SM and to all feature sets unless explicitly stated otherwise in the 
description. 
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Physical server 
management 

Applies to SM Feature-sets All 

The customer must customer ensure each physical server has a separate out-of-
band management interface conforming to the Intelligent Platform Management Interface 
(IPMI) standard 

Proact require access to this interface to work on the physical servers, associated 
devices and firmware 

Prerequisite 1: [SM] Ensure physical servers are IPMI compatible  
Prerequisite 2: [SM] Provide access to physical Server IPMI as required 

Hardware alerts 

Applies to PSP & SM Feature sets All 

Hardware alerts for physical servers are dealt with via automated alerts where the 
hardware has a separate out-of-band management interface that supports both the 
IPMI and Simple Network Management Protocol (SNMP). 

Depending on the manufacture of server, a separate central management software 
may be used to consolidate the alerts and in this case, the central management 
software will be used as the source of the SNMP alerts. 

Excluded – automated alerting of hardware under Premium Support Plus that does 
not support or use IPMI. If IPMI cannot be configured, Proact rely on the customer 
logging an incident manually. 

Exclusion 1: No HW alerts for devices without IPMI 
Responsibility 1: Manually log incident alerts for hardware without IPMI 

Creation of new 
VMs 

Applies to SM Feature-sets All 

Proact create and configure new VMs only if they are also managing the underlying 
public cloud or hypervisor platform. The VMs are provisioned from pre-packaged 
OS templates via Proact's separate Service Management for Hypervisor or Service 
Management for Public Cloud solutions. 

The configuration applied by this service is to the OS and to a base level only: 

 The base configuration incorporates the name, network settings, volume settings 
and patching configuration to allow the customer to further customise, install any 
associated application, test and bring the VM into service.  

 Proact will not configure physical servers or update pre-packaged OS templates. 

Exclusion 2: [SM] Configuring new VMs (unless customer also has Proact Service 
Management for Hypervisors or Public Cloud) 

Exclusion 3: [SM] Configuring physical servers or templates 

Maintaining 
adequate 
capacity for 
growth 

Applies to SM Feature-sets All 

 The SM service package includes proactive management of the volume capacity 
of the servers, which is be performed based on threshold breaches and growth 
predictions based on historical trend reports.  

 Effective capacity management is only performed if sufficient spare capacity is 
available: 

 The directly or attached storage system used by the server should have enough 
spare storage capacity throughout the contract term assigned to allow for at 
least 30% growth in data 

 As the spare capacity is used, the customer will need to purchase additional 
capacity or perform regular housekeeping tasks throughout the contract term to 
maintain acceptable spare capacity. 

Prerequisite 3: [SM] Provide and maintain at least 30% free space any storage capacity 
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Patching 

Applies to SM Feature-sets Data Protection 

 Proact apply patches for managed operating systems on a regular basis (quarterly 
or monthly), to minimise the risk of Incidents occurring due to bugs and of security 
breaches due to known vulnerabilities.  

Application of patches is done at Proact's discretion and recommendation 

 By default, only patches classified by the vendor as critical or security are applied, 
unless Proact identify patches required to resolve existing incidents or problems. 
The Customer may request additional patches are applied 

 Where available, Proact utilise and monitor an existing correctly-functioning 
centralised patching server (for example: WSUS, Spacewalk) to: 

 Identify servers with patches ready to be applied 
 Approve patches for automated installation within a pre-agreed timeslot 

This will identify any server which is not accepting patches and is continually 
falling behind the defined schedule. 

Excluded – monitoring the patching status of servers not using a centralised 
patching server. 

Where an existing correctly-functioning centralised patching server is not available, 
or the customer requests patches be applied manually by Proact: 
 Patching is performed within the window Mon – Fri 08:00 - 18:00 GMT/BST 

excluding public holidays 
 Patching can be performed outside of these hours on request, but additional 

Professional Services charges will apply. 

Exclusion 4: Monitoring patches not registered to a centralised patching service 

Upgrades 

Applies to SM Feature sets All 

Proact apply software upgrades (for example: Service Packs, Releases, kernel 
updates) on the Server OS where required to reduce the chance of incidents 
occurring due to bugs and to reduce risk of security breaches due to known 
vulnerabilities.  
 Proact recommend upgrades to the customer either: 

 In response to incident or problem tickets 
 Following scheduled health-check activities 
 Where required to facilitate changes to other devices, to retain interoperability. 

The customer is responsible for any remedial work required after an OS upgrade to 
any embedded or included services or applications that come as part of the OS (for 
example: DNS or DHCP server); the customer will need to test and re-configure any 
such elements as required. 

Proact will not apply any upgrade that changes the current release family (for 
example: upgrading Windows 2008 to Windows 2012). 

Exclusion 5: [SM] Remedial Work on OS embedded services or applications 
Exclusion 6: [SM] Upgrades that change the release family 

Clustering 
management 

Applies to SM Feature sets Clustering 

Proact manage clustered servers using the native OS clustering software or native 
OS network load balancer (NLB).  

Where applicable, updates are applied to the cluster in sequence to minimise 
downtime.  

The customer can elect for the cluster workloads to be moved or redirected from 
one node to the other on a scheduled basis to test the continued functionality of the 
cluster.  

Excluded - any application-associated or application-integrated tasks; only tasks 
related to the native OS’ clustering or NLB functionality are performed. 

Exclusion 7: [SM] Application Clustering 



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 15 

Anti-virus 
management 

Applies to SM Feature set Security 

 Proact undertake the tasks associated with any installed AV client.  
 Where applicable, the central management server associated with the AV client is 

used.  
 Virus definition updates are applied in-line with the vendors release schedule.  
 The AV software is tested on a subset of the server environment on a regular 

basis using the EICAR test virus to ensure it is functioning correctly 
 The scope of this element of the service is the recommendations provided by the 

AV tools (for example: the suspect file is detected) and depending on the 
recommendation will either be actioned by the software directly or escalated to the 
customer's administrator to resolve. 

Excluded - Analysis of how or why a server became infected by a virus or any other 
form of malware; this is the responsibility of the customer's administrator to 
investigate. 

Exclusion 8: [SM] Virus Infection Analysis 

Vulnerability 
scanning 

Applies to SM Feature set Security 

 Basic vulnerability scanning of the servers using freely available tools (for 
example: Microsoft Baseline Security Analyzer, Buck-security, Rootkit Hunter) will 
be performed as part of the health-check process during the Service Transition 
phase, before the service goes live. 

 The scope of this element of the service is the recommendations provided by 
these tools (for example: password needs changing, patches need to be applied) 
and depending on the recommendation will either be actioned by Proact directly or 
escalated to the customer's administrator to resolve.  

 Items to be escalated to the customer's administrator are at the sole discretion of 
Proact and it will be the responsibility of the customer's administrator to action the 
recommendation provide by the scan. 

 It should be noted that this is a basic level of security best practice and will not 
replace more robust security methods offered by Proact's separate Managed 
Security Services (MSS) offerings.  

 The security tool kit is run from a single centralised server located in each 
customer's site and a suitable server will need to be provided by the customer (if 
not already installed). 

 The customer shall provide a centralised server from which to run the security tool 
kit. The minimum system requirements will vary depending on the toolkit used. In 
all cases no more performance is required beyond the base OS and the opening 
of certain ports open to allow the server to communicate with the clients being 
scanned. 

Excluded - Running the security tool kit from each individual server. The security 
tool kit is to be installed on a centralised server able to contact each server to be 
checked. 

Prerequisite 4: [SM] Provide and maintain a central server for vulnerability scanning 
Exclusion 9: [SM] Installing security toolkit per individual server   

File services 

Applies to SM Feature set File / Print 

Servers acting as file servers using native OS functions (for example: NTLM or 
Samba) are managed by Proact in-line with the features listed in Annexe two (on page 
18) 

Excluded - Any client based activity or interaction with end users. Only tasks on the 
file server are performed. 

Exclusion 10: [SM] File Server client activity and-or end-user interaction 
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Print services 

Applies to SM Feature set File / Print 

Servers acting as print servers using the native OS print server functions (for 
example: Windows Print Spooler, CUPS) are managed by Proact in-line with the 
features listed in Annexe two (on page 18) 

Excluded - any interaction with the printing device (for example: its physical 
connectivity to the print server, media handling, paper jams, break-fix) or interaction 
with end users. Only tasks on the print server are performed. 

Exclusion 11: [SM] Printer device activity and-or end-user interaction 

Integration 
software 
updates 

Applies to SM Feature set All 

Proact use Hypervisor or Public Cloud automated facilities to rollout updates of 
Integration Software where available. 

If the server is a VM with Hypervisor and-or Public Cloud Integration Software (for 
example: VMware Tools, Azure Guest Agent), that integration software is included 
in the management only if Proact are also managing the underlying hypervisor and-
or public cloud platform. this can be done through a separate service agreement for 
either of: 

 Proact Hybrid Cloud  
 Proact Service Management for Hypervisors 
 Proact Service Management for Public Cloud 

Where the Hypervisor/Public Cloud software includes automated facilities to rollout 
updates of the Integration Software automatically, this functionality will be used 
where possible. 

Exclusion 12: VM integration software is managed only if the customer has PHC, SMfH or 
SMfPC for underlying hypervisor 

Service review 
report 

Applies to PSP & SM Feature sets All 

 Response times 
 Incident by category 
 Incident logged by method 
 Incident and change log 

Service review 
report  
 
(example report 
technical content 
for SM, subject to 
change) 

Applies to SM Feature sets All 
 

 Operating System (Base) 

 Number of Servers 
 CPU Usage 
 Memory Usage 
 Storage Utilisation 
 Operating System upgrade 

Recommendation 
 SLA Report 

 Physical – firmware upgrade 
recommendation 

 Clustering – Node Status 
 Patching – patches available but yet to 

be applied 
 Security – software upgrade 

recommendations 
 File and print services 

 Number of shares and-or exports 
 Print queue length 

3.5 Service charging model 

Table 7: Server operations charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 
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Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, quantity of servers and if 
those servers are configured Anti-
Virus. 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, location and server 
increases 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, quantity of servers and if 
those servers are configured Anti-
Virus. 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, location and server 
increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

3.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of the PSP or SM for Server operations depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 

Prerequisites 

Prerequisite 1: [SM] Ensure physical servers are IPMI compatible ........................... 13 
Prerequisite 2: [SM] Provide access to physical Server IPMI as required ................ 13 
Prerequisite 3: [SM] Provide and maintain at least 30% free space any storage 
capacity .......................................................................................................................... 13 
Prerequisite 4: [SM] Provide and maintain a central server for vulnerability 
scanning ......................................................................................................................... 15 
 

Responsibilities 
Responsibility 1: Manually log incident alerts for hardware without IPMI .................. 13 
 

Exclusions 

Exclusion 1: No HW alerts for devices without IPMI ................................................... 13 
Exclusion 2: [SM] Configuring new VMs (unless customer also has Proact Service 
Management for Hypervisors or Public Cloud) ........................................................... 13 
Exclusion 3: [SM] Configuring physical servers or templates .................................... 13 
Exclusion 4: Monitoring patches not registered to a centralised patching service ... 14 
Exclusion 5: [SM] Remedial Work on OS embedded services or applications ........ 14 
Exclusion 6: [SM] Upgrades that change the release family ...................................... 14 
Exclusion 7: [SM] Application Clustering ..................................................................... 14 
Exclusion 8: [SM] Virus Infection Analysis ................................................................... 15 
Exclusion 9: [SM] Installing security toolkit per individual server ............................... 15 
Exclusion 10: [SM] File Server client activity and-or end-user interaction ................ 15 
Exclusion 11: [SM] Printer device activity and-or end-user interaction ..................... 16 
Exclusion 12: VM integration software is managed only if the customer has PHC, 
SMfH or SMfPC for underlying hypervisor .................................................................. 16 
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Annexe two: Server operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Server 
operations.  

Summary 

The table below summarises the different feature set and, how many features are included in 
each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Operating System (Base) 71 N/A 

Physical 99 28 

Clustering 108 37 

Patching 99 28 

Security 114 43 

File/Print Services 128 57 

Total Available Features 264 

Operating System (base) 

Sub groups Features  

Connectivity 
 Domain Controller ( datacentre)/Read Only 

Domain Controller (RODC) 

 Windows Remote Desktop Services 
(RDS)/Terminal Services (TS) for 
Administrators 

Management 

 Command Line (CLI)/PowerShell 
 Management Tool Systemd 
 Open Linux Management Infrastructure 

(OpenLMI) 
 Server Manager GUI 
 Volume Licensing Activation Services 

 Windows Desktop Experience/Server Core 
 Windows Server Essentials Experience 
 Windows System Resource Manager 
 Windows Telemetry/Customer Experience 

Improvement Program (CEIP)/Windows Error 
Reporting (WER) 

 Windows User Access Logging 

Networking 

 Dynamic Host Configuration Protocol (DHCP) 
Client 

 FTP 
 IP Networking 
 IPv4 
 IPv6 
 iSCSI Boot Server 

 iSCSI Initiator/Target 
 Multi-Pathing/NIC Teaming 
 Network Shell (Netsh) 
 Quality of Service (QoS) 
 Static Routes & Routing Information Protocol 

(RIP) 

Security 

 Access Controls/Dynamic Access Controls 
 Credential Locker 
 Encryption/BitLocker/Encrypted Hard Drive 
 Local User Accounts/Local Service 

Accounts/Local Password Policies/User 
Access Control 

 PortMapper 
 Security Policy Settings 
 Security Support Provider (SSP)/Secure 

Sockets Layer (SSL)/Transport Layer 
Security (TLS) 

Server 

 Grand Unified Boot Loader (GRUB) 
 Memory Dump/Core Dump/Automatic Bug 

Reporting Tool (ABRT) 
 Network Time Protocol (NTP) 

Server/chrony/ntpd/Precision Time Protocol 
(PTP) 

 Red Hat Support Tool 
 Secure Shell (SSH) 
 System Locals/Date & Time 
 Windows Application Server Roles .NET 

Framework 
 Windows Application Server Roles ASP.NET 

 Windows Application Server Roles COM+ 
 Windows Application Server Roles Message 

Queuing 
 Windows Application Server Roles Windows 

Communication Foundation (WCF) 
 Windows Event Viewer/Red Hat Logs 
 Windows Features/Subscription 

Service/yum/RPM Packages 
 Windows Software Inventory Logging 
 Windows Task Manager/Resource 

Manager/OProfile 
 Windows Task Scheduler/Red Hat 

cron/anacron/at/batch 
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Sub groups Features  

Storage 

 Deduplication 
 File system Checking CHKDSK/FSCK 
 File Systems New Technology File System 

(NTFS)/File Allocation Table (FAT)/Resilient 
File System (ReFS) 

 NAS Presented Datastore 
Resizing/Management 

 Non-NAS Presented Datastore Resizing 
 Non-SAN Presented Datastore Resizing 

 Raw Device Mappings (RDM)/Pass-Through 
Disks 

 SAN Presented Datastore 
Resizing/Management 

 Thin Provisioning 
 Volume Shadow Copies (VSS) 
 Windows Offloaded Data Transfer (ODX) 

Tool kit 

 Domain Name System (DNS) Client 
 Amazon/AWS aws-apitools-ec2 
 Amazon/AWS EC2Config Service/Agent 
 Azure Guest Agent/VM Extensions - 

AzureVmLogCollector 
 Azure Guest Agent/VM Extensions - BGInfo 
 Azure Guest Agent/VM Extensions - 

HpcVmDrivers 
 Azure Guest Agent/VM Extensions - 

IaaSDiagnostics 

 Azure Guest Agent/VM Extensions - 
McAfeeEndpointSecurity 

 Azure Guest Agent/VM Extensions - 
OSPatchingForLinux 

 Azure Guest Agent/VM Extensions - 
SymantecEndpointProtection 

 Azure Guest Agent/VM Extensions - 
TrendMicroDSA 

 Azure Guest Agent/VM Extensions - 
VMAccess 

 VMware Tools/Microsoft Integration Services 
 Windows Best Practices Analyzer (BPA) 

Physical 

Sub-Group Features  

Connectivity 
 Data Centre Bridging (DCB)/Fiber Channel 

over Ethernet (FCoE) 
 

Management 
 Intelligent Platform Management Interface 

(IPMI), HP iLO, Dell DRAC 
 

Networking 
 Cisco UCS Point of Presence/Presentation 

Layer (Fabric Interconnects) 

 Network Card/Chip  
 Wake on LAN (WOL 

Security  Trusted Platform Module (TPM)  

Server 

 Advanced Configuration and Power Interface 
(ACPI) 

 BIOS 
 Central Processing Unit (CPU) 
 Cisco UCS Backplane (IOM Modules) 
 Cisco UCS Chassis 
 Cisco UCS Servers/Blades 
 Cisco UCS Unified Management Application 

(UCS Manager) 
 Graphics Card/Chip 
 Motherboard and Interfaces including KVM 

Interface 

 Power Supply Unit (PDU 
 RAM 
 Server Vendor Supplied PCI/Expansion Card 

- Converged Network Adapters (CNAs) 
 Server Vendor Supplied PCI/Expansion Card 

- Host Bus Adapters (HBAs) 
 Server Vendor Supplied PCI/Expansion Card 

- Network Interface Cards (NICs) 
 Server Vendor Supplied PCI/Expansion Card 

- UCS Storage Accelerators 
 System Fans 

Storage 

 IDE/SAS/SCSI/RAID 
Controller/Chip/Expansion Card 

 Internal Optical Drive 
 Local Storage (DAS)/Internal Storage/Flash 

Cards/Hot Swap Drives 

 SAN Booting 
 SAS Attached Storage 
 Storage Spaces & Storage Pools 

Clustering 

Sub-Group Features  

Backup 
 Red Hat Backup/Restore Cluster 

Configuration 
 

Connectivity  Windows Network Load Balancing (NLB)  
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Sub-Group Features  

Disaster 
Recovery 

 Cluster Failover/Resource Move 
 High Availability Printing 
 Red Hat High-Availability Add-On 
 Red Hat Node Cluster Fencing (STONITH) 

via UPS, PDU, Blade Power Control or Light-
Out Devices 

 Red Hat Server Generic Application Cluster 
Apache 

 Red Hat Server Generic Application Cluster 
File Server (NFS) 

 Windows Server Clustered File Server 
Shared Folders 

 Windows Server Failover Cluster/Server 
Cluster 

 Windows Server Generic Application/Service 
Cluster for DFS Namespace 

 Windows Server Generic Application/Service 
Cluster for DHCP 

 Windows Server Generic Application/Service 
Cluster for Distributed Transaction 
Coordinator (DTC) 

 Windows Server Generic Application/Service 
Cluster for File Server 

 Windows Server Generic Application/Service 
Cluster for Internet Storage Name Service 
(iSNS) 

 Windows Server Generic Application/Service 
Cluster for Message Queuing 

 Windows Server Generic Application/Service 
Cluster for Print Server 

 Windows Server Generic Application/Service 
Cluster for Remote Desktop Connection 
Broker 

 Windows Server Generic Application/Service 
Cluster for Virtual Machine/Guest 

 Windows Server Generic Application/Service 
Cluster for WINS Server 

Management 

 Cluster Node Pausing/Standby 
 Cluster Resource Failover/Failback/Rules 

Settings 
 Red Hat Cluster Resource Groups 
 Red Hat Pacemaker 
 Red Hat pcs and pcs-gui 

 Windows Server Cluster-Aware Updating 
(CAU) 

 Windows Server Failover Cluster Manager 
Snap-In 

 Windows Server Failover Clustering Feature 
 Windows Server Validate a Configuration 

Wizard 

Networking 

 Cluster Access Name/IP Addressing/Virtual 
IP 

 Red Hat Redundant Ring Protocol (RRP) 

 Windows Server Cluster Networking 
Configuration 

Storage 

 Cluster File System Global File System 2 
(GFS2) or Cluster Logical Volume Manager 
(CLVM) 

 Cluster Quorum/Witness, Corosync plug-in 
(votequorum) 

 Multipath I/O (MPIO) 
 Red Hat Logical Volume Manager (LVM) 
 Windows Server Cluster Shared Volumes 

(CSV) 

Security 

Sub-Group Features  

Anti-Virus 

 Anti-Virus - Agent/Notifier (and Agentless 
Architectures) 

 Anti-Virus - Central Management Database 
 Anti-Virus - Central Management Database 

backup/restore 
 Anti-Virus - Central Management 

Server/Appliance/Console 
 Anti-Virus - DAT/Pattern Files/Relay Servers 
 Anti-Virus - Events/Alerts/Logs/Reports 
 Anti-Virus - Hypervisor based Virtual 

Appliance 
 Anti-Virus - Kaspersky Endpoint Security for 

Business 
 Anti-Virus - McAfee Server Security Suite 
 Anti-Virus - Module, Anti-Malware  (Virus 

Protection) 
 Anti-Virus - Module, Web Reputation 

(Malicious URL Blocking) 

 Anti-Virus - Module, Intrusion Prevention 
(Known Application Vulnerabilities) 

 Anti-Virus - 
Policies/Rules/Exclusions/Inclusions 

 Anti-Virus - Public Cloud Server Agents 
 Anti-Virus - Quarantining 
 Anti-Virus - Real-Time/On-

Demand/Scheduled Scans 
 Anti-Virus - Server Protection 
 Anti-Virus - SMTP 
 Anti-Virus - SNMP 
 Anti-Virus - Symantec Endpoint Protection 
 Anti-Virus - Trend DeepSecurity 
 Anti-Virus - Trend OfficeScan 
 Anti-Virus - Users/LDAP/Active-Directory 

Integration and Role Based Access 
 Anti-Virus - Windows Defender 

Security  Security Configuration Wizard  
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Sub-Group Features  

Tool Kit 

 Operating System Security 
 Red Hat Security Tool Kit - buck-security 
 Red Hat Security Tool Kit - Firewall Policies 
 Red Hat Security Tool Kit - Hidden Files 
 Red Hat Security Tool Kit - Listening Services 
 Red Hat Security Tool Kit - Rootkit Hunter 
 Red Hat Security Tool Kit - Search for rootkits 
 Red Hat Security Tool Kit - SSHD Security 
 Red Hat Security Tool Kit – Superusers 
 Red Hat Security Tool Kit - Suspect Stings 
 Red Hat Security Tool Kit - World Writable 

Files/Directories 

 Red Hat Security Tool Kit - Wrong Binary File 
Permissions  

 Security Tool Kit Security Recommendations 
 Windows Security Tool Kit - IIS Administrative 

Vulnerabilities 
 Windows Security Tool Kit - Microsoft 

Baseline Security Analyzer (MBSA) 
 Windows Security Tool Kit - Patching/Security 

Update Status 
 Windows Security Tool Kit - SQL Server 

Administrative Vulnerabilities 
 Windows Security Tool Kit - Weak Passwords 

File and Print services 

Sub-Group Features  

Security 

 File - Kerberos Authentication 
 File - Lightweight Directory Access Protocol 

(LDAP) 

 File - Network Lock Manager (NLM) v1, v3, & 
v4 

 File - NT LAN Manager (NTLM) 

Connectivity 

 File - Microsoft Hyper-V over SMB 
 File - Microsoft SQL over SMB 
 File - Samba net 
 File - Samba smbclient 

 File - SMB Direct/Remote Direct Memory 
Access (RDMA) 

 File - VMware vSphere over NFS 
 File - Work Folders/Offline Files/Folder 

Redirection excluding Clients 

Document 
Management 

 Print - Branch Office Direct Printing (BODP) 
 Print - High Availability Printing Settings 
 Print - Local Printers via USB/Serial/Parallel 
 Print - Network Printers via AppSocket/HP 

JetDirect/SMB 
 Print - Print Spooler Performance Counters 
 Print - Printer Spooler/Queues/Sharing 
 Print - Red Hat Print Server, Common Unix 

Printing System (CUPS) 
 Print – Red Hat Server Internet 

Printing/Internet Printing Protocol (IPP) 

 Print - Red Hat Server LPD Service/Line 
Printer Daemon (LPD) 

 Print - Samba smbspool 
 Print - Separator Pages excluding 

Customisation 
 Print - Server Printer Drivers excluding Clients 
 Print - Server Printer Settings/Policies 

excluding Clients 
 Print - Windows Print and Document Services 
 Print - Windows Print Server 

Management 

 File - File classification infrastructure policies 
 File - File Management Tasks Policies 
 File - File screening management policies 
 File - File server resource manager for 

Windows 
 File - Local Quotas 
 File - Quota Management Policies 
 File - Roaming user profiles excluding clients 

 File - Samba rpcclient  
 File - Samba smb.conf/Samba GUI 
 File - Samba smbcontrol 
 File - Samba smbstatus 
 File - Samba testparm 
 File - Samba wbinfo 
 File - Statistics Groups 
 File - Windows Server Native Storage 

Reports 

Namespace 

 File - DFS Database Clones 
 File - Distributed File System Namespace 

(DFS-N) 

 File - File Replication Service (FRS)/DFS 
Replication (DFS-R) 

 File - Network Information Service (NIS) 
Client 

Networking 

 File - Address Resolution Protocol (ARP) 
Entries 

 File - BranchCache 
 File - File Server/Services CIFS 

(SMB1,SMB2, SMB3) & Auditing including 
Samba 

 File - Mixed NFS/CIFS Access 
 File - File Server/Services NFS v2,v3, v4 

including Windows Server for Network File 
System (NFS) 

 File - Samba (smbd / nmbd / winbindd) 
 File - Samba nmblookup 
 File - Shares/Exports & Permissions 

Security 
 File - Access Control List (ACL)/Audit 
 File - Samba pdbedit 

 File - Samba smbcacls 
 File - Samba smbpasswd 
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4 Hypervisor operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Hypervisor operations and associated devices. 

4.1 Service scope 

Objective 
To deliver enterprise-class monitoring, support and optionally management of the 
customer’s hypervisor estate. 

Supported 
items  

Hypervisors and-or hyper-converged operating systems running VMware vSphere 
or Microsoft Hyper-V on hosts located on customer site. 

See also: The Proact Support Matrix , which is the definitive list of supported devices 

Hardware 
hypervisor host 

 Hypervisor – generic server (any server) 
 Hyper-converged 

 Cisco SimpliVity OmniStack 
 SimpliVity OmniCube 

Note: Only Hypervisor servers with a licensed, supported Intelligent Platform Management 

Interface (IPMI) port as well as any required central management software are supported (for 
example: the HP iLO and Dell DRAC). This does not apply to Hyper-converged servers 

Software 
hypervisor host 

 Microsoft Hyper-V 2012 or newer 
 VMware vSphere 5.x or newer 

Hypervisor 
management 

software 

 Microsoft Virtual Machine Manager (VMM) 
 VMware vCenter 

Hypervisor host 
types 

 Single-node 
 Multi-node farm 

Replication types 

 SimpliVity – Native SimpliVity replication 
 Microsoft Hyper-V – Hyper-V Replica 
 VMware vSphere 

 vSphere replication 
 Site recovery manager 

Hypervisor-based 
backups 

 SimpliVity Native SnapShots 
 vSphere Native SnapShots 
 Hyper-V Native SnapShots 

Supported cloud 
based backups 

 SimpliVity backups to Amazon Web Services 

4.2 Service feature sets 
The feature sets for Hypervisor operations and the device types in that environment, define 
what Proact will monitor, respond to incidents for, and (optionally) manage. The feature sets 
available with Hypervisor operations are shown in the following sections, the features in 
each feature set are shown Annexe three (on page 27). 

Compute (Base) 

Mandatory – selected for all hypervisor hosts.  

Covers the basic functionality of the hypervisor OS including features common to 
most hypervisor systems: names, IP addresses, data store management (for 
example: volume expansion) and VM resource allocation. 

Management 

Optional – selectable when the hypervisor hosts are managed through a central 
management application (for example: VMware vCenter or Microsoft Virtual 
Machine Manager) to enhance the capabilities of the Hypervisor. 

Data Protection 
Optional – selectable when the hypervisor host is a replication relationship (for 
example: for DR or Backup) using native hypervisor based replication applications. 
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Backup and 
Restore 

Optional – selectable when native hypervisor OS capabilities (for example: 
SnapShots) are being used as the primary method of backing up and restoring data. 

This feature set typically applies to hyper-converged hosts. 

Note: The Compute feature set covers the ad-hoc use of a hypervisor's native backup 

capabilities for administrative purposes (for example: pre-application upgrades).  

Hyper-
converged 

Optional – selectable when the hosts is from a hyper-Converged manufacturer or is 
running a hyper-converged OS.  

The feature set covers the basic unique features of a hyper-converged system such 
as storage and can be combined with the other feature sets (for example: Data 
Protection, Backup/Restore and Cloud Gateway) to provide a solution which covers 
the full capabilities of the hyper-converged system.  

Cloud Gateway 

Optional – selectable where hyper-converged systems are being backed up to a 
public cloud provider (for example: Amazon Web Services).  

The feature set covers the integration with the public cloud provider and can be 
combined with the Backup/Restore feature set to provide a solution covering the 
backup and restore of data from a public cloud provider.  

 

The table below identifies the scenarios where a feature set is selectable: 

Table 8: Hypervisor operations feature set compatibility matrix 

Type 
Manu-
facturer 

Feature set 

Compute 
(Base) Management 

Data 
Protection 

Backup 
/Restore 

Hyper-
converged 

Cloud 
Gateway 

Hyper-
converged 

Cisco Mandatory Mandatory Optional Optional Mandatory Optional 

SimpliVity Mandatory Mandatory Optional Optional Mandatory Optional 

Hypervisor Generic Mandatory Optional Optional Optional N/A N/A 

4.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

Table 9: Hypervisor operations - monitored items 

 Hypervisor Hardware 

VMware 
hypervisor 
(vmware, 
snmptd) 

 CPU usage 
 Memory usage 
 Datastore capacity 
 Storage latency 
 Network throughput 
 Number of active VMs 

 Temperature status  
 Fan status 
 PSU status 
 Chassis intrusion state 
 Hard drive status 

Hyper-V 
hypervisor 
(hyperv, 
snmptd) 

 Hypervisor 
 CPU usage 
 Memory usage 
 Datastore capacity 
 Network throughput 
 Number of active VMs 

 Hardware 
 Temperature status  
 Fan status 
 PSU status 
 Chassis intrusion state 
 Hard drive status 

Hyper-
converged 
hypervisor 
(vmware) 

 Hypervisor 
 CPU usage 
 Memory usage 
 Datastore capacity 
 Storage latency 
 Network throughput 
 Number of active VMs 

 Temperature status 
 Fan status 
 PSU state 
 Hard drive status 
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4.4 Technology-specific deliverables 
This section describes the specific deliverables for Hypervisor operations. Deliverables are 
applicable to PSP, SM and to all feature sets unless explicitly stated otherwise in the 
description. 

Hypervisor 
server 
management 

Applies to Service Management  All feature sets 

The customer must customer ensure each hypervisor server has a separate out-of-
band management interface conforming to the IPMI standard and central 
management software. 

Proact require access to this interface to work on the servers, associated devices 
and firmware. 

Prerequisite 1: [SM] Ensure hypervisor servers are IPMI compatible  
Prerequisite 2: [SM] Provide access to server IPMI as required 
Prerequisite 3: [SM] Ensure hypervisor servers have central management software 

Hardware alerts 

For hypervisor systems, hardware alerts are dealt with by automated alerts where 
the hardware has a separate out-of-band management interface that supports both 
IPMI and SNMP. Depending on the manufacturer of the server, a separate central 
management software may be used to consolidate the alerts. In this case, the 
central management software is used as the source of SNMP alerts. 

For Hyper-converged systems hardware alerts are handled by the hyper-converged 
software and IPMI is not required. 

Note: This excludes automated alerting of hardware under Premium Support Plus that does 

not support or use IPMI. If IPMI cannot be configured, Proact rely on the customer logging an 

incident manually. 

Exclusion 1: No HW alerts for devices without IPMI 
Responsibility 1: Manually log incident alerts for hardware without IPMI 

Integration 
software 
upgrades 

Applies to: SM Feature-set All 

Proact support the automated rollout of updates to the Integration Software where it 
is include by the hypervisor software. 

Note: This excludes the management of the VMs running on the hypervisor platform and any 

hypervisor integration software (for example: VMware Tools) installed within the VM as Proact 
will not hold credentials to the individual VMs.  

Exclusion 2 – No management of VMs or their integration software 

Provisioning of 
new VMs 

Applies to: SM Feature sets All 

Proact provision new VMs either by cloning existing VMs or by deploying them from 
existing templates. However Proact do not: 

 Build new VMs without a template or cloneable copy 
 Build new VMs from media or OVF files 
 Modify nor create new VM templates. 
 Configure a provisioned VM (Proact do not hold credentials to the VM) 

Exclusion 3 – Proact do not provision new VMs without a template or cloneable copy  
Exclusion 4 – Proact do not provision new VMs from OVF files 
Exclusion 5 – Proact do not modify or create VM templates 

Exclusion 6 – Proact do not configure provisioned VMs 

Hypervisor host 
updates 

Applies to: SM Feature sets All 

Proact provide software upgrades on hypervisor hosts on a regular (twice yearly) 
basis to reduce the chance of incidents occurring due to bugs and to reduce risk of 
security breaches due to known vulnerabilities. 
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Central 
management 
application 
upgrades 

Applies to: SM Feature sets Management 

Proact upgrade the associated central management application (and separate 
database if applicable) used to administer multiple hosts, as part of the upgrade of 
the Hypervisor environment. 

Central management applications not directly related to management of a specific 
hypervisor host (for example, Microsoft System Centre or VMware vRealize Suite) 
are not upgraded. 

Exclusion 7: Proact do not upgrades non-hypervisor related central management applications 

DR application 
upgrades 

Applies to: SM Feature set Data protection 

Proact upgrade the DR application used to perform system contingency testing as 
part of hypervisor environment upgrades 

Note This excluded are upgrades to VMware Site Recovery Manager (SRM) where the 

upgrade would require migration of the SRM instance to a new server.  

Only in-place upgrades are provided. If as part of the upgrade, migration of SRM is 
required, this can be facilitated as part of separate consultancy. 

Exclusion 8: Proact do not provide SRM upgrades requiring migration to new server 

Datastore 
management 

Applies to: SM Feature set All 

Proact manage the data store capacity of hypervisors based on threshold breaches, 
and growth predictions based on historical trend reports. This is only possible when 
sufficient spare capacity for growth is maintained throughout the contract term. 

Responsibility 4: Maintain 30% spare datastore capacity 

VM backup and 
restore 

Applies to: SM Feature set Backup/Restore 

Proact restore VMs as requested by the customer using the native SnapShot and-or 
Backup capabilities of the hypervisor only (that is, not using third-party backup and-
or restore applications). 

Exclusion 9: Backup or restores using third-party applications are not supported 

Backup and 
restore to 
public cloud 

Applies to: PSP & SM Feature sets Cloud gateway 

Proact perform backup and restores to locations hosted by Public Cloud providers 
(for example: Amazon Web Services). 

Note: Support does not extend to management of the customer’s public cloud provider 

environment that is used as the backup target. 

Exclusion 10: Support of public cloud providers acting as backup targets 

Upgrades 

Applies to: PSP & SM Feature sets All 

Proact perform software upgrades on the following components only: 

 Hypervisor and-or hyper-converged hosts 
 Central management server 
 Central management server database 
 Virtual hyper-converged node located in the public cloud 
 Data protection software 

Service review 
report 

Applies to PSP & SM Feature-sets All 

 Incident & Change Statistics 

 Response Times 
 Incident by Category 
 Incident Logged by Method 
 Incident and Change Log 
 

Applies to: SM Feature sets Compute 
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Service review 
report  
 
(example report 
technical content 
for SM, subject 
to change) 

 Number of VMs 
 Number of hosts 
 CPU usage 
 Memory usage 
 Storage latency 

 Network throughput 
 Storage utilisation 
 Code upgrade recommendation 
 SLA Report 

Applies to: SM Feature sets Management 
 

 Code upgrade recommendation   

Applies to: SM Feature sets Data protection 
 

 Code upgrade recommendation  
 Replicated VMs 

Applies to: SM Feature sets Backup / Restore 
 

 Schedule 
 Retention 

Applies to: SM Feature sets Hyper-converged 
 

 Code upgrade Recommendation 

Applies to: SM Feature sets Cloud gateway 
 

 Code upgrade recommendation 
 Storage utilisation 

Bandwidth usage 

4.5 Service charging model 
  

Table 10: Hypervisor operations charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, quantity of Hypervisor 
devices and if those devices are 
Hyper-Converged 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, location and Hypervisor 
device increases 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, quantity of Hypervisor 
devices and if those devices are 
Hyper-Converged 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, location and Hypervisor 
device increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

4.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of PSP or SM for Hypervisor operations depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 
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Prerequisites 

Prerequisite 1: [SM] Ensure hypervisor servers are IPMI compatible ....................... 24 
Prerequisite 2: [SM] Provide access to server IPMI as required ............................... 24 
Prerequisite 3: [SM] Ensure hypervisor servers have central management 
software .......................................................................................................................... 24 
Responsibility 4: Maintain 30% spare datastore capacity .......................................... 25 
 

Responsibilities 
Responsibility 1: Manually log incident alerts for hardware without IPMI .................. 24 
 

Exclusions 

Exclusion 1: No HW alerts for devices without IPMI ................................................... 24 
Exclusion 2 – No management of VMs or their integration software ........................ 24 
Exclusion 3 – Proact do not provision new VMs without a template or cloneable 
copy ................................................................................................................................ 24 
Exclusion 4 – Proact do not provision new VMs from OVF files ................................ 24 
Exclusion 5 – Proact do not modify or create VM templates ..................................... 24 
Exclusion 6 – Proact do not configure provisioned VMs ............................................ 24 
Exclusion 7: Proact do not upgrades non-hypervisor related central management 
applications .................................................................................................................... 25 
Exclusion 8: Proact do not provide SRM upgrades requiring migration to new 
server ............................................................................................................................. 25 
Exclusion 9: Backup or restores using third-party applications are not supported ... 25 
Exclusion 10: Support of public cloud providers acting as backup targets ............... 25 
 

Annexe three: Hypervisor operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Hypervisor 
operations.  

Summary 

The table below summarises the different hardware specific feature sets, showing the 
number of included in each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Appliance (Base) 18 N/A 

Archive 23 5 

Data Protection 30 12 

NAS (File) 25 7 

OpenStorage 30 12 

Virtual Tape Library 25 7 

Total Available Features 151 43 

Compute (base) 

Sub-Group Features  

Backup 
 Hypervisor Application Consistent SnapShot / 

Checkpoint Backups & Restores (Ad-Hoc) 

 Hypervisor Host Based SnapShot/ 
 Checkpoint Backups & Restores (Ad-Hoc) 

Connectivity 

 CHAP 1 
 CIFS/SMB 
 FCoE 
 FCP 

 iSCSI 
 NFS 
 N-Port ID Virtualization (NPIV) 

Hypervisor 

 Distributed resource scheduler 
(DRS)/Dynamic optimization 

 Elastic Sky X (ESX) or Elastic Sky X 
Integrated (ESXi) 

 Events and alarms/Event logs 
 Host clustering/Data centres 
 Hyper-V dynamic memory 

 Hyper-V role enabled on Windows Server  
 Hyper-V server 
 Hypervisor memory compression 
 resxtop 
 vMotion/Live Migration 
 vSphere Flash Read Cache/Storage Spaces 

                                                      
1  Challenge Handshake Authentication Protocol 
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Sub-Group Features  

Management 
 Console/Command line interface & 

certificates 

 vSphere Client/Hyper-V Manager/Virtual 
machine connection 

Networking 

 Capturing and tracing network packets using 
native hypervisor tools 

 DHCP Guard 
 DirectPath I/O 
 Distributed port group 
 Distributed vSwitches and proxy 

vSwitches/Extensible network switch 
 DNS 
 High availability (including watchdog) 
 Hypervisor host integrated firewall 
 IPsec Task Offload (IPsecTO) 
 IPv4 
 IPv6 
 Large receive offload (LRO) 
 Link aggregation control protocol (LACP) 
 Multicast filtering 

 Multi-pathing/NIC teaming/MPIO 
 Network I/O control 
 Network time protocol (NTP) client 
 Port group 
 Port mirroring 
 Rollback/recovery of management network 
 Simple network management protocol v1-v3 

(SNMP) 
 SR-IOV 
 Switch discovery protocol 
 TCP segmentation offload (TSO) 
 Traffic shaping policies 
 VLANs 
 VMkernel 
 vSwitches 

Security 
 Certificate Authority 
 Kerberos 

 vShield Endpoint with LogRhythm 
 vShield Endpoint with Trend Micro 

Storage 

 Local Storage (DAS) 
 Manual file upload to datastores 
 Non-NAS presented datastore resizing 
 Non-SAN presented datastore resizing 
 Raw Device Mappings (RDM)/Pass-Through 

Disks 
 SAN booting 
 SAS attached storage 
 Storage DRS/Dynamic Optimization 
 Storage hardware acceleration policies 
 Storage I/O control and-or Storage Quality of 

Service (QoS) 

 Storage policies 
 Storage vMotion/Live Storage Migration 
 Thick provisioned datastores 
 Thin provisioned datastores 
 Thin provisioning 
 Virtual machine file system (VMFS)/Cluster 

shared volume (CSV) 
 Virtual volumes 
 vSphere on-disk metadata analyser (VOMA) 
 vStorage API for array integration 

(VAAI)/offloaded data transfer 

VM 

 Affinity/Anti-Affinity Rules 
 Clone New VM from Pre-Existing VM 
 Deploy New VM from Pre-Existing Template/ 

OVF With no Customisation 
 Resource Pools 

 VM Hardware/ Compatibility/ Options  
 Virtual Machine Resources 
 VM Power Down/Restart 
 VMDK/VHD/VHDX 
 VMX Swap Files 

Management 

Sub Group Features  

Connectivity 
 Embedded/External Platform Services 

Controller 
 

Hypervisor 

 Resource Shares, Reservations and Limits / 
Resource Throttling 

 vCentre Chats and Reporting 
 vCentre Server Plug-Ins - Update Manager 

(VUM) 

 vCentre Single Sign-On 
 vimtop 
 vSphere License Service/Hyper-V Automatic 

Virtual Machine Activation 

Management 

 Authentication Proxy 
 Host Auto Deploy / VMM Hyper-V Host 

Deployment to a Bare-Metal Computer 
 Host Profiles 
 Microsoft Virtual Machine Manager (VMM) for 

Hyper-V Environments 
 Orchestration and Automation via 3rd Party 

Tools 
 PostgreSQL (Dedicated for Hypervisor 

Management Only) 
 Support Bundle 
 Syslog Collector/Syslog Service 
 Tags 
 Update Manager/WSUS (Hyper-V Hosts 

Only) 
 vCentre Desktop Client/VMM Console 

 vCentre Inventory Service 
 vCentre Server Plug-Ins - Hardware Status  
 vCentre Server Plug-Ins - Service Status 
 vCentre Web Client 
 VMM Database 
 VMM Database HA via AlwaysOn Availability 

Group 
 VMM High-Availability Configurations 
 VMM Host Groups and Private Cloud 
 VMM Library Server 
 VMM Service Windows 
 VMware vCentre Appliance 
 VMware vCentre Linked Mode 
 VMware vCentre Server 
 VMware vCentre SQL Database 
 vSphere ESXi Dump Collector 
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Sub Group Features  

Security 

 Authentication via Username & Password or 
Active Directory Integration 

 BitLocker Drive Encryption of Management 
Elements 

 User Based Privileges/Access Control 
Lists/Role Based Privileges 

 vCentre Server Plug-Ins - Storage Monitoring 

Data protection 

Sub-Group Features  

Disaster 
Recovery 

 Hyper-V Replica 
 Hyper-V Replica Extended Replica 
 Hyper-V Replica VM Failback 
 Hyper-V Replica VM Failover 
 Hyper-V Replica VM Test Failover 
 SimpliVity Storage HA 
 SimpliVity VM Failback 
 SimpliVity VM Failover 
 SimpliVity VM Test Failover 
 SRM 
 SRM Alarms and Events 
 SRM Core Dumps 
 SRM Failback 
 SRM Log Files and Log Bundles 
 SRM Oracle Database 
 SRM Protection Groups 
 SRM Recovery Plan Configuration 
 SRM Running Recovery Plans 
 SRM Shared Recovery Site  
 SRM Single Recovery Site 
 SRM SQL Database 
 SRM Storage Policy Mappings 

 SRM Storage Replication Adaptor (SRA) - 
EMC RecoverPoint 

 SRM Storage Replication Adaptor (SRA) - 
NetApp FAS 

 SRM Storage Replication Adaptor (SRA) - 
NetApp V-Series 

 SRM Storage Replication Adaptor (SRA) - 
Nimble CS-Series 

 SRM Storage Replication Adaptor (SRA) - 
Tintri 

 SRM Testing Recovery Plans 
 SRM VM Failback 
 SRM VM Failover 
 SRM VM Recovery Customisation 
 SRM VM Test Failover 
 SRM vPostgres Database 
 vSphere Replication 
 vSphere Replication for Microsoft SQL 
 vSphere Replication for Oracle Databases 
 vSphere Replication VM Failback 
 vSphere Replication VM Failover 

Backup / Restore 

Sub-Group Features  

Backup 
 SimpliVity Backup Copying to Remote Data 

Centre 
 

Management 
 SimpliVity Backup Policies for AWS 
 SimpliVity Manual Backup Retention Lock 

 SimpliVity Restores from AWS 
 SimpliVity Single Item Restores 

Virtual 
Machine 

 Hypervisor Application Consistent 
SnapShot/Checkpoint Backups & Restores 
(Primary Method of Backup) 

 Hypervisor Host Based SnapShot/Checkpoint 
Backup Policies (Primary Method of Backup) 

 Hypervisor Host Based SnapShot/Checkpoint 
Backups & Restores (Primary Method of 
Backup) 

Hyper-converged 

Sub-Group Features  

Hypervisor 
 SimpliVity Arbiter on VMware vCentre 
 SimpliVity Federation 
 SimpliVity OmniCube Nodes 

 SimpliVity OmniStack Software/Virtual 
Machine 

 SimpliVity/Cisco OmniStack Nodes 

Management 

 SimpliVity Deployment Manager 
 SimpliVity Intelligent Platform Management 

Interface (IMPI) 
 SimpliVity Phone Home 
 SimpliVity Support Capture 

 SimpliVity Unique Events and Alarms 
 SimpliVity Usage Reporting 
 SimpliVity VMware vCentre Client/Extensions 
 SimpliVity vSphere Extension 

Storage 
 Non-SimpliVity ESXi Host with Access to 

SimpliVity Datastores 
 SimpliVity Clone VM 

 SimpliVity Datastores 
 SimpliVity VAAI-NAS plug-in 

Virtual 
Machine 

 SimpliVity move VM between datacentres  
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Cloud gateway 

Sub-Group Features  

Backup 
 SimpliVity Backups to AWS 
 SimpliVity Cloud Datastores 

 SimpliVity OmniCube Cloud Datacentre 

Management  SimpliVity Support Capture  

 

 



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 31 

5 Network operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Network operations and associated devices. 

5.1 Service scope 

Objective 

To deliver enterprise-class monitoring, support and optionally service management 
of the customer’s network estate, including Cisco switches, firewall and router 
devices located on customer site(s). 

Supported 
items 

Cisco Switches, Firewalls and Routers 

See also: The Proact Support Matrix , which is the definitive list of supported devices 

Switches 

Devices running the following software family: 

 Cisco IOS 
 Cisco NX-OS 
 Cisco IOS-XE 

Firewalls 
Devices running the following software family: 

 Cisco ASA 

Routers 

Devices running the following software family: 

 Cisco IOS 
 Cisco 800 

Remote vault 
storage 

Applies to Service Management Feature set All 

Proact provide a remote device configuration vault in a Proact datacentre to store 
the running configuration of in-scope devices. 

In the event of device failure (and where the customer requests replacement), 
Proact apply the last recorded running configuration to the device. If the customer 
cannot locate the running configuration backup then Proact can send the latest copy 
it has in its store. 

See also: Technology-specific deliverables (section 5.4, on page 33) 

5.2 Service feature sets 
The feature sets for Network operations and the device types in that environment, define 
what Proact will monitor, respond to incidents for, and (optionally) manage. By default the 
type of device determines the base feature set, but this can be overridden –for example a 
Cisco 3750 can be used for routing (distribution) and for access control (ACL). 

The feature sets available with Network operations are shown in the following sections, with 
the features in each feature set shown Annexe three (on page 27). 

5.2.1 Switches 

Note that whilst the Firewall and Router feature sets (below) are additive (that is, all the 
features in Branch are also in Enterprise) the Switch feature sets are not. Select the 
appropriate feature sets to align with the device’s use. 

Core 

Optional – selectable when the switch is part of 
the network backbone (that is, it is used to connect 
distribution switches into the network).  

Core switches are designed to: 

 Provide resilient high performance (low latency, 
no Layer-3 functionality) 

 Provide fast and reliable transportation of data 
between other switches in the network. 

 

Access

Distribution

Core

End Points
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Distribution 

Optional – selectable when the switch is performing routing between network subnets 
(vLANs) and-or packet management (Quality of Service).  

Distribution switches typically: 

 Ensure data gets where it needs to 
 Allow network administrators to manage the network 
 Connect Access switches into the network  
 Perform routing (Layer-3 devices) 
 Allow the network to be configured and managed by dividing it up (for example: into 

vLANs and broadcast domains). 

Access 

Optional – selectable when the switch is used to connect user devices (end points) into 
the network (for example: to connect an office floor of a building into the network.  

Access switches are typically used to: 

 Connect user computers and connect servers in computer rooms 
 Allow distribution switches to be accessed by the end users 
 Allow networks to scale easily (by adding more access switches into the distributions 

switches). 

5.2.2 Firewalls 

Enterprise 

Optional – selectable for firewalls providing enterprise-class complex features, typically 
used where multiple offices are accessing the internet through a datacentre.  

Includes complex tasks such as routing and quality of service configurations in its 
feature set. 

Branch 

Optional – selectable where the firewall comprises more routine features typical of 
typical small to medium business (that is, where the firewall is used mainly for user 
access).  

Includes firewall rules and Dial-on-demand Virtual Private Networks (VPN) in its feature 
set. 

5.2.3 Routers 

Enterprise 

Optional – selectable when the router provides complex features such as advanced 
routing, protocols and quality of service configurations (that is, the enterprise-class 
features typically required in datacentre environments). 

Branch 

Optional – selectable where the router provides more routine features which we would 
expect to see in a typical remote office where complex routing methods/protocols are 
used. 

5.2.4 Valid feature combinations 

Switches 

The table below identifies the scenarios in which a feature set is selectable: 

Table 11: Network operations feature set compatibility matrix 

Network 
architecture 

Switch combination 
Feature set 

Core Distribution Access 

Hierarchical 
internetworking 
model 

Separate core switches Optional N/A N/A 

Separate Distribution 
Switches 

N/A Optional N/A 

Separate access switches N/A N/A Optional 

Collapsed core 
(default expected 
architecture) 

Combined core & distribution 
switches 

Optional Optional N/A 

Separate access switches N/A Option Optional 

Fully collapsed 
Combined access, core & 
distribution switches 

Optional Optional Optional 
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Firewalls and Routers 

Device Device class 
Feature set 

Branch Enterprise 

Firewalls 
Branch class firewall Optional N/A 

Enterprise class firewall N/A Optional 

Routers 
Branch class router Optional N/A 

Enterprise class router N/A Optional 

5.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

Table 12: Network operations - monitored items 

Firewalls, routers & switches 
(net_connect) 

 Operational state (that is, the device responds) 

Firewalls, routers & 
non-Nexus switches 
(cisco_monitor) 

 CPU usage 
 Memory usage 

 Operational state  
 Environmental (for example: 

power, temperature, fan) 

Nexus Switches (cisco_nxos) 

 CPU usage 
 Memory usage 
 Environmental (for example:  

power, temperature, fan) 

 Operational state  
 Uptime 
 

Firewall, routers & switches 2 
(interface_traffic) 

 Interface throughput (I/O, 
Packet count, Queue length) 

 Interface status  
 Packet error/discards 

 

Individual ports on Access switches (that is, switches 
used to connect end-user devices such as PCs and 
Laptops) are not monitored as part of the service as such end-user devices will be unplugged on a 
regular basis and could generate a large number of largely redundant interface alerts. 
 
The monitoring of uplink ports on Access switches is 
limited to a maximum of two ports per switch. 
 

5.4 Technology-specific deliverables 
This section describes the specific deliverables for Network operations. Deliverables are 
applicable to PSP, SM and to all feature sets unless explicitly stated otherwise in the 
description. 

Change 
management – 
switches 

Applies to Service management Feature sets Core, Access and Distribution 

Proact undertake changes to switch configuration when the appropriate feature set 
is selected, for example with the : 

 Access feature set selected, this includes enabling and setting port parameters 
 Distribution feature set selected, this would include changing the routing policy 

configuration.  

Change 
management – 
firewall 

Applies to Service management Feature sets Firewall Branch and Enterprise 

Proact undertake changes to firewall configuration when the appropriate feature set 
is selected. For example with the Firewall Branch feature set selected, this includes 
defining firewall rules and access control lists. 

                                                      
2  End-User ports are not monitored, only uplink ports on Access switches. 

Exclusion 1: Monitoring of end user ports 

Exclusion 2: Monitoring more than two uplink 
ports per access switch 
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Change 
management – 
routers 

Applies to Service management Feature sets Router Branch and Enterprise 

Proact undertake changes to router configuration when the appropriate feature set 
is selected. For example with the Router Branch feature set selected this includes 
defining new routes and access control lists. 

Remote vault 
storage 

Applies to Service Management Feature set All 

Proact provide a remote device configuration vault in a Proact datacentre to store 
the running configuration of in-scope devices. 

 Proact use a management tool (installed on a dedicated management server) to 
create backups of running device configurations 

 Proact allocate 10 Mb of storage per device (sufficient to store at least ten 
previous backup configurations)  

 Proact combine the device configuration vault capacity for each device into a pool, 
which is stored on the appropriate management server in a Proact datacentre 

 Proact encrypt the database and any sensitive data (for example: passwords) 
within the vault using an RC4 cipher 

 Proact perform configuration backups using internet site-to-site VPN 
 Proact, in the event of device failure and-or customer request, apply the last 

recorded running configuration to the required device. If the customer cannot 
locate the running configuration backup then Proact can send the latest copy it 
has in its store. 

Applies to PSP Feature set All 

Customer administrators remain responsible for taking a configuration backup 
(using Kiwi CatTools or similar) following each configuration change on network 
devices. This ensures that the administrator can: 

 Analyse the previous running configuration of the devices to aid with 
troubleshooting (either by the administrator or by Proact) 

 Reapply the device’s configuration to replacement device (either directly or by the 
break-fix engineer) as necessary 

Note: Proact cannot offer assistance as part of this service without these backups. The 

customer can however purchase professional services as an ad-hoc project to reconfigure the 
device(s). 

Responsibility 1: [PSP] Continue to backup network device configurations following each 
change 

Service review 
report 

Applies to PSP & SM Feature set All 

Incident & Change Statistics 

 Response Times 
 Incident by Category 
 Incident Logged by Method 
 Incident and Change Log 

Applies to SM Feature sets All 
 

Service review 
report  
 
(example report 
technical content 
for SM, subject to 
change) 

Switches 

 Performance Usage (CPU, Memory) 
 Most Utilised Ports 
 Firmware Recommendation 

Firewalls 

 Performance Usage (CPU, Memory) 
 Most Utilised Ports 
 Firmware Recommendation 

Routers 

 Performance Usage (CPU, Memory) 
 Most Utilised Ports 
 Firmware Recommendation 
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Alternative 
Connection 
Method 

Applies to SM Feature sets All 

Proact require customers provide (and maintain) a secondary method of accessing 
perimeter devices such as firewalls and routers, to ensure Proact can support the 
devices successfully. 
The selected connectivity method depends on the number of sites and number of 
devices.   

Note: For always-on connections, Proact recommend the customer connects the alternative 

connection router to a spare port on the device(s) in scope to allow Proact to conduct 
troubleshooting tasks in the event of the primary internet connection failing. As this is a backup 
connection it is expected that data amounts will be minimal; no more than the requirements for 
the primary connection. 

Responsibility 2: Provide a secondary connection method for perimeter devices 

 

Always-on 
ADSL 
connection 

Requires the customer have, permanently connected:  

 An ADSL line – business grade 
 A static IP address for VPN connectivity 
 An ADSL router capable of VPN connectivity – for example, the Cisco 867VAE-K9 

ADSL Router (See http://www.cisco.com/c/en/us/products/routers/867vae-
integrated-services-router-isr/index.html for more details. 

Always-on 
mobile 
connection 

Requires the customer have, permanently connected:  

 A 3G or 4G mobile SIM with good coverage in the device location 
 A static IP Address for VPN connectivity 
 A compatible router – for example the Cisco C897VAG-LTE-GA-K9 LTE Router 

(See http://www.cisco.com/c/en/us/products/collateral/routers/800-series-
routers/datasheet_c78-732744.html for more details) 

 

Resilient Site 
Configuration 

Requires the customer have multiple customer sites with WAN connectivity between 
them and allow connections to any site and across any WAN link 

Customer 
Assisted On-
Demand 
Session 

The customer will provide and-or accept an on-demand remote support session 
using mobile bandwidth on an administrator’s PC or similar. 

Break-fix 
contract 

Proact require all devices in scope have a break fix contract that provides Proact 
access to Cisco’s Technical Assistance Centre (TAC) 

Responsibility 3: Provide hardware break-fix contract enable Proact access to TAC. 

5.5 Service charging model 

Table 13: Network operations charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

http://www.cisco.com/c/en/us/products/routers/867vae-integrated-services-router-isr/index.html
http://www.cisco.com/c/en/us/products/routers/867vae-integrated-services-router-isr/index.html
http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/datasheet_c78-732744.html
http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/datasheet_c78-732744.html
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Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, the quantity of switches, if 
those switches are access or core, 
The quantity of firewalls and if those 
firewalls are branch or enterprise 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, switch, router and firewall 
increases 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, the quantity of switches, if 
those switches are access or core, 
The quantity of firewalls and if those 
firewalls are branch or enterprise 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, switch, router and firewall 
increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

5.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of the PSP or SM for Network operations depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 

Prerequisites 
No prerequisites specified 

 

Responsibilities 

Responsibility 1: [PSP] Continue to backup network device configurations following 
each change .................................................................................................................. 34 
Responsibility 2: Provide a secondary connection method for perimeter devices ... 35 
Responsibility 3: Provide hardware break-fix contract enable Proact access to 
TAC. ............................................................................................................................... 35 
 

Exclusions 

Exclusions are, for the purposes of this document, items outside of the scope of this 
service contract for which Proact are not liable. 

Exclusion 1: Monitoring of end user ports ................................................................... 33 
Exclusion 2: Monitoring more than two uplink ports per access switch .................... 33 
 

 

Annexe four: Network operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Network 
operations.  

Summary 

The table below summarises the different hardware specific feature sets, showing the 
number of included in each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Switch – General/Default 19 N/A 
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Feature Set Total Features Additional Features 

Switch - Access 42 23 

Switch - Distribution 65 46 

Switch - Core 133 113 

Firewall - Branch 40 N/A 

Firewall - Enterprise 52 12 

Router - Branch 48 N/A 

Router - Enterprise 92 44 

Switch – General/Default 

Feature 
Group 

Sub-Group Features  

Availability & 
Resiliency 

Switch Redundancy  Virtual Port Channel (vPC)  

Enhanced 
Manageability 

Enhanced 
Manageability 

 Link Layer Discovery  Protocol 
(LLDP) 

 Syslog 
SNMP 

 RMON 

 SPAN 
 RSPAN  
 SPAN/RSPAN Sessions 
 SSH v2 
 AutoQoS 

Networking  Hostname & management IP 
 Interface Port Settings 

 Time, Date and NTP 
 Licenses 

Switch – Access 

Feature 
Group 

Feature Sub-
Group 

Features  

Availability & 
Resiliency 

Network Protocols 
 BPDU Guard 
 Loop Guard 
 PortFast 

 STP Root Guard 
 Virtual Router Redundancy 

Protocol (VRRP) 

Switch Redundancy  Redundant Power Supplies  

Fabric 
Extender 

Fabric Extender  Host vPC with Nexus 2000   

Integrated 
Security 

Access Control 
Lists 

 Port ACL  

Trust & Identity 
Management 

 Authentication, Authorization, & 
Accounting (AAA) 

 TACACS+/RADIUS 

IPT Solution IPT Solution  Cisco Discovery Protocol 
 Link Layer Discovery  Protocol 

(LLDP) 

LAN 
Switching 

Features 

Connectivity & 
Filtering 

 EtherChannel/802.3ad  

Layer 2  ISL/802.1Q 
 Private VLAN Edge 

 VLAN Trunking Protocol (VTP) 
 Voice VLAN 

Layer 3  Cisco Express Forwarding 
(CEF) 

 IPv6 

 IPv6 Routing Static Route 
 Static and Default Routes 

Switch – Distribution 

Feature 
Group 

Sub-Group Features  

Availability & 
Resiliency 

Network Protocols 

 Aggressive UDLD 
 Backbone Fast 
 Hot Standby Routing Protocol 

(HSRP) 
 MSTP (802.1s) 
 Multiple Instance STP (MISTP) 

 Per VLAN RSTP (PVRSTP) 
 Per VLAN Spanning Tree 

Protocol (PVSTP) 
 Unidirectional Link Detection 

(UDLD) 
 UplinkFast 

Switch Redundancy  StackPower 
 StackWise Plus 

 Virtual Switching  System (VSS) 
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Feature 
Group 

Sub-Group Features  

Delivery 
Optimization 

Policers 
 Per-VLAN Policers  User-based (Source IP) Rate 

Limiting 

Integrated 
Security 

Access Control 
Lists 

 Access Control Entries (ACE) 
ACL Scalability 

 Access Control Entries (ACE) 
Counters 

 Router ACL 
 Time-based ACL 

Attack Mitigation 

 ARP Inspection 
 AutoSecure 
 Denial of Service (DoS) 

Protection 

 DHCP Snooping/Option 82 
 IP Source Guard 
 Port Security 
 Traffic Storm Control 

LAN 
Switching 
Features 

Connectivity & 
Filtering 

 Jumbo  Frames—GBE on 
Copper 

 Jumbo  Frames—GBE on Fiber 

 Unicast Flood Suppression 

Layer 3  Equal Cost Load Balancing 
 Policy Routing IPv6 

 RIP, RIPv2 

Switch – Core 

Feature 
Group 

Sub-Group Features  

Availability & 
Resiliency 

Network Protocols 

 Bidirectional Forwarding 
Detection 

 Gateway  Load Balancing 
Protocol (GLBP) 

 Link State Tracking 
 RSTP (802.1w) 

Delivery 
Optimization 

Policers  Shaped Round  Robin  

Quality of Service 
(QoS) 

 Congestion Avoidance 
 Dynamic  Queue Resizing 
 Egress Queuing 
 Egress Strict Priority 
 Ingress Queuing 
 Ingress Strict Priority 

 IP Service Level Agreement 
 Packet  Buffer 
 Priority Flow Control(PFC) 
 QoS Policies 
 Traffic Classification 

Tunnelling 
Protocols 

 IPv4 in IPv6  

Fabric 

Extender 
Fabric Extender 

 Nexus 2000 vPC to Parent 
Switch 

 Port Channel on Nexus 2000  
 Virtual Machine Fabric Extender 

Integrated 

Security 
Secure Connectivity 

 NAT/PAT  

IPT Solution IPT Solution  IP Service Level Agreement  

LAN & SAN 

Convergence 

LAN & SAN 
Convergence 

 Iscsi  NAS 

LAN 
Switching 
Features 

Layer 3 

 BGP Settings 
 EIGRP Stub 
 EIGRP 

 OSPF 
 Policy Routing IPv4 
 Policy-Based Forwarding (PBF) 
 VRF Lite 

Virtualization 
Virtual Extensible 
LAN 

 Virtual Extensible LAN (VxLAN) 
Protocol 

 

Firewall – Branch 

Feature 
Group 

Feature  

Availability & 

Resiliency 
 High Availability  

Layer 3  Static and default routes  

Networking  DHCP  ARP Inspection 
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Feature 
Group 

Feature  

Secure 
Connectivity 

 DNS and Dynamic DNS 
 Hostname and Management IP 
 Interface Port Settings 
 Licenses 
 Simple Network Management Protocol 

(SNMP) 
 Syslog 
 Time, Date and NTP 
 Access Control Entries (ACE) 
 Access Lists 

 Authentication, Authorization, & Accounting 
(AAA) 

 Connection Limits 
 External Filtering 
 Firewall Rules 
 FTP Filtering 
 HTTP Filtering 
 HTTPS Filtering 
 Java Filtering 
 NAT/PAT 

Trust & 
Identity 
Management 

 Admin User Management Method (for 
example,  SSH, HTTPS) 

 LDAP 
 Local Credentials 
 TACACS+/RADIUS 

VPN 

 Dial-on-demand VPN Polices 
 Dial-on-demand VPN User Access 
 Establish Site-to-Site VPN tunnels 

 IPsec/SSL VPNs 
 VPN Encryption 
 VPN Security Keys 

Firewall – Enterprise 

Feature 
Group 

Feature  

Availability & 
Resiliency 

 Dynamic Routing and Failover  

Firewall Mode  Security Contexts – Single and-or Multiple  

Layer 3 
 IPv6 
 OSPF 

 RIP, RIPv2 

Secure 
Connectivity 

 Internet Control Message Protocol (ICMP) 
 Internet Group Management Protocol (IGMP) 

 TCP Normalization 

VPN 
 Internet Security Association & Key 

Management Protocol (ISAKMP) 
 WebVPN 

Router – Branch 

The table below lists the features which will be supported in this feature set: 

Feature 
Group 

Feature  

Availability & 
Resiliency 

 EtherChannel/802.3ad 
 Gateway Load Balancing Protocol (GLBP) 

 High Availability 
 Hot Standby Router Protocol (HSRP) 

Enhanced 
Manageability 

 Interface Port Settings 
 Licenses 
 NetFlow 
 Time, Date and NTP 
 Out of Band Management (Serial)—RJ-45, 

Remote Only 

 Remote Network Monitoring (RMON) 
 Simple Network Management Protocol 

(SNMP) 
 Time, Date and NTP 

Firewall  Firewall (including Zone-Based)  

IPT Solution  IEEE 802.1Q Tunnelling  

Layer 2  Layer-2  Virtual Local Area Networks (VLANS) 

Layer 3 

 Enhanced IGRP (EIGRP) 
 IP Routing 
 IPv4 
 Layer-3 

 Open Shortest Path First (OSPF) 
 Policy Based Routing 
 Routing Information Protocol (RIP) 
 Static and Default Routes 

Networking 

 Address Resolution Protocol (ARP) 
 Cisco IOS Shell 
 Domain Name System (DNS) 
 Dynamic Host Configuration Protocol 

(DHCP) 
 Dynamic Host Configuration Protocol 

(DHCPv6) 

 FTP Support for Downloading Software 
Images 

 Hostname and Management IP 
 Hypertext Transfer Protocol (HTTP) 
 Link Aggregation Control Protocol (LACP) 
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Feature 
Group 

Feature  

Secure 
Connectivity 

 Access Control List (ACL) 
 Advanced Encryption Standard (AES) 
 Authentication, Authorization, & Accounting 

(AAA) 
 Challenge Handshake Authentication 

Protocol (CHAP) 

 Network Address Translation (NAT) 
 Public Key Infrastructure (PKI) 
 TACACS+/Remote Authentication Dial-In 

User Service (RADIUS) 

VPN 
 Dynamic Multipoint VPN (DMVPN) 
 Easy VPN Server 

 IPsec VPN 

Router – Enterprise 

Feature 
Group 

Feature  

Availability & 
Resiliency 

 Bidirectional Forwarding Detection (BFD) 
 First Hop Redundancy Protocol (FHRP) 

 Stateful Switchover (SSO) 
 Virtual Router Redundancy Protocol (VRRP) 

Layer 3 

 Area Command in Interface Mode for 
OSPFv2 

 Border Gateway Protocol (BGP) 
 Cisco Express Forwarding (CEF) 
 Fast Re-route (FRR) 
 FTP IPv6 Support 
 Graceful Shutdown Support for OSPFv3 

 Internal Border Gateway Protocol (iBGP) 
 IPV6Mapping of Address and Port using 

Translation (MAP-T) 
 Multi-VRF Support (VRF lite) 
 Next Hop Resolution Protocol (NHRP) 
 Virtual Private LAN Services (VPLS) 
 Virtual Routing and Forwarding (VRF) 

Networking  Jumbo Frames  

Quality of 
Service 

 Network-based Application Recognition 
(NBAR) 

 Weighted Random Early Detection (WRED) 

 Class-Based Policing/Shaping 
 IP Service Level Agreements (IPSLA) 

VPN  Generic Routing Encapsulation (GRE)  

 



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 41 

6 Backup operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Backup operations and associated items. 

6.1 Service scope 

Objective 

To deliver enterprise-class monitoring, support and optionally management of the 
customer’s backup hardware appliances and backup software infrastructure located on 
the customer’s site(s).  

Supported 
Items 

Storage arrays, Backup methods, applications and operating systems 

See also: The Proact Support Matrix , which is the definitive list of supported items 

Storage arrays  Network Attached Storage (NAS) 

 EMC 
 IBM N-Series 
 NetApp – FAS 

 Storage area network (SAN) 

 EMC - VNX  
 IBM N-Series 
 NetApp – FAS 

 Hypervisor  

 ESXi 
 Hyper-V 

Exclusion 1: The free version of ESXi is not 
supported 

Backup 
methods  

 Hardware appliances 

EMC data domain 

 Software infrastructure servers 

 CommVault Simpana  
 NetApp SnapProtect 
 Veritas NetBackup 
 Veritas Backup Exec 

Applications  Lotus notes 
 Microsoft Active Directory 
 Microsoft Exchange 

 Microsoft SharePoint 
 Microsoft SQL 
 Oracle 

Operating 
systems 

 UNIX – Solaris 
 Linux 

 CentOS 
 Debian 
 Fedora 
 Gentoo release 
 OpenSuSE 
 Oracle Linux 

 Red Flag 
 Red Hat Enterprise Linux 
 Red Hat Enterprise Linux 
 Scientific 
 SuSE Linux Enterprise Server 
 Ubuntu  

 Windows Desktop 

 Windows Server 

6.2 Service feature sets 
The feature sets for Backup operations and the device types in that environment, define 
what Proact will monitor, respond to incidents for, and (optionally) manage. The feature sets 
available with Backup operations are shown in the following sections, the features in each 
feature set are shown Annexe five (on page 48). 

6.2.1 Hardware appliances 

Table 14: Backup HW feature sets 

Appliance  

Mandatory – base feature set 

The Appliance feature set covers the basic functionality of backup appliances and 
includes routine items, which every backup appliance has (for example: names, IP 
addresses and storage management such as volume expansion). 



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 42 

Archive 

Optional – selectable then the appliance is configured with Archive policies.  

The Archive option is not required if the appliance is used as a storage target by a 
third-party archive application, in which case the NAS option should be selected. 

Data 
Protection 

Optional – selectable when the appliance is configured with replication (that is, offsite 
backup) between two appliances. 

NAS 
Optional – selectable when the appliance is used as a network attached server and 
preforms file serving activities.  

Open 
Storage 

Optional – selectable when the appliance is used as a target by a third-party backup 
application (for example: Veritas NetBackup).  

OpenStorage is also known as DD Boost. 

The OpenStorage feature set covers the appliance only. It does not extend to the 
third-party backup application. 

Virtual Tape 
Library 

Optional – selectable when the appliance is used as a virtual tape library target by a 
third-party backup application (for example: Veritas NetBackup).  

This VTL feature set covers the appliance only. It does not extend to the third-party 
backup application nor associated physical tape drives. 

6.2.2 Software infrastructure servers 

The software infrastructure servers’ feature sets are based on the functionality of the infrastructure 
servers which make up the backup environment and can incorporate configurations where 
file or application archiving is required.  

The service excludes management of the: 

 Underlying operating system 

 Virtual or physical servers which make up the 
environment 

 Virtual or physical servers of the clients 

 Virtual or physical libraries (disk or tape 
based) 

 Physical media handling (although inventory 
and requests for media changes are included) the service only covers the backup 
software its self.  

Application 

Mandatory – base feature set for all infrastructure servers running backup software.  

The Application feature set covers the basic functionality of the software and includes 
routine items which every environment would have (for example: names, storage 
policies, and master & media server management). 

Backup and 
Restore 

Optional – selectable when application or file backup policies are configured on the 
servers. 

Where this feature set is selected, data can be restored to a server with an existing OS, 
fully configured onto the network and in a state to accept a remote re-installation of the 
client. 

Archive 
Optional – selectable when application or file archive policies are configured on the 
servers. 

Data 
Protection i 

Optional – selectable when the infrastructure is configured with resilience, such as  

 Disaster recovery master servers 
 Clustered media servers 
 Clients configured with Continuous data protection (CDP). 

Exclusion 2: Management of underlying OS 

Exclusion 3: Management of virtual/physical 
servers which make up the environment 

Exclusion 4: Management of virtual/physical 
servers of the clients 

Exclusion 5: Management of virtual/physical 
libraries (disk or tape) 

Exclusion 6: Physical media handling 
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End User 
Devices 

Optional – selectable when the infrastructure is configured to allow the backup and 
restore of end-user devices (for example: laptops or tablets)  

 End user devices are backed up using a web based portal or similar, which allows 
devices to be backed up from remote locations and the end users to perform self-
service restores 

 Where this feature set is selected, user authentication, user administration and end 
user device administration are excluded from the service. 

Exclusion 7: [Software] End-user device management is excluded 

Tape 

Optional – selectable when the infrastructure has tape media or VTL as part of the 
solution.  

 The tape feature set only covers the software and does not extend to the associated 
physical tape drives or physical media handling 

 Tape cataloguing and requests for media changes to and from a vault are included if 
the physical handling is done by a customer or third party agent. 

 

The table below identifies the scenarios where a feature set is selectable: 

Table 15: Valid feature set combinations 

Software 
infrastructure 
server 

Feature-set 

Application 
Backup & 
Restore Archive 

Data 
Protection 

End User 
Devices Tape 

EMC Data Domain Mandatory Optional Optional Optional Optional Optional 

CommVault 
Simpana 

Mandatory Optional Optional Optional Optional Optional 

NetApp 
SnapProtect 

Mandatory Optional N/A Optional N/A Optional 

Veritas 
NetBackup 

Mandatory Optional N/A Optional N/A Optional 

Veritas Backup 
Exec 

Mandatory Optional N/A Optional N/A Optional 

6.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

The source information used for alerting and 
reporting of software infrastructure servers is 
dependent upon the base OS. It is the 
customer’s responsibility to ensure their software 
is configured and enabled to send the alerts to 
the appropriate place, that is: 

 Windows Server OS – uses the status and error information logged to the Windows Event 
Viewer (where available) 

 UNIX or Linux OS – uses the status and error information logged to the installation default 
Syslogs (where available).  

Prerequisite 1: [Windows OS] Configure OS to 
send alerts to Windows Event Viewer 

Prerequisite 2: [Linux/UNIX OS} Configure OS to 
send alerts to installation default syslog 
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Table 16: Backup operations - monitored items 

Hardware 
Appliances - 
Backup 
Appliance 
(snmpget) 

 File system capacity (backed up & stored) 
 File system efficiency (compression factor) 
 CPU usage 
 NVRAM usage 
 Environmental (for example: power, temperature, fan) 
 Replication lag time status (if applicable) 
 Retention period (if applicable) 

Software 
Infrastructure 
Servers-
(ntevl,cdm) 

 Backup software – the status of the backup jobs from the master server (as 
required) 

 The archive software success status of the archive jobs from the master server 
(as required) 

 The status of the infrastructure servers which make up the environment 

6.4 Technology-specific deliverables 
This section describes the specific deliverables for Backup operations. 

Software install
ation – New 
backup clients 

Applies to SM Feature-sets All 

Proact will perform the routine remote installation of new backup clients where: 

 The software vendor supports remote deployment  
 A working remote deployment method exists 
 Appropriate pre-built software packages (configuration and binaries) are available 

in the central management console. 

This requires that the customer has: 

 Installed, customised and tested the remote deployment route, including 
configuration onto the network and patching of operating systems to appropriate 
level 

 Made the required pre-built software packages available to Proact. 

Prerequisite 3: Provide a working remote deployment route 
Responsibility 1: Provide pre-built packages for new client installs 

Exclusion 8: Install of new backup clients where manual interaction is required 

Software 
upgrades – 
Infrastructure 
servers 

Applies to SM Feature-sets All 

Proact perform software upgrades on a regular basis to all software infrastructure 
servers in scope – updating of the infrastructure the software environment runs on 
(for example: disk array or tape library firmware) is excluded. 

Exclusion 9: [Software] Infrastructure firmware updates without SMfS cover 

Software 
upgrades – 
backup client 
software 
packages 

Applies to SM Feature-sets All 

Proact perform software upgrades on a regular basis to any centrally held backup 
client software packages (that is, packages for remote deployment from the central 
repository to the clients). 

Excludes any manual upgrade of the clients on the devices (for example: remedial 
work arising from a remote upgrade failure). 

Exclusion 10: [Software] Manual upgrading of clients 
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Hardware 
upgrades – 
Server 
Upgrades 

Applies to SM Feature-sets All 

 Where upgrades are required or recommended, the software infrastructure 
servers are upgraded first 

 Following the server upgrades, Proact generate updated client deployment 
packages, which are then deployed remotely by Proact or manually by the 
customer. 

Note: The service excludes upgrades or configuration changes to the infrastructure 

environment upon which the software infrastructure servers operate, or with which they 
interact (for example: disk array or tape library firmware). 

Exclusion 11: Upgrades to the infrastructure supporting software infrastructure servers 

Hardware 
upgrades – 
OpenStorage 

Applies to SM Feature-sets OpenStorage 

Proact and the customer’s backup administrator jointly perform OpenStorage 
upgrades, as the service excludes work on third-party systems. 

 Proact apply OpenStorage upgrades to the OST drivers loaded on the media 
servers of the third-party backup application (for example: Veritas NetBackup) 

 Management or upgrade of third-party backup applications themselves is 
excluded. However where upgrades are required, Proact provide access to the 
appropriate version of the OST driver and assist the customer’s backup 
administrator on a best endeavours basis 

 The customer’s backup administrator will remain responsible for any tasks to be 
performed outside of the backup appliance. 

Exclusion 12: Management of third-party backup applications 
Responsibility 2: [SM/OpenStorage] Assist Proact in applying upgrades 

Storage 
Capacity 
Management 

Applies to SM Feature-sets All 

Proact extend storage capacity where storage volumes reach certain thresholds to 
ensure that they do not run out of space.  

Where tape media is used, the customer must take steps to replace the media as it 
ages and to accommodate for growth. 

Responsibility 3: Replace aged tape media and maintain growth capacity 

Data restores 

Applies to SM Feature-sets Backup / Recovery 

Proact perform data restores on receipt of the appropriate approved customer 
request. 

The target server must have an existing OS, be fully configured onto the network 
and be in a state to accept remote re-installation of the client.  

Bare metal recovery is excluded from the service.  

Exclusion 13: [Software] Bare metal recovery is excluded 

Physical media 
handling 

Applies to SM Feature-sets Tape 

Proact interact with the software to allow vaulting to be performed (for example: 
report generation) and make requests for either the customer or a third-party (if 
appropriate) to perform media handling. 

The service excludes any physical interaction with the tape infrastructure (including 
the media). 

Exclusion 14: [Software] The handling of physical media (for example: tape backups) 

Service review 
report 

Applies to PSP & SM Feature-sets All 

 Incident & Change Statistics 

 Response Times 
 Incident by Category 
 Incident Logged by Method 
 Incident and Change Log 

 Applies to SM Feature-sets All 
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Service review 
report  
 
(example report 
technical 
content for SM, 
subject to 
change) 

Hardware 

 Appliance (Base) 

 CPU utilisation 
 NVRAM memory utilisation 
 Code upgrade recommendation 
 Storage utilisation 
 Global compression stats 
 Number of disks 

 Archive 

 Storage utilisation 
 M-tree retention minimum times 

 Data protection – Replicated file 
systems 

 NAS (file) 

 Storage utilisation 
 NFS clients (if applicable) 
 CIFS shares (if applicable) 

 OpenStorage – storage utilisation 
 Virtual tape library 

 V-library details 
 V-drive details 

Software infrastructure servers 

 Application (Base) 

 Capacity report (including licensing) 
 Environment health (job stats, 

number of clients) 
 Media agent audit (Identify best 

practice settings) 
 Storage policy audit (identify 

retention times) 
 Upgrade recommendation 
 Firmware recommendation 

 Backup and restore – activity and 
summary report 

 Archive 

 Activity and summary report 
 Data analytics (duplicate/old files) 

 Data protection – CDP recovery 
success (activity and summary report) 

 End user devices – bandwidth 
utilisation (internet usage) 

 Tape 

 Library & drive capacity summary 
 Vault tracking report 

6.5 Service charging model 
  

Backup – hardware 

Table 17: Backup operations (hardware) charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, backup appliances and 
disks 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer and the feature sets 
selected for those CIs. For example, 
the quantity of backup appliances, if 
those appliances are configured with 
replication and the quantity of disks 
and volumes 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, volume and disk increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 
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Backup – software  

Table 18: Backup operations (software) charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
Master/Media servers, if those servers 
are configured with replication and the 
quantity of Backup Clients 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
Master/Media servers, if those servers 
are configured with replication and the 
quantity of Backup Clients 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. For 
example, Backup Client and Tape 
Drive increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

6.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the delivery of the 
PSP or SM service for Backup operations depends. These are additional to the prerequisites, 
responsibilities and exclusions specified in the Service Management and Premium Support Plus Service 
Definitions Documents. 

Prerequisites 

Prerequisite 1: [Windows OS] Configure OS to send alerts to Windows Event 
Viewer ............................................................................................................................ 43 
Prerequisite 2: [Linux/UNIX OS} Configure OS to send alerts to installation default 
syslog ............................................................................................................................. 43 
Prerequisite 3: Provide a working remote deployment route ..................................... 44 
 

Responsibilities 

Responsibility 1: Provide pre-built packages for new client installs ........................... 44 
Responsibility 2: [SM/OpenStorage] Assist Proact in applying upgrades ................. 45 
Responsibility 3: Replace aged tape media and maintain growth capacity .............. 45 
 

Exclusions 

Exclusion 1: The free version of ESXi is not supported ............................................. 41 
Exclusion 2: Management of underlying OS ............................................................... 42 
Exclusion 3: Management of virtual/physical servers which make up the 
environment ................................................................................................................... 42 
Exclusion 4: Management of virtual/physical servers of the clients ........................... 42 
Exclusion 5: Management of virtual/physical libraries (disk or tape) ......................... 42 
Exclusion 6: Physical media handling .......................................................................... 42 
Exclusion 7: [Software] End-user device management is excluded .......................... 43 
Exclusion 8: Install of new backup clients where manual interaction is required ..... 44 
Exclusion 9: [Software] Infrastructure firmware updates without SMfS cover .......... 44 
Exclusion 10: [Software] Manual upgrading of clients ................................................ 44 
Exclusion 11: Upgrades to the infrastructure supporting software infrastructure 
servers ............................................................................................................................ 45 
Exclusion 12: Management of third-party backup applications.................................. 45 
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Exclusion 13: [Software] Bare metal recovery is excluded ........................................ 45 
Exclusion 14: [Software] The handling of physical media (for example: tape 
backups) ......................................................................................................................... 45 
 

Annexe five: Backup operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Backup 
operations.  

Hardware appliances 

The table below summarises the different hardware specific feature sets, showing the 
number of features in each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Appliance (Base) 18 N/A 

Archive 23 5 

Data Protection 30 12 

NAS (File) 25 7 

OpenStorage 30 12 

Virtual Tape Library 25 7 

Total Available Features 151 43 

Appliance (base) 

Sub-Group Features  

Backup  SnapShots  

Connectivity 
 FTP/FTPS 
 HTTP/HTTPS, SSL Certificates 

 SSH, SCP and Telnet 

Management 

 Callhome and-or AutoSupport e-mail 
feature 

 Command line interface (CLI) 
 Core dump, trace, log files, syslog & 

support bundle 

 Data domain system manager 
(enterprise manager) GUI 

 Licenses 
 Local user credentials & profiles 

Networking 

 DHCP 
 DNS, Dynamic DNS (DDNS) 
 Hostname, management IP & 

interface parameters 
 IPv4 and IPv6 
 Link aggregation, EtherChannel, 

LACP, Bonding mode 

 Network time protocol (NTP) client 
 Simple network management protocol 

V2-V3 (SNMP) 
 Static routes 
 Virtual interfaces & IP aliases 
 Virtual LAN (VLANs) 

Security 
 Encryption - Internal key manager 
 File system lock/unlocking 

 Key Exports 

Storage 

 Compression (local and global) 
 Disk staging 
 File system cleaning 
 File system/volume creation & deletion 

 File system and-or volume expansion 
& settings 

 MTree 
 MTree quotas 

Archive 

Sub-Group Features  

Compliance 
 Extended retention 
 Retention lock compliance 

 Retention lock governance 

Security  Data movement policy & schedule  Dual sign-on 
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Data protection 

Sub-Group Features  

Disaster 
recovery 

 Replicator – collection replication 
 Replicator – directory replication 
 Replicator – managed file replication 
 Replicator – MTree replication 
 Topologies – bi–directional replication 

 Topologies – cascaded replication 
 Topologies – many–to–one replication 
 Topologies – one–to–many replication 
 Topologies – one–to–one replication 

Management 
 Fast copy operations 
 Resyncing data (over WAN/LAN) 

 Throttling 

NAS (file) 

Sub-Group Features  

Connectivity 

 CIFS 
 Microsoft active directory domain 

client 
 Network information service (NIS) 

client 

 NFS 
 Shares & Exports 

Security  CIFS access & authentication  NFS access & authentication 

OpenStorage 

Sub-Group Features  

Backup 

Data domain elements only for:  

 Boost - EMC Avamar 
 Boost - EMC Greenplum  
 Boost - EMC NetWorker  
 Boost - FCP  

 Boost - Oracle RMAN  
 Boost - Quest NetVault  
 Boost - Quest vRanger  
 Boost - Veritas BackupExec  
 Boost - Veritas NetBackup  

Connectivity  SCSI targets  

Management  Storage units  

Networking  Interface groups  

Virtual tape library 

Sub-Group Features  

Backup 

 Directory pool 
 NDMP 
 SCSI targets 
 Tape barcodes 

 VTL access groups (masking) 
 VTL emulation (changer) 
 VTL tapes, drives and slots 
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Software infrastructure servers 

Application (base) 

Sub-Group Features  

Management 

 Client templates 
 Command line (CLI) 
 De-duplication database backup & 

recovery 
 De-duplication database 

resynchronisation 
 Hypervisor console plug-in 
 Master server, alerts & notifications 
 Master server, centralised 

administration (for example: Central 
admin server) 

 Master server, client groups client de-
configuring 

 Master server, e-mail alerting 
 Master server, job management 
 Master server, license management 
 Master server, log file management 

 Master server, management GUI (for 
example: Commcell, Java console) & 
DB 

 Master server, user administration 
 Media agent, changing data paths 
 Media agent, data aging schedules 
 Media agent, data streams 
 Media agent, index cache 
 Media agent, storage policies primary 

copy 
 Media agent, storage policies 

secondary copy 
 Media agent, storage policies 

selective copy 
 Media agent, storage policies 

snapshot copy 
 Remote deployment methods (for 

example: Liveupdate) 
 Verification 

Networking 

 Media agent, alternative data paths 
(for example: Gridstor) 

 Media agent, multiplexing 
 Media agent, SAN/FCP attached 

 Network bandwidth throttling & data 
interface pairs (DIP) 

 Network firewalls 
 Replication between media servers 

(for example: DASHCopy or AIR) 

Reporting 

 Analytics reporting (for example: 
Commvault Metrics and Veritas 
OpsCenter Analytics) 

 Pre-built report re-scheduling 

 Pre-built reports e-mailing  
 Pre-built reports export 
 Pre-built reports export 

Restore 
 Media agent, cataloguing media (data 

aging recovery) 
 

Security 
 Client/media agent encryption 
 Hardware encryption 
 In-flight, at-rest encryption 

 Master server, 2FA (excludes 
third-party 2FA system) 

 Network authentication/certificates 

Storage 

 Appliance based storage (including 
OpenStorage, OST) 

 Data compression, client side 
 Data compression, media agent 
 De-duplication, client side 
 De-duplication, global 
 De-duplication, media agent side 
 Media agent, Centera disk library 

(software element only) 
 Media agent, disk array library 
 Media agent, removable disk drive 

library (software element only) 
 Media agent, secondary copy of 

media (auxiliary copy) 

 Media agent, single server 
 OS-based SnapShots and transfers, 

application 
 Storage array (SAN/NAS) based data 

repository 
 Storage array (SAN/NAS) based 

snapshots and transfers 
 Storage array (SAN/NAS) based 

snapshots and transfers, file system 
 Storage array (SAN/NAS) based 

SnapShots and transfers, IntelliSnap/ 
Replication director 

Backup and restore 

Sub-group Features  

Backup 

 Agentless hypervisor VM (including 
change block tracked backups) 

 Agentless hypervisor VM backup & 
archiving 

 Backup, file systems with open files 
 Backup, image level (for example:  

Block based backups) 
 Backup, NDMP (all architectures) 
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Sub-group Features  

 Agentless hypervisor VM file recovery 
plug-in 

 Backup, applications 
 Backup, databases 
 Backup, file system (including 

clusters) 
 Backup, file system, policy & 

scheduling 

 Backup, reference copy 
 Backup, system state 
 File backup, end-user erase 

Restore 

 Application disaster recovery, backup 
software & reconfigure only 

 Client disaster recovery, backup 
software, file system data & 
reconfigure only 

 File system disaster recovery, backup 
software & reconfigure 

 NAS disaster recovery, reconfigure 

 Restores using data from a non-native 
product (for example: third-party 
backup application) 

 Restores, administrative restores 
 Restores, full system recovery & 

partial restores 
 Restores, in-place & out-of-place 

(same client type only) 
 Restores, single item restores for 

applications 

Archive 

Sub-Group Features  

Compliance 
 E-Mail Archiving, End-User Erase 
 Search & Content Indexing 

 Search & Content Indexing Data 
Aging 

 Search & Content Indexing Single 
Sign-On 

Management 
 E-Mail Archiving, Administrative 

Retrieve 
 E-Mail Archiving, End-User Retrieve 

 File Archiving, Administrative Retrieve 
 File Archiving, End-User Retrieve 

Storage 

 E-Mail Archiving, Policy & Scheduling 
 E-Mail Archiving, Stubless 
 E-Mail Archiving, Stubs 
 File Archiving, Driverless 

 File Archiving, Policy & Scheduling 
 File Archiving, Stubless 
 File Archiving, Stubs 

Data protection 

Sub-Group Features  

Management  Media agent, clustered  

Disaster 
recovery 

 CDP failover/failback 
 CDP, ContinuousDataReplicator 

(CDR), direct 
 CDP, CDR, fan-in 
 CDP, CDR, fan-out  
 Disk media disaster recovery, 

standalone and arrays  

 Master server clustering, (for 
example: CommServe and DB) 

 Master server disaster recovery (for 
example:  CommServe and DB) 

 Media agent disaster recovery, 
server and library 

 Tape media disaster recovery, 
standalone and libraries 

End-user devices 

Sub-Group Features  

Backup 
 Edge backups, laptop & desktop 

backup 
 

Management 
 Edge backups, device registration & 

disablement 
 Edge backups, web console 

Restore  Edge backups, end-user search  



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 52 

Tape 

Sub-Group Features  

Backup 

 De-duplication, tape 
 Media agent, direct-attached tape 

library (including partitions) 
 Media agent, SAN tape library 
 Media agent, shared tape 

library/drive 

 Media agent, stand-alone tape drive 
 Media agent, virtual tape library 

(VTL) 
 Media agent, worm media 

Management 

 Media agent, media operations and 
thresholds 

 Media agent, tape drive cleaning 
(software initiated) 

 Media agent, tape verification tools 
(for example: ArmTool, TapeTool) 

 Vault tracker 
 Vault tracker, recall remote media 
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7 Public cloud operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Public cloud operations and associated devices. 

7.1 Service scope 

Objective 

To deliver enterprise-class monitoring, support and optionally service management 
of the customer’s public cloud estate, which may comprise one or more public cloud 
networks (that is, Virtual Private Clouds, VPCs or provider-equivalents).  

Supported 
items  

Standard business related workloads using the foundation services provided by the 
cloud service provider (for example: cloud based compute and long term object 
storage).  

Note: The service is not currently aligned to specialised cloud services (for example Hadoop, 

big data analysis and dynamic software development environments). 

Exclusion 1: Specialised cloud services such as Hadoop, big data analysis and software 
development 

Public cloud 
provider 

Amazon Web Service (AWS) 

An active Public Cloud support agreement is required for the service. The following 
support agreements are supported and can be purchased from Proact, direct from 
AWS or from a third-party: 

 Developer Support – not recommended for key business workloads (it has a 
minimal AWS Support SLA) 

 Business Support 
 Enterprise Support 

Prerequisite 1: Provide and maintain a valid public cloud support agreement 

Public cloud 

services - AWS 

 Compute – Elastic Compute Cloud 
(EC2) 

 Load management 

 Auto-Scaling 
 Elastic Load Balancer 

 Management 

 Personal Health Dashboard 
 Trusted Advisor Portal 

 Monitoring – CloudWatch portal 

 Networking 

 Direct Connect  
 Route 53 
 VPC 

 Security and access management 

 Directory Service 
 IAM 

 Storage 

 Elastic Block Storage  
 Elastic File System 
 Glacier 
 Simple storage service (S3) 

 VM instances – EC2 

Active directory 
integration 

AWS Directory Service 

 Simple AD 
 AD Connector 

Support for AWS Microsoft Active Directory Service ‘Enterprise AD’ is not provided. 

Exclusion 2: Proact do not support AWS Microsoft Enterprise AD 
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Public cloud 
network 

connection 
methods 

The customer can use one of the following methods to connect to public cloud 
environments: 
 AWS 

 Internet Remote Access 
 Internet Site-to-Site VPN 
 WAN Link (Direct Connect) 

Note: The customer can use a combination of the above to connect different users/sites into 

the public cloud environment 

7.2 Service feature sets 
The feature sets for Public cloud operations represent the functions used within that 
environment (for example: select the Scaling feature set for applications with multiple 
instances managed by the Elastic Load Balancer and Auto Scaling). 

The feature sets available with Public cloud operations are shown in the table below. The 
features within each feature set are shown in Error! Reference source not found. (Error! Bookmark 
not defined.). 

Table 19: Public cloud feature sets 

Foundation 
(Base) 

Mandatory – this is the base feature set 

Covers public cloud foundation services (for example:  compute, storage, 
networking, monitoring tools and authentication) for: 

AWS 

 Elastic Compute Cloud (EC2) 
 Identity & Access Management (IAM) 
 Elastic Block Storage (EBS) 
 Elastic File System (EFS) 
 Simple Storage Service (S3) 
 Glacier 

 Virtual Private Cloud (VPC) 
 Direct Connect 
 CloudWatch Portal 
 Trusted Advisor portal directory 

service (Simple AD & AD Connector) 

 

    

Scaling 

Optional – selectable when load management scaling and remote access web 
services are required within the public cloud environment.  

This feature set supports the additional complexities around the configuration and 
monitoring of DNS, Public IP NAT, IP Load Balancing and Auto-Scaling as well as 
configuration and review of load management policies.  

The additional cloud services covered by this feature set are: 

 AWS 

 Route53 DNS Cloud Service 
 Elastic Load Balancing (ELB) 
 Auto Scaling. 

Customers may use additional public cloud services not supported by this feature 
set, however, these additional services are out of scope. 

Exclusion 3: PCS not covered by feature sets are excluded from scope of the support or 
management solution 

 

The table below identifies the scenarios where a feature set is selectable: 

Type Provider Product Family 
Feature set 

Foundation Scaling 

Hyper-scale cloud-provider 
Amazon Amazon Web Services Mandatory Optional 
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7.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

Monitoring depends upon metrics provided by the 
customer’s cloud-provider. The customer should 
ensure that these detailed metrics are enabled; 
Proact can enable these metrics as part of the service upon the customers express request. 

Table 20: Public cloud operations - monitored items 

Foundation 
(Base) 

AWS 

 AWS 

 Service health by region 

 Billing 

 Estimated monthly charge 

 EBS 

 Volume read/write operations 
 Volume read/write idle time 
 Volume queue length 
 Volume throughput percentage 

 EC2 

 CPU usage 
 Disk IOPS 
 Disk throughput 
 Network throughput 
 Instance state  

 S3 

 File read time 
 File write time 
 Bucket size 
 Number of objects 

Foundation 
(Base)  
Direct 
Connection / 
Internet VPN 
Access 
(net_connect) 

 Cloud access 

 Response time to cloud  
 Packet loss to cloud  
 Packet latency to cloud 
 Packet jitter to cloud 

Note:  

Monitored only if there is a direct connection 
or internet site-to-site VPN between the 
public cloud and the customer-site. 

Scaling – AWS 

 ELB 

 Healthy/unhealthy instance count 
 ELB request count 
 ELB latency 
 HTTP/HTTPS request count 
 Connection errors 
 Queue length 
 Spill over count 

 Route53 

 Connection time 
 Health check status 
 SSL handshake time 

 Auto scaling service 

 Group CPU Utilisation 
 Group Disk Operations 
 Group Network Operations 
 Service Check 
 Status Check  
 Standby/pending instance counts 

7.4 Technology-specific deliverables 
This section describes the specific deliverables for Public cloud operations. 

Event handling 

For cloud-provider alerts Proact raise the appropriate cloud-provider support tickets 
to allow the provider to investigate and resolve the issue.  

This requires the customer  

 Provide Proact with access to their cloud portal in order that Proact may raise calls 
with the cloud provider on their behalf. 

 Enable production of detailed cloud-provider metrics (Proact will enable these 
metrics as part of the service upon the customers express request). 

Responsibility 1: Provide Proact access to cloud portal for logging of support calls 
Prerequisite 3: Enable detailed cloud-provider metrics 

Prerequisite 2: Ensure detailed cloud-provider 
metrics are enabled 
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Fault 
co-ordination to 
cloud-provider 
 

Applies to PSP & SM Feature sets All 

Where a fault occurs which is public cloud provider related (for example: the public 
cloud service appears to be down), Proact will contact the provider on the 
customer’s behalf to seek a resolution. 

Remote support  

Applies to PSP Feature sets All 

Whenever Proact are required to access to any public cloud environment, it will be 
made available by a customer’s administrator’s PC/laptop already connected into 
the cloud environment (for example: by an existing WAN). The customer’s 
administrator will need to be available to  

 Establish a remote support session  
 Provide access to the customers public cloud environment  
 Enter credentials.  

Applies to SM Feature sets All 

 Access is by one of the following methods (depending on the reason): 

 Proact use the customer’s public cloud administration console to access the 
customer environment configuration and settings (for example: to configure 
instances, networking components or load balancing).   

 Proact connect to the customer’s VPC using direct internet site-to-site VPN 
(IPsec). 

 This requires the customer provide: 

 A VPC firewall that supports IPsec VPN and has an external static IP address 
 Administration-level access to their VPC portal to allow raising of support tickets 

with the cloud-provider 

 The customer can use the public cloud provider’s support portal to review the 
progress of calls logged relating to their environment where the public cloud 
provider’s support teams are involved. 

Note: The customer is responsible for any remedial work requested by the cloud-provider to 

resolve issues within the customer’s instances or public cloud services. 

Exclusion 4: The customer is responsible for remedial work requested by cloud-provider 
Prerequisite 4: [SM] Provide Proact with full (admin) access to cloud-provider portal 
Prerequisite 5: [SM] Ensure VPC firewall supports IPsec VPN 
Prerequisite 6: [SM] Ensure VPC firewall provides external static public IP Address 

Public Cloud 
Environment 
management 

Applies to SM Feature sets All 

 Proact actively manage the environment by taking action when thresholds are 
breached and recommending appropriate changes to the environment 

 Proact do not hold credentials to the individual VMs and this solution does not 
include the management of the OS (or applications) on VMs running within the 
VPC, nor of any cloud integration software (for example: an AWS agent) installed 
within the VMs 

Management and protection of these VM operating system can be provided by 
Proact Service Management for Servers (SMfS). 

Exclusion 5: Management of VM OS and-or applications without an additional SMfS contract 

Snapshot 
Recovery 

Where systems are protected by Public Cloud Provider snapshots for contingency 
purposes, Proact, upon receipt of an authorised CR, perform the necessary steps 
(on the storage environment) to make the data live and accessible.  

The data is recovered from snapshot copies held within different cloud provider 
regions. 
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Provisioning of 
new VMs 

Applies to: SM Feature sets All 

Proact provision new VMs either by  

 Cloning existing VMs, 
 Deploying VMs from existing templates  
 Creating new templates (AMI) from existing VMs.  

However Proact do not configure provisioned VMs (Proact do not hold credentials to 
the VM). 

Exclusion 6: Proact do not configure provisioned VMs 

Automated 
administration 

Applies to SM Feature sets All 

 If the customer uses automated administration of the public cloud environment (for 
example CLI Scripts and APIs), Proact use the public cloud-provider’s 
administration console to review and-or resolve issues that may occur 

 Proact do not engage in review or modification of customer scripts, API calls or 
the automated processes themselves. 

Exclusion 7: Modification or review of the customer’s automation processes 

Backup and-or 
restore activity 

Applies to SM Feature sets All 

 Where the customer uses Storage Snapshots, Proact will restore instances (VMs) 
as requested using the native Snapshot capabilities of the cloud-provider.  

 If the customer snapshots are copied between VPC regions for resilience, Proact 
assist in performing instance restores from either the original environment or the 
replicated copy 

 Snapshot recovery is performed only when requested by the customer. 

Note: Proact do not support backups or restores using a third-party backup applications and 

are not responsible for the state of the instances recovered within snapshots 

Exclusion 8: Backups & Restores using third-party application 
Exclusion 9: Snapshot recovery success 

Load balancing 

Applies to SM Feature sets Scaling 

 Load balancing supports TCP/SSL/TLS and HTTP/S load control and covers both 
internet facing and internal addressing 

 Load balancing across availability zones is supported for HTTP/S workloads both 
internet facing and internal 

 The customer must provide a group of defined targets for load balancing use 
 Proact make changes to VPC load balancer instances and policies as required.  

Note: The creation and configuration of IP/HTTP VMs configured as load balancing targets 

are excluded from scope and must be handled by the customer. 

Responsibility 2: Provide and configure appropriate load-balancing targets 
Exclusion 10: The creation & configuration of load balancing VMs 

Auto-scaling 

Applies to SM Feature sets Scaling 

 The Scaling feature set supports auto-creation of instances from templates based 
upon workload 

 Proact monitor this scaling process and make appropriate changes to scaling 
policies. The policies define the minimum and maximum number of instances 
required. Instances are created and deleted as the load requires. 

Note: This does not include the creation of the scaling templates nor the configuration of 

installed OS and applications within these templates, which remains a customer responsibility.  

Exclusion 11: Creation & configuration of scaling templates 
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Applies to SM Feature sets Scaling 

 Proact monitor and action auto-scaling monitoring events (for example: AWS – 
CloudWatch) 

 Proact provide default trigger events and functions to manage the auto-scaling 
process and can perform minor modification to these functions on request 

However, the extensive modification or customisation of auto-scaling scripts and 
functions is excluded. If customisation is required, the customer is required to 
provide the functions and scripts. Proact are able to provide customised scripts as 
a consultancy service. 

Exclusion 12: Customisation of auto-scaling scripts; available as a chargeable service 

Auto-scaling 
report 

Applies to SM Feature sets Scaling 

Proact provide an auto-scaling report along with the service review. It includes  

 A health check for the scaling groups and resources 
 A review of group utilisation. 

Lambda 
functions 

Applies to SM Feature sets All 

Proact support the execution of their own AWS - Lambda functions within the AWS 
public cloud environment.  

Proact leverage AWS - Lambda for functions within both Foundation (Base) and 
Scaling feature sets, for these feature sets, Proact will use pre-defined functions. 

Excluded are customer modified or customised Lambda functions, which must be 
supported and modified by the customer. Proact can provide customised Lambda 
functions as a consultancy service. 

Exclusion 13: Customer-defined AWS Lambda functions 

DNS 
management 

Applies to SM Feature sets Scaling 

Proact support DNS Management features and make changes to DNS Domains 
and DNS sub-domains (for example: AWS – Route53).  

Proact support migration and-or failover due to load or loss of service.  

Service review 
report 

Applies to PSP & SM Feature sets All 

 Response times 
 Incident by category 
 Incident logged by method 
 Incident and change log 

Service review 
report  
 
(example report 
technical content 
for SM, subject to 
change) 

Applies to: SM Feature set All 

Proact produce a performance utilisation report along with the service review, which identifies 
over-utilised hosts and ports that may be causing bottlenecks 

Applies to SM Feature sets Foundation 
 

 Estimated monthly charge 
 Number of instances 
 Instance state 
 CPU usage 
 Network throughput 
 Storage utilisation (R/W operations) 

 Storage bucket file count 
 Storage bucket capacity 
 Network SLA Report 
 Network response time to customer 

LAN 

Applies to SM Feature sets Scaling 
 

 Load balancing group details 
 Load balancing latency 
 Load balancing queue length 
 Route52 health check 

 Route 53 SSL handshake time 
 Scaling group CPU usage 
 Scaling group disks & network usage 
 Standby/pending instance counts 
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Change control 
– New service 
using selected 
feature set 

Applies to SM Feature sets Any selected 

 Proact, at the customer’s request and subject to the Proact Change Management 
process, use the cloud provider’s console to enable, additional existing supported 
cloud-provider services within an already selected feature set  

For example, where a customer wishes to start using object storage (such as, 
AWS – S3), which is a supported service within the ‘Foundation (Base)’ feature 
set 

 Proact’s enabling of new services is restricted to the configuration parameters 
required for the Cloud Provider Console and requires the customer provide a full 
list of values for those configuration parameters 

 New services enabled during the contract are included in the CMDB, SOM and in 
the scope of the service from that point forward 

 Proact Professional Service can be engaged to: assist the customer to design the 
new service; advise on configuration parameters; integrate with existing services; 
or migrate to the new service. These consultancy projects are scoped and costed 
on request.  

Responsibility 3: Include configuration parameters on CR to enable a new service 
Exclusion 14: Planned migration to new features 

7.5 Service charging model 
Table 21: Public cloud charging-model 

 PSP SM 

Contract term  6 to 60 months 6 to 60 months 

Charging metric Charging is based upon a percentage of 
the customer’s monthly bill from their 
selected Public Cloud provider.  

The percentage varies depending upon 
the feature sets selected. 

Charging is based upon a percentage of 
the customer’s monthly bill from their 
selected Public Cloud provider.  

The percentage varies depending upon 
the feature sets selected. 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

 Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges 

7.6 Technology-specific demarcation 
This chapter identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of the service defined in this document depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 

Prerequisites 

Prerequisite 1: Provide and maintain a valid public cloud support agreement ......... 53 
Prerequisite 2: Ensure detailed cloud-provider metrics are enabled ......................... 55 
Prerequisite 3: Enable detailed cloud-provider metrics .............................................. 55 
Prerequisite 4: [SM] Provide Proact with full (admin) access to cloud-provider 
portal............................................................................................................................... 56 
Prerequisite 5: [SM] Ensure VPC firewall supports IPsec VPN ................................. 56 
Prerequisite 6: [SM] Ensure VPC firewall provides external static public IP 
Address .......................................................................................................................... 56 
 

Responsibilities 

Responsibility 1: Provide Proact access to cloud portal for logging of support calls 55 
Responsibility 2: Provide and configure appropriate load-balancing targets ............ 57 
Responsibility 3: Include configuration parameters on CR to enable a new service 59 
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Exclusions 

Exclusion 1: Specialised cloud services such as Hadoop, big data analysis and 
software development ................................................................................................... 53 
Exclusion 2: Proact do not support AWS Microsoft Enterprise AD ........................... 53 
Exclusion 3: PCS not covered by feature sets are excluded from scope of the 
support or management solution ................................................................................. 54 
Exclusion 4: The customer is responsible for remedial work requested by cloud-
provider .......................................................................................................................... 56 
Exclusion 5: Management of VM OS and-or applications without an additional SMfS 
contract .......................................................................................................................... 56 
Exclusion 6: Proact do not configure provisioned VMs .............................................. 57 
Exclusion 7: Modification or review of the customer’s automation processes .......... 57 
Exclusion 8: Backups & Restores using third-party application ................................. 57 
Exclusion 9: Snapshot recovery success .................................................................... 57 
Exclusion 10: The creation & configuration of load balancing VMs........................... 57 
Exclusion 11: Creation & configuration of scaling templates ..................................... 57 
Exclusion 12: Customisation of auto-scaling scripts; available as a chargeable 
service ............................................................................................................................ 58 
Exclusion 13: Customer-defined AWS Lambda functions ......................................... 58 
Exclusion 14: Planned migration to new features ....................................................... 59 
 

Annexe six: Public cloud operations feature set contents 
This annexe shows the supported feature sets and their content (features) for Public cloud 
operations.  

Summary 

The table below summarises the different feature set and, how many features are included in 
each and the additional features over the base set. 

Feature Set Total Features Additional Features 

Foundation (Base) 43 N/A 

Scaling 54 11 

Total Available Features 54 

Foundation 

Service 
Category 

Features  

Management  Amazon Management Console  AWS Support Portal Call Administration  

Monitoring 
 CloudWatch Alarms/Alerting  
 CloudWatch Assign/Unassign for Instances 

 CloudWatch Events/Rules  
 CloudWatch Log Groups  
 CloudWatch Management & Reporting 

Networking 

 Direct Connect Connection Administration  
 Direct Connect Virtual Interface 

Administration  
 VPC base  

 VPC Elastic IP  
 VPC Endpoint  
 VPC Network sub item, subnet, routing table  
 VPC Peer Connection  

Security & 
Access 

Management 

 Directory Service Microsoft AD Connector  
 Directory Service SimpleAD Service   
 IAM Key Management  
 IAM of Policies  

 IAM Roles  
 IAM Security Report  
 IAM Security Settings (Modify) 
 IAM Users and Groups  

Storage 

 EBS Snapshot Local   
 EBS Snapshot Local Recovery 
 EBS Snapshot Remote Recovery, Alternate 

Availability Zone 
 EBS Snapshot Replication via S3,  Alternate 

Availability Zone 
 EBS Snapshot Scheduler Configuration 

 EBS Volumes  
 EFS File Systems  
 GLACIER Vault  
 S3 Bucket  
 S3 Bucket Contents - via GUI  
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Service 
Category 

Features  

Virtual 
Machine 
Instances 

 EC2 AMI  
 EC2 Dedicated Host  
 EC2 Event Administration  
 EC2 Instance  (From AMI)  
 EC2 Instance  (Generic)  
 EC2 Instance Administration 

 EC2 Instance Usage Report   
 EC2 Reserved Instance  
 EC2 Scheduled Instance  
 EC2 Spot Requests  
 EC2 TAG Administration  

Scaling 

Service 
Category 

Features  

Load 
Management 

 Auto-Scaling Group  
 Auto-Scaling Policy  

 ELB Load Balancing, Classic or Application   
 ELB Target Groups   

Networking 

 Route53 DNS 
 Route53 Domains   
 Route53 Health Check   
 Route53 Hosted Zone   

 Route53 Traffic Policies   
 VPC Internet Gateway  
 VPC NAT Gateway  
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8 Database operations 
This chapter describes how the Proact Premium Support Plus and Proact Service Management 
solutions apply to Database operations and associated devices. 

8.1 Service scope 

Objective 

To deliver enterprise-class remote monitoring, support and optionally management 
of SQL databases, running on physical or virtual servers, on customer sites or in a 
public cloud provider’s datacentre. 

Supported 
items  

SMfDB covers the SQL or Oracle Database, excluding the Operating System that 
the server is running and the native applications built into the OS (for example: DNS 
server, DHCP server and AD services). 

See also: The Proact Support Matrix , which is the definitive list of supported devices 

Databases 
types 

Physical and virtual servers in the following roles: 

Microsoft SQL Oracle 

 Microsoft Standard Edition 2008 R2 or 
newer 

 Microsoft Enterprise Edition 2008 R2 
or newer 

 Microsoft Developer Edition 2008 R2 
or newer 

 Microsoft Azure SQL Database V12 or 
newer (SQL Cloud DB) 

 Oracle Express 10g or newer 
 Oracle Standard Edition One 10g or 

newer 
 Oracle Standard Edition 10g or newer 
 Oracle Standard Edition 2 12c or 

newer 
 Oracle Enterprise Edition 10 or newer 
 

Cloud types 

Private Cloud 

 Physical Servers 
 Virtual Servers 

Public Cloud 

 Amazon Web Services (AWS) 
 Microsoft Azure SQL Database 

Private Cloud 

 Physical Servers 
 Virtual Servers 

Public Cloud 

 Amazon Web Services (AWS) 

Hypervisor 
software or 
public cloud 
product 

Private Cloud  

 Microsoft Hyper-V 2012 or newer 
 VMware vSphere 5.x or newer 

Public Cloud 

 AWS Elastic Compute 2 (EC2) 
 Microsoft Azure Virtual Machine 

Private Cloud  

 Microsoft Hyper-V 2012 or newer 
 VMware vSphere 5.x or newer 

Public Cloud 

 AWS Elastic Compute 2 (EC2) 
 Microsoft Azure Virtual Machine 

Operating 
systems 

 Microsoft Windows Server 2008 R2 or 
newer 

 Oracle Solaris 10 or newer 
 Oracle Enterprise Linux 6 or newer 
 RedHat Enterprise Linux (RHEL) v6 or 

newer 
 Microsoft Windows Server 2008 or 

newer 
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Database 
Type/Config 

 Single Server/Database 
 Database Replication Multi-Site 

(SQL Database Mirroring, SQL AlwaysOn 
Basic, SQL Cloud DB Geo-Replication) 

 High-Availability OS Cluster & 
Database Replication Multi-Site 
(OS Clustering MCS, SQL AlwaysOn, 
SQL Cloud DB Active Geo-Replication) 

 High-Availability OS Cluster Single-
Site (OS Clustering) 

 Multi-Node Database Cluster Multi-
Site (SQL AlwaysOn) 

 Multi-Node Database Cluster Single-
Site (SQL AlwaysOn) 

 Single Server/Database 
 Database Replication Multi-Site 

(Oracle Data Guard) 

 High-Availability OS Cluster & 
Database Replication Multi-Site 
(OS Clustering + Data Guard) 

 High-Availability OS Cluster Single-
Site (OS Clustering) 

 Multi-Node Database Cluster Multi-
Site (Data Guard + Oracle RAC) 

 Multi-Node Database Cluster Single-
Site (Oracle RAC) 

Central 
patching 
methods 

 Microsoft Windows Server Update 
Services (WSUS) 

 

8.2 Service feature sets 
The feature sets for Database operationsand the device types in that environment, define 
what Proact will monitor, respond to incidents for, and (optionally) manage. The feature sets 
available with Database Operations are shown in Error! Reference source not found. (Error! 
Reference source not found.). The features within each feature set are shown for SQL in Error! 
Reference source not found. (Error! Bookmark not defined.) and for Oracle in SQL in Annexe eight (on 
page 69). 

Table 22: Database feature sets 

Database 
(Base) 

Mandatory – this the base feature set.  

The base feature set is mandatory for all Databases. The Database Feature set 
covers the basic functionality of the Database and includes standard elements 
which every Database would have such as database files and database instances, 
Redo Logs, Indexing etc. Where the database is a Cloud DB, this feature set covers 
all configurations including replicated configurations (e.g. Geo-Replication) 

Data Protection 

Optional  

Required if the Database is replicated using Database Replication (i.e. replication to 
a second site for DR), using, log replication, data mirroring, Oracle Data Guard or 
any other form of data native, in-built Database replication method (i.e. Materialized 
views, streams). This feature set is not required for Cloud DB deployments as all 
Cloud DB configurations are covered by the Database (Base) feature set 

High 
Availability 

Optional 

Required if the Database is made highly-resilient by being installed on more than 
one (multiple) servers at the same site. This feature set would include scenarios 
such as: 

 Oracle Real Application Cluster (RAC), including RAC one node 
 Oracle clustering using Operating System (OS) clustering (i.e. Oracle Solaris 

Cluster etc) 
 SQL Server AlwaysOn Availability Groups Failover (Database Failover, version 

2012 or newer) 
 SQL Server AlwaysOn Cluster Instance Failover (Service Failover, version 2008 

R2 or newer 

Oracle ASM 

Optional for Oracle databases only 

Available for Oracle RDMS databases only and applies when Oracle ASM File 
System is used to store the Oracle database data. 
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Oracle 
Management 

Optional for Oracle databases only 

Available for Oracle RDMS databases only and applies if a centralised management 
Oracle Database tool provided by Oracle (i.e. Oracle Grid Control) is used. 
Centralised management Databases are usually used to manage a large/multi-node 
Oracle database environment. 

 

The table below lists the Database types and the applicable Feature Sets that can be 
selected for that Database: 

Table 23: Database operations feature set compatibility matrix 

Application 
Type 

Vendor 
Form Factor 

Feature set 

Database 
(Base) 

Data 
Protection 

High 
Availability 

Oracle 
ASM 

Oracle 
Management 

Database Oracle Oracle RDMS Mandatory Optional Optional Optional Optional 

Database Microsoft SQL Server Mandatory Optional Optional N/A N/A 

Database Microsoft Azure Cloud DB Mandatory N/A N/A N/A N/A 

8.3 Monitored items 
This section gives examples of the items monitored (subject to the appropriate feature set 
being selected) as part of a PSP or SM solution. The exact monitoring configuration may 
vary according to the particular environment, and is subject to change by Proact. 

The table below lists the items that will be monitored: 

Table 24: Database operations - monitored items 

 Oracle 

Database - Oracle 
 DB Status 
 Workload anomalies 

(e.g Hit ratio, Wait time) 

 RAM usage 
 Disk usage 
 Fast Recovery Area (FRA) 

Data Protection - Oracle 
 Status of standby database 
 Media recovery process 

 Log replay 

High Availability - Oracle  Individual node status  Overall cluster status 

Oracle ASM – Oracle 
 Available disk space for disk 

groups 
 

Oracle Management - Oracle  Status of processes  

 SQL 

Database – SQL 

 Database Status 
(check_dbalive, 
database_state) 

 SQL Errors 
 Agent Job failures 
 Database Backup Status 

(backup status full, diff, log) 
 Workload Anomalies 

(average_waittime) 

 Memory Usage (total_memory) 
 Disk Usage (database_size) 
 SQL Server Integration 

Services – status running 
 SQL Server Reporting Services 

– status running 
 SQL Server Analysis Services – 

status running 

Data Protection – SQL  Database Mirroring Status 
 Log Shipping Status (primary 

and secondary status) 

High Availability – SQL 
 AlwaysOn State (nodes, 

synchronization, listener, 
health) 

 

SQL Cloud DB 

Cloud Database – SQL 
Azure 

 DTU Percentage used  Total DB Size 
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8.4 Technology-specific deliverables 
This section describes the specific deliverables for Database operations. Deliverables are 
applicable to PSP, SM and to all feature sets unless explicitly stated otherwise in the 
description. 

Public Cloud 
access 

Applies to SM Feature-sets All 

 Where the database in scope is a run from a Public Cloud based Cloud DB 
platform (i.e. Azure SQL Database), Proact will require sufficient access to the 
Public Cloud environment 

 The Public Cloud environment in scope will require a support contract with the 
Public Cloud vendor (either provided by Proact or by a 3rd-party). 

 Interaction with any 3rd-party backup product is not part of the scope of Service 
Management. This will need to be managed by the customer's administrators; 
Proact will perform any Database related tasks as required. 

Prerequisite 1: [SM] Provide sufficient access to Cloud Provider Portal 
Responsibility 1: [SM] Maintain Public Cloud provider support contract 

Database 
backup 

Applies to SM Feature-sets All 

 Interaction with any 3rd-party backup product is not part of the scope of Service 
Management. This will need to be managed by the customer's administrators; 
Proact will perform any Database related tasks as required. 

Exclusion 1: [SM] Interaction with 3rd party backup products 

Patching & 
Upgrades 

Applies to PSP & SM Feature sets All 

 Upgrades/Patching will be performed to keep in-line with vendor best practice and 
to ensure compatibility is maintained.  

 Where the database is running on a Cloud DB, the version change will be 
performed by the Public Cloud Provider, and Proact will enable the new version 
on the database where required to keep in-line with the public cloud providers 
best practice 

 Proact will perform upgrades within the current version family only. If a major 
version upgrade is required, Proact may provide consultancy, under an additional 
costed project, to plan and perform the upgrade. 

Exclusion 2: [SM]  Major database version upgrades 

Service review 
report 

Applies to PSP & SM Feature sets All 

 Response times 
 Incident by category 
 Incident logged by method 
 Incident and change log 

Service review 
report  
 
(example report 
technical content 
for SM, subject to 
change) 

Applies to SM Feature sets All 
 

 Database (Base) 

 Database Status (n/a for SQL 
Cloud DB) 

 Backup Status (backup status full, 
diff, log), (n/a for SQL Cloud DB) 

 Workload Anomalies (e.g. 
Average Wait_time), (n/a for SQL 
Cloud DB) 

 Memory Usage, (n/a for SQL 
Cloud DB) 

 Database Size 

 Database DTU, Performance 
(only SQL Cloud DB) 

 Data Protection 

 Utilisation of Stand-by databases 

 Log Replay and Log Shipping  

 High Availability 

 Individual Node Status 

 Overall Cluster Status 

 Oracle ASM 

 Available disk space for disk 
groups 

 Oracle Management 

 Database availability 

 Usage of Database 
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8.5 Service charging model 
Table 25: Database charging-model 

 PSP SM 

Contract term  12 to 60 months 12 to 60 months 

Charging metric  Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, the quantity of databases 
instances, if those databases 
instances are replicated and or the 
quantity of servers. 

 Flexible charge according to the types, 
sizes, configuration and location of the 
CIs selected by the customer and the 
feature sets selected for those CIs. 
For example, database instance and 
or server increases 

 Set-up charge according to the types, 
sizes and configuration of the CIs 
selected by the customer 

 Minimum commit charge according to 
the types, sizes, configuration and 
location of the CIs selected by the 
customer. For example, the quantity of 
locations, the quantity of databases 
instances, if those databases 
instances are replicated and or the 
quantity of servers. 

 Flexible charge according to the 
types, sizes, configuration and 
location of the CIs selected by the 
customer and the feature sets 
selected for those CIs. For example, 
database instance and or server 
increases 

Billing profile  Milestones or Time & Materials for set-
up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges  

 

 Milestones or Time & Materials for 
set-up charges 

 Monthly or quarterly in advance for 
Minimum commit charges 

 Monthly or quarterly in arrears for 
Flexible charges  
 

 

8.6 Technology-specific demarcation 
This section identifies the prerequisites, responsibilities and exclusions upon which the 
delivery of the PSP or SM for Database operations depends. These are additional to the 
prerequisites, responsibilities and exclusions specified in the Service Management and Premium 
Support Plus Service Definitions Documents. 

 

Prerequisites 
 
Prerequisite 1: [SM] Provide sufficient access to Cloud Provider Portal ......... 65 
 

 
Responsibilities 

 

Responsibility 1: [SM] Maintain Public Cloud provider support contract ......... 65 
 

 
Exclusions 

 
Exclusion 1: [SM] Interaction with 3rd party backup products ........................... 65 
Exclusion 2: [SM]  Major database version upgrades ....................................... 65 
 

 

  



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 67 

Annexe seven: Database operations feature set contents - SQL 
This annexe shows the supported feature sets and their content (features) for Database 
Operations for SQL. The table below summarises the features included in each feature set. 

Database Operation (base) 

Sub groups Features  

General 

 SQL Server – Contained databases 
 SQL Sever – Database mail 
 SQL Server – Filestream support 
 SQL Server – Filetable 
 SQL Server – Full text and semantic search 

 

Performance 
and Scalability 

 SQL All - Change tracking 
 SQL All - Data compression 
 SQL All - In Memory OLTP 
 SQL All - In-Memory Column Store 
 SQL All - Persistent Main Memory 
 SQL All - Query Store 
 SQL All - Table and index partitioning 
 SQL Server - Buffer Pool Extension 
 SQL Server - IO Resource Governance 
 SQL Server - Multi-instance support 
 SQL Server - NUMA Aware and Large Page 

Memory and Buffer Array Allocation 
 SQL Server - Resource Governor 
 SQL Server - Stretch Database 

 

Manageability 

 SQL All - Database Tuning Advisor (DTA) 
 SQL All - Server Management Studio 
 SQL Server - Data Files in Windows Azure 
 SQL Server - Distributed Replay 
 SQL Server - Performance data collector 
 SQL Server - Profiler 
 SQL Server - Standard performance reports 

 

High 
Availability 

 SQL All - Online indexing 
 SQL All - Online schema change 
 SQL CloudDB - Geo-replication 6 copies in 

multiple regions (Active automatic failover) 
 SQL CloudDB - Geo-replication 6 copies in 

multiple regions (Manual failover) 
 SQL CloudDB - Replication 3 DB copies in 

one region 
 SQL Server - Backup compression 
 SQL Server - Database snapshot 
 SQL Server - Fast recovery 
 SQL Server - Hot add memory and CPU 
 SQL Server - Mirrored backups 
 SQL Server - Online page and file restore 
 SQL Server - Smart backup 
 SQL Server -Database recovery advisor 

 

Security 
Defence in 
Depth 

 SQL All - Encrypted backup 
 SQL All - Always Encrypted 
 SQL All - Basic auditing 
 SQL All - Fine grained auditing 
 SQL All - Row-level security 
 SQL All - Transparent database encryption 
 SQL All - User-defined roles 
 SQL Server - Extensible key management 

 

Big Data and 
Data 

Warehousing 

 SQL Server - Analysis Services 
 SQL Server - Reporting Services 

 

 
 



 

Public - Freely Distributable Published 05 September 2017 
Premium Support Plus & Service Management – Service Operations Catalogue Page 68 

Database Operation (Data Protection) 

 

Sub groups Features  

Performance 
and Scalability 

 SQL Server - Merge replication 
 SQL Server - Peer to peer transactional 

replication 
 SQL Server - Snapshot replication 
 SQL Server - Transactional replication 
 SQL Server - Transactional replication to 

Azure 
 SQL Server - Transactional replication 

updateable subscription 

 

High 

Availability 

 SQL Server - Basic availability groups 
 SQL Server - Database mirroring 

 

 
 

Database operation (High Availability) 

 

Sub groups Features  

Performance 

and Scalability 

 SQL Server - Delayed Durability (lazy 
commit) 

 

High 
Availability 

 SQL Server - Always On availability groups 
 SQL Server - Always On failover cluster 

instances 
 SQL Server - Connection director 
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Annexe eight: Database operations feature set contents - 
Oracle 
This annexe shows the supported feature sets and their content (features) for Database 
Operations for Oracle. The table below summarises the features included in each feature 
set. 

Database Operation (base) 

Sub groups Features  

General 

 Oracle - Application Workloads with Database Services 
 Oracle - Archived Redo Logs 
 Oracle - Automatic Memory Management 
 Oracle - Back Up the Database using RMAN 
 Oracle - Bigfile Tablespaces 
 Oracle - CloneDB 
 Oracle - Compressed Tablespaces 
 Oracle - Contrainer Database (CDB) 
 Oracle - Control File 
 Oracle - Custom Incident Packages 
 Oracle - Data Pump 
 Oracle - Data Recovery Advisor 
 Oracle - Database Auditing 
 Oracle - Database Availability State 
 Oracle - Database Configuration Assistant 
 Oracle - Database Errors and Alerts 
 Oracle - Database Instances 
 Oracle - Database Link 
 Oracle - Database Performance Tuning 
 Oracle - Database Resident Connection Pooling 
 Oracle - Database Smart Flash Cache 
 Oracle - Datafile and tempfile 
 Oracle - Distributed Databases 
 Oracle - Distributed Transactions 
 Oracle - Fast Recovery Area 
 Oracle - Force Full Database Caching Mode 
 Oracle - Health Checks via Health Monitor 
 Oracle - Hot Clone the Database (e.g. for Devlopment Purposes) 
 Oracle - Indexing 
 Oracle - Initialization Parameters (Server Parameter File) 
 Oracle - In-Memory Column Store 
 Oracle - Locally Managed Tablespaces 
 Oracle - Memory Manually (SGA/PGA) 
 Oracle - Oracle Database for Shared Server 
 Oracle - Oracle Managed Files 
 Oracle - Oracle Process Settings 
 Oracle - Oracle Restart Environment 
 Oracle - Oracle Scheduler 
 Oracle - Plugable Database (PDB) 
 Oracle - Redo Log 
 Oracle - Schema Objects 
 Oracle - SQL*Plus 
 Oracle - SRVCTL 
 Oracle - Statspack/AWR Reports 
 Oracle - Tablespace Alterations 
 Oracle - Tablespace Groups 
 Oracle - Tablespace Quotas 
 Oracle - Temporary Tablespaces 
 Oracle - Undo Alterations 
 Oracle - User Privileges and Roles 
 Oracle - Users, Roles, Resources and Privileges 

 

Performance 
and Scalability 

 Oracle - Adaptive Execution Plans 
 Oracle - In-Memory Database Cache 

 

High 
Availability 

 Oracle - Standby Databases  
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Sub groups Features  

Big Data and 
Data 

Warehousing 

 Oracle - Oracle Partitioning  

  Oracle - Transportable Tablespaces, including Cross-Platform  

 
 

Database Operation (Data Protection) 

 

Sub groups Features  

Security in 
Depth 

 Oracle - Oracle Virtual Private Database  

Integration  Oracle - Basic Replication  

High 
Availability 

 Oracle - Active Data Guard 
 Oracle - Cross-Platform Backup 
 Oracle - Cross-Platform Recovery 
 Oracle - Data Guard 
 Oracle - Data Guard Broker 
 Oracle - Data Guard Command-Line Interface 
 Oracle - Data Guard Integration 
 Oracle - Enterprise Manager Cloud Control in context of Data Guard 
 Oracle - Fail Safe 
 Oracle - Far Sync Instances 
 Oracle - Flashback Query 
 Oracle - Flashback Table, Database and Transaction Query 
 Oracle - Logical Standby Database 
 Oracle - Physical Standby Database 
 Oracle - Primary Database Configuration 
 Oracle - Redo Apply 
 Oracle - Redo Transport Services 
 Oracle - Redo Transport Tuning 
 Oracle - Role Transitions 
 Oracle - Server Managed Backup and Recovery 
 Oracle - Snapshot of Standby Database 
 Oracle - Standby Databases Backup and Recovery (using native Oracle tools) 

 

 
 

Database operation (High Availability) 

 

Sub groups Features  

General 
 Oracle - Administrator-Managed Database 
 Oracle - Policy-Managed Database 

 

Performance 

and scalability 

 Oracle - Archiving in Oracle RAC 
 Oracle - Clusterware for Oracle RAC Databases 
 Oracle - Integrated Clusterware 
 Oracle - Multiple Cluster Interconnects on Linux and UNIX Platforms 
 Oracle - Multitenant with Oracle RAC 
 Oracle - RAC Databases Quiescing 
 Oracle - RAC One Node 
 Oracle - RAC Storage Management 
 Oracle - Real Application Clusters (RAC) 
 Oracle - Real Application Clusters (RAC) One Node 

 

 
 



 

 

Glossary 
This glossary defines Proact and service-specific terminology only. Industry standard 
acronyms are expanded on first use within the document and are not repeated here. 

Term Also known as Definition 

Availability SLA  

Availability service level agreements, typically defined in 
terms of service up-time, are particularly applicable for 
infrastructure and service provision arrangement where 
a continuous IT service is provided. 

Backup methods  

The main backup types are: Full; Incremental; and 
Differential; but also include Continuous data protection 
and mirroring. In the context of this document Backup 
methods refers to the means of backup (that is the 
hardware or software infrastructure used). 

Break-fix  

Break-fix is a reactionary IT business support model in 
which the repair of an IT device or system component is 
done only when it fails (for example, a disk drive or 
server or router ceases to function). 

CAB 
Change 
advisory board 

Delivers support to a change management team by 
approving requested changes and assisting in the 
assessment and prioritisation of changes. 

CCN 
Contract change 
note 

See – Contract change note 

Change request CR 
A document requesting a change to an item within the 
scope of the contracted service, or to the service itself 

CI 
Configuration 
item 

See – Configuration item 

Clustering  

Connecting two or more computers together in such a 
way that they behave like a single computer. Clustering 
is used for parallel processing, load balancing and fault 
tolerance. 

CMDB 

Configuration 
management 
database 

See – Configuration management database 

Collapsed core  

Collapsed core networks are those where the 
distribution and core layer functions are implemented by 
a single device (a switch). In the context of this 
document it would require selection of the Core + 
Distribution feature sets for a device. 

Configuration item CI 

A hardware, firmware, software or other item monitored, 
supported and-or managed by Proact. That is, it is 
included in the agreed list of in-scope items as an item 
covered by the selected service 

Configuration 
management 
database 

CMDB 
A repository for information technology installations. It 
holds data relating to a collection of IT assets 

Contract change note CCN 
Contract change notes are used to document 
amendments to contractual commitments during the 
contract term 



 

 

Term Also known as Definition 

Contractual SLA  

A Contractual service level agreement defines the 
boundaries of responsibility between customer and 
supplier, sets standards of performance and defines the 
measurement of service performance. 

It commits the supplier to delivering to required service 
levels and identifies the consequences of failure, usually 
in the form of service credits or other compensation. 

CR Change request See – Change request 

CSOG 

Customer 
service 
operations 
guide 

See – Customer service operations guide 

Customer service 
operations guide  

CSOG 

The Proact Customer Service Operations Guide. A 
guide to how Proact operate customer service, how to 
communicate with Proact and how to best use the 
service. 

Customer service 
specification 

 Defines the service configuration to be deployed for a 
specific customer 

Customer support 
server 

 
The Customer Support Server is a Proact provided 
remote server used for remote service management 
activities 

Customer-site Site 

Customer-site refers to a geographically-local collection 
of in-scope customer networks, devices or resources, 
whether they are physically located on customer 
premises, in a Proact or third-party provider datacentre, 
or in a Proact or third-party public or private cloud. 

Datacentre DC 
A data centre is a facility used to house computer 
systems and associated components, such as 
telecommunications and storage systems 

DD Boost 

EMC Data 
Domain Boost 

OpenStorage 

See – EMC Data Domain Boost 

Disaster recovery DR 
The process of restoring and assuring the continuation 
of essential IT services in the event of a disaster 
disrupting normal operation/ 

DR 
Disaster 
recovery 

See – Disaster recovery 

EMC Data Domain 
Boost 

DD Boost 

OpenStorage 

EMC Data Domain Boost software is designed to 
offload part of the Data Domain deduplication process 
to a backup server or application client. It is based on 
Symantec’s OST (OpenStorage) technology protocol. 

Exclusion  
Exclusions are, for the purposes of this document, items 
outside of the scope of this service contract for which 
Proact are not liable. 

Feature-set  

A feature or collection of features  attributed to a device 
(for example a storage controller) that describe  that 
device's function (for example, Controller) and elements 
of the device (for example, Data Protection) to be 
monitored by Proact. 

Feature-set; Base  A feature-set that defines the item's base functionality 
(for example, controller or operating-system). 

Feature-set; 
Data protection 

 A feature-set that defines the item's data protection 
features. 



 

 

Term Also known as Definition 

Fully collapsed  

Fully-collapsed networks are those where the access, 
distribution and core layer functions are implemented by 
a single device (a switch). In the context of this 
document it would require selection of the Core + 
Distribution + Access feature sets for a device. 

Hierarchical 
internetworking model 

 

Hierarchical networks are those where the core, 
distribution and access layer functions are implemented 
by separate devices (switch) with dedicated 
functionality. In the context of this document it would 
require selection of the Core, Distribution or Access 
feature set as appropriate for each device type. 

IPMI 

Intelligent 
platform 
management 
interface 

IPMI is a set of computer interface specifications for an 
autonomous computer subsystem that provides 
management and monitoring capabilities independently 
of the host system's CPU, firmware (BIOS or UEFI) and 
OS 

ITIL 

Information 
Technology 
Infrastructure 
Library 

A set of practices for IT service management that 
focuses on aligning IT services with the needs of 
business. 

ITMS 

IT Service 
Management 
system 

The system used by the Proact Service desk to manage 
events, incidents, problems and changes 

Major incident  

The parties and process for declaring an incident a 
major incident are agreed during service transition. 
Whilst no formal ITIL definition exists these are typically 
incidents with significant corporate impact over and 
above a P1 incident, which do not require invocation of 
disaster recovery. 

Major incident report MIR 

Major incident reports identify incident timeline, root 
cause, workarounds and-or remedial actions and 
lessons learned 

See also – Major incident 

MIR 
Major incident 
report 

See – Major Incident, Major incident report 

Monitoring threshold  
The monitoring threshold is the trigger value beyond 
which an alert will be raised.  
See also – threshold breach 

NAS 

Network 
attached 
storage 

Typically a NAS is a single storage device that operates 
on data files 

NAS 
Network 
attached 
storage 

Typically a NAS is a single storage device that operates 
on data files 

NAS 
Network 
attached 
storage 

Typically a NAS is a single storage device that operates 
on data files 

National operations 
centre 

NOC 
A location from which Proact deliver their monitoring, 
support and or management services. 

Near real-time  

Near real-time (in telecommunications and computing) 
refers to the time delay introduced by automated data 
processing or network transmission between the 
occurrence of an event and the use of the processed 
data (for example, for display or feedback & control 
purposes). 



 

 

Term Also known as Definition 

NOC 

National 
operations 
centre 

See – National operations centre 

Operating System OS 

The program which, after initially loading, manages the 
other programs in a (virtual) machine. The installed 
applications make use of the operating system. For 
example, Microsoft ® Windows ®, Windows Server ® and 
Linux ® 

Orchestration 
appliance 

 
A Proact tool for automating standard changes and 
provisioning 

OS 
Operating 
System 

See – Operating System 

Prerequisite  

Prerequisites are, for the purposes of this document, 
tangible resources, actions or commitments without 
which the service cannot be initiated and whose 
provision and maintenance (where applicable) is the 
responsibility of the customer for the duration of the 
contract. 

Proact Premium 
Support 

PS 
Proact Premium Support is Proact’s proven break-fix 
support solution 

Proact Premium 
Support Plus 

Proact Premium 
Support Plus 

Proact Premium Support Plus is Proact’s proven 
monitoring solution 

PS 
Proact Premium 
Support 

See – Proact Premium Support 

PSP 
Proact Premium 
Support Plus 

See – Proact Premium Support Plus 

RDP 
Remote desktop 
protocol 

See –Remote desktop protocol 

Real-time  

Literally, the actual time during which a process or event 
occurs.  

In IT terms it relates to a system in which input data is 
processed within milliseconds so that it is available 
virtually immediately as feedback to the process from 
which it is coming (for example in a missile guidance 
system). 

See also: Near-real-time 

Remote desktop 
protocol 

RDP 
Remote desktop protocol provides remote display and 
input capabilities over network connections for 
Windows-based applications running on a server. 

Remote support utility  
Remote support utilities provide the ability to connect to 
and remotely control a host computer (examples 
include, LogMeIn Rescue and Cisco WebEx) 

Replicated system  
A system which is mirrored remotely for backup and-or 
disaster recovery purposes 

Response-time SLA  
Response time service level agreements define the time 
taken to respond to a reported event. 

Responsibility  

Responsibilities are, for the purposes of this document, 
ongoing actions or commitments necessary to sustain 
service delivery, which must be maintained for the 
duration of the contract 

RTO 
Recovery time 
objective  

The targeted duration of time within which a business 
process must be restored after a disaster in order to 
avoid unacceptable consequences associated with a 
break in business continuity 



 

 

Term Also known as Definition 

SAN 
Storage area 
network 

Typically a SAN is a local network of multiple storage 
devices that operate on disk blocks 

SDM 
Service delivery 
manager 

See – Service delivery manager 

Service delivery 
manager 

SDM 

Proact service delivery managers oversee the delivery 
of a service or service technology to the customer. The 
SDM establishes policies designed to ensure 
consistently high service performance, monitors the 
delivery and responds to customer feedback to develop 
quality improvement processes. 

Service improvement 
plan 

SIP 

The Proact maintained service improvement plan logs 
and tracks the status of any technical or service issues 
highlighted by the customer or by Proact in relation to 
the service provided 

Service operations 
manual 

SOM 
The Service operations manual details the scope of the 
services provided. 

Service transition  The process of transitioning a contracted service from 
planning through to a live delivery state. 

SIP 

Service 
improvement 
plan 

See – Service improvement plan 

SLA 
Service level 
agreement 

An official commitment to the level of service provision 
that prevails between a service provider and their 
customer 

SLA, Availability  See – Availability SLA 

SLA, Contractual  See – Contractual SLA 

SLA, Response-time  See Response time SLA 

Software 
infrastructure server 

 

Software infrastructure servers are, in this context, 
(physical or virtual) servers forming part of the service 
infrastructure and running application software (for 
example, backup software such as Simpana) required 
to deliver and manage the Proact service. 

SOM 

Service 
operations 
manual 

See – Service operations manual 

Symmetric bandwidth  Bandwidth with equal upload and download speed 

Threshold breach  

In the context of the Proact Monitoring Platform a 
threshold breach occurs when an event on a monitored 
item exceeds a pre-set threshold. For services that 
include monitoring, Proact define these thresholds and 
agree them with the customer during the service 
transition stage, they are maintained throughout the 
contract term. 

See also – Monitoring thresholds  

Trend analysis  
Analysis of data to identify patterns. Trend analysis is 
used in problem management to identify common points 
of failure or fragile configuration items.  

 

 


