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1 Service overview

PROACT

Proact’s Disaster Recovery as a Service (DRaaS)
gives customers the assurance that they can
quickly recovery essential business services in
the event of a complete service outage arising
from catastrophic loss of the IT environment and
infrastructure supporting service delivery.

DRaas replicates the customer’s server estate
and associated datasets to a secure, resilient
environment within a Proact Data Centre (DC).

In the event of a primary site outage, the
replicated servers are restarted as VMs within a
Proact datacentre and are made available to the
customer’s users over dial on demand VPN.

DRaaS comes in three service-package
offerings:

® VM Recovery (VMR)

DR for VMware vSphere or Microsoft Hyper-V
Virtual Machines.

Replicates customer VMs at virtual disk level,
using one of two replication methods:
VMR-CDP - Continuous data protection
providing a low RPO (Recovery Point
Objective) *

VMR-SNAP — for customers already using
Veeam for backup who want to leverage it
as a cost-effective DR replication method
with a longer RPO than VMR-CDP

Physical Machine Recovery (PMR):

DR for physical servers and Windows
clusters.

Replicates individual server disks to Proact's
Data Centre. Recovery is to a VMware shared

Secure

Your essential business services can quickly
recover in the event of a significant outage

All data is stored in a secure 1ISO 9001

ISO 27001 certified Proact datacentre

All replication traffic is encrypted

All data remains within the Proact datacentre’s
national boundary, assuring data sovereignty

Available

= 24x7x365 infrastructure support from Proact
Service Desk located in an 1SO certified Proact
Network Operation Centre (NOC)

= 24x7x365 infrastructure monitoring by Proact’s
Monitoring platform

= 24x7x365 Proact Service Desk monitoring your
replication status and recovery platform
availability

Flexible
Three types of service package are available, to
meet a range of requirements:

= VMR - for Virtual Machines
= PMR - for Physical Machines
= SVR - for Storage Volumes

Flexible retention policy and RPO.

What is the charging policy?

The charging policies for each service-package
are detailed in Section 6 - Service charging policy

Vendor terms

This service is subject to vendor terms, which
customers can view in full at these links:

http://www.proact.eu/terms/vendor

platform using a Physical to Virtual (P2V) process

Storage Volume Recovery (SVR):

DR for VMware vSphere VMs and storage volumes on NetApp/IBM FAS storage arrays.
Replicates storage volumes to Proact's Data Centre

1

due to a major incident.
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2 Service scope

This chapter identifies and describes the high-level components that make-up the service,
which comprise the:

® Service package — which defines the service, Eurther information. ...
capabilities and options. See Senvice deliverables (Chapter 4 on page 27) for more

Service platform infrastructure - which defines | 4@l on the components.
the service delivery mechanism, such as:

= Service architecture

= Storage components

= Connectivity

= Applications and licensing

Supporting services - any processes or resources that support the delivery of the service,
such as the Self-service support portal through which, the customer's authorised users
can log cases and change requests.

2.1 Service package

To provide a remote Disaster Recovery solution that enhances traditional options
with inbuilt resilience and robust ITIL based support and management processes

A Proact datacentre on a secure multi-tenant platform. Proact’s ISO 27001
certification assures security.

All support and management is delivered remotely from a secure, accredited

Proact Network Operations Centre (NOC).

Support level Monitoring, support and service management of the DR infrastructure only

= All replication traffic traverses internet site-to-site VPN, except for VMR-SNAP,
which uses encrypted (HTTPS/TLS) public internet links.

= Recovery access is over internet dial-on-demand VPN by default.

= Alternative connectivity for replication and-or access to the recovery site (such
as a site-site VPN or dedicated WAN link) may be specified subject to additional
charges)

= Support and management connection is via site-site VPN, or via encrypted
(HTTPS/TLS) public internet link if VPN is unavailable

= Monitor and manage DR activity using the Proact Self-service monitoring and
management portals, to review replication status of protected assets

= The Proact Service Desk will invoke DR on receipt of an authorised customer
restore request

Customers can combine DRaasS with other Proact service offerings — Ch. 7 (on page
36) — such as Infrastructure as a Service via Proact Hybrid Cloud (PHC), Service
Management (SM) or Backup as a Service (BaaS)

Objective

Hosted-in

Supported-from

Connection

Engagement

Complementary
services

2.1.1 Package capabilities

VMR-CDP

Standard capabilities — VMR-CDP

VMR-CDP provides protection and DR for VMware vSphere or Microsoft
Hyper-V VMs. The service uses a journal to track changes made for each
protected VM over a defined time-period, providing granular recovery and a
low RPO.

Sleeeiele sl See Appendix A.2: VMR Protected Infrastructure (on page Il)

Description
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Disaster Recovery as a Service — Service Definition DocumentSDXDR-01 Page 2



PROACT

Standard capabilities — VMR-CDP

= Continuous data protection
= Every changed block replicated

= Protection is performed with VM-level granularity

The customer may group VMs into one or many Consistency Groups (CG) to
maintain data integrity by combining these VMs into a single replication task (for
example: to replicate a Microsoft Exchange environment, where individual VMs
may run the software, the database and the Web Server).

= Replicates all virtual disks assigned to protected VMs at virtual disk level
using Zerto ® virtual replication and Continuous data protection (CDP)

= Transmits block-level changes from the disks of protected VMs to a Proact
datacentre using Host Replication Proxies (HRPSs)

= Replicates and journalises all VM changes to the DR site, allowing roll back
of the VM to a specific time

= Compresses replication traffic to reduce bandwidth usage

= Uses site-to-site VPN over internet to transfer data

= Existing VMware or Hyper-V shapshots on the source VMs are not replicated

= Handles lost-connectivity events — if connectivity to Proact’'s DR datacentre
is lost temporarily, the HRP:

= Maintains a smart bitmap of changed virtual disk storage blocks in HRP
memory — does not require additional storage at the source side

= Uses the bitmap to review changes to the source disks and send any
updates to the recovery site once connectivity is restored.

Replication type

Replication
method

Exclusion 1: [VMR-CDP] Existing VM snapshots are not replicated
Prerequisite 1: [VMR-CDP] Define required consistency groups

= Makes source data application consistent (where necessary) by taking
scheduled Snapshots with either Volume Snapshot Service (VSS) on
Windows systems, or BASH scripts on Linux Systems

= CDP creates Recovery Checkpoints in the replication journal when VSS

Application achieves consistency, providing application-consistent recovery points

consistency = Proact provide VMR-CDP software to the customer, for installation on any

machines requiring application consistency. The customer is responsible for

the installation process and change control for this installation

Responsibility 1: [VMR-CDP] Install VMR-CDP software on target servers

Server recovery = VMware VMs - V2V
type = Hyper-V VMs - V2V
I . Journal retains 72 hours of changes (three days)

Retention and = Enables recovery of VMs to either:

recovery points = The latest available replicated data, with minimal RPO, or
= The last VSS consistent checkpoint

Public - Freely Distributable Published 01 September 2017
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Figure 1: Solution schematic — VMR-CDP

Virtual Application Servers

vMm ‘ VM ‘ vm ‘ -
Application —
Access

l Replication

Users PC Existin -
Firewaﬁg Replication
\Customer Site

Internet
KPROACT Secondary Dc\ﬂ VPN

Dedicated

VM‘ VM| VM‘

© e

Comé)[r)essed

Services

Firewall

Compressed CDP
I Replication ' Internet
Shadow VMs
VM|VM‘VM| VM|VM‘VM‘
- —m (o — Internet

Proact DRaaS Hosts j

Home PC
Home
Working

VMR-SNAP
Standard capabilities — VMR-SNAP

VMR-SNAP provides protection and DR of VMware vSphere or Microsoft
Hyper-V for customers with existing Veeam deployments using scheduled
replication. The service is cost-effective for customers already licensing Veeam,
but has a longer RPO (Recovery Point Objective) *

Sup_ported See Appendix A.2: VMR Protected Infrastructure (on page Il)
devices

= Asynchronous replication
siealleciilenin o= = Changed blocks since last update replicated
= Scheduled replication with snapshots

Description

= Protection is performed by a scheduled Veeam replication job

= Uses pre-existing Veeam software — Veeam’s Cloud Replication product —
already installed at the customer site, expanding its capability to provide an
offsite replica for DR purposes

= Uses a TLS tunnel to replicate data between the customer’s site(s) and Proact
datacentre

= Does not replicate existing VMware or Hyper-V snapshots on the source VMs

Replication
method

Exclusion 2: [VMR-SNAP] Existing VM snapshots are not replicated

Public - Freely Distributable Published 01 September 2017
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Replication
frequency

Application
consistency

Server recovery

type

Retention and
recovery points

PROACT

Standard capabilities — VMR-SNAP

= Scheduled (for example, hourly or daily as required)
= Each replication job can

= Protect one or many VMs machines

= Define different RPO’s for each server or group of servers as required

= Exclude specified virtual disks (for example, Swap file disks or database
backup disks) for each VM replicated.

So, for example, customers may replicate most VMs daily overnight, while
replicating their Exchange servers every 4-hours during the working day

= Makes source data application consistent (where necessary) by taking
scheduled Snapshots with either Volume Snapshot Service (VSS) on
Windows systems, or BASH scripts on Linux Systems

= The customer is responsible for creating, maintaining and monitoring the
operating systems’ schedulers to ensure the application-consistent Snapshots
are taken successfully at the required times

= Proact recommends scheduling these snapshots to be taken on a regular
basis (e.g. daily, or every 4 hours) to reduce the chance of data loss when
recovering VMs.

Responsibility 2: [VMR-SNAP] Schedule application consistent checkpoints

= VMware VMs - V2V
= Hyper-V VMs - V2V

= Maintains replication job history, providing a selection of available recovery
point according to the retention required

= The most recent recovery point is used (by default) the event of failover, but
previous ones are available if required

= Each retained recovery point is application consistent.

Figure 2: Solution schematic — VMR-SNAP
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PMR

Standard capabilities - PMR

Physical machine recovery provides protection and DR for physical servers,
using replication agents to replicate protected servers to Proact as one or many
storage LUNSs.

Description Uses Catalogic DPX ™, which works at block level, capturing the underlying
disk as a SCSI device.

Physical servers are converted to VMs in recovery, and data presented as
Virtual Raw Device Mappings (VRDMSs)

PMR can protect most physical servers running Microsoft Windows or Linux,
Supported provided that the Operating Systems is supported
devices

See also: Operating systems (App. A.6:, on page IIl)

= Asynchronous replication
sieallecilenin o= = Changed blocks since last update replicated
= Scheduled replication with snapshots

Public - Freely Distributable Published 01 September 2017
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Standard capabilities - PMR

= Protection is performed as a scheduled replication job, run as and when
required. Many replication jobs can be created, one or more for each physical
server protected.

= The replication agent

= Provides change backup tracking and application consistency

Replication = Works at block-level capturing each underlying disk as a SCSI device

method = Replicates that device’s changed data blocks to a LUN on a shared NetApp
FAS storage array in a Proact datacentre

= Transmits the latest change data over internet site-to-site VPN from
protected servers on a scheduled basis in native state (that is, not
compressed)

= Includes Windows cluster support

= Scheduled (for example, hourly or daily as required)

= Up to 10 replication jobs can run concurrently.

= The replication job defines how, where and when to replicate the servers’
data. For each server protected within the job, specific disks can also be

Replication excluded (for example, Swap file disks or database backup disks)

frequency = Each replication job can define different RPOs for specific servers. So, for

example, customers may replicate most VMs daily overnight, while replicating

their Exchange servers every 4-hours during the working day

Exclusion 3: [PMR] No more than 10 replication jobs can be run concurrently

The host agent provides application consistency through regularly scheduled
SnapsShots, taken as part of the replication process, using VSS (where
available) to put applications into a consistent state

Application
consistency

Seréler recovery Physical Servers - P2V

0

= Recover to any one of up to five recovery points

= The most recent recovery point is used (by default) the event of failover, but
previous ones are available if required

= Each retained recovery point is application consistent providing VSS is

available on the source server

Retention and
recovery points

Public - Freely Distributable Published 01 September 2017
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Figure 3: Solution schematic — PMR
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SVR

Standard capabilities - SVR

Storage volume recovery provides protection and DR for VMware vSphere VMs
and data volumes stored on NetApp/IBM FAS storage arrays

Description SVR uses NetApp SnapMirror @ replication technology on NetApp FAS systems
and expands the capability of SnapMirror to provide an offsite replica for DR
purposes

Sup_ported See Appendix A.4: SVR Protected Infrastructure (on page 1)
devices

= Asynchronous replication
sisallecilenin o= = Changed blocks since last update replicated
= Scheduled replication with snapshots

Public - Freely Distributable Published 01 September 2017
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Standard capabilities - SVR

= Uses the customer’s existing SnapManager products to take consistent
SnapShots at storage volume level

= Replicates the storage volumes and their SnapShots to a Proact datacentre

= Uses storage based replication (NetApp Volume SnapMirror) to replicate the
customer’s existing on premise VMware VMs to Proact datacentre

= ONTAP 7-Mode systems: — the replication relationship is an exact mirror.
Customer and Proact software versions must remain within same OnTap
major version

= ONTAP Cluster mode systems — version-flexible SnapMirror is used,
allowing Proact’s SnapMirror target volume to hold a different number of
snapshots (minimum 3 days).

= Cluster mode SnapMirror can transfer compressed data to reduce the
Replication amount of bandwidth if required 2

method = Supports:
= NetApp volumes containing iSCSI or NFS data stores
= VMs with additional LUN(s) mapped from the NetApp filer (via iSCSI or Raw
Device Mappings [RDMs]) provided the VM has a software initiator installed
(e.g. Microsoft iISCSI Initiator)
= Replication of volumes containing CIFS data if the NetApp storage array
acting as NAS and serving file data directly.
= Replicates at a volume level only:

= If only a subset of the customer’s VMs are to be replicated for DR, these
should be placed into specific volume(s) that will be replicated.

Responsibility 3: [SVR 7-mode ONTAP] Maintain ONTAP version in line with Proact’s version
Responsibility 4: [SVR] Create datastore volumes dedicated to VMs required in DR

Replication . Scheduled (f e. hourl dail o
cheduled (for example, hourly or daily as required)

Application data and VMs should be made application consistent before being
backed-up. Proact recommend the following application consistency techniques
for SVR solutions:

= Microsoft SQL — NetApp SnapManager ® for SQL

= Oracle ® Database — NetApp SnapManager for Oracle

= Microsoft Exchange ® — NetApp SnapManager for Exchange

= Operating Systems — NetApp Virtual Storage Console (formerly SMVI)

= Microsoft Active Directory ® — an laaS AD Domain controller in the Proact
datacentre (additional charges apply)

Application
consistency

Responsibility 5: [SVR] Implement and schedule appropriate application consistency policy

Server recovery . VMware VMs - V2V
pe

= ONTAP ® 7-Mode systems — retains the same volume-level SnapShots as the
customer’s source controller

Retention and = ONTAP Cluster mode — uses version flexible SnapMirror

recovery points = Can hold a different number of snapshots than the source volume

= Requires a minimum of three days snapshots for replicated volumes to
ensure sufficient restore points for reliable recovery

Figure 4: Solution schematic — SVR

2 Recommended only on modern ONTAP Cluster mode arrays where the impact on the array CPU
usage will be acceptable.
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2.1.2 Package comparison

Feature

VMware vSphere Protection
Microsoft Hyper-V Protection
Physical Windows Server
Protection

Physical Linux Server Protection

Replication Performed at

Replication Type

Replication Granularity

Replication Frequency (RPO

Multiple DR Recover Points

Application Consistency
WAN Optimisation Included
Storage Optimisation Included

Replication Throttling
Support Test Failover

Replication Continues During
Test

Public - Freely Distributable

VMR-CDP VMR-SNAP
Yes Yes
Yes Yes
No No
No No
Hypervisor Hypervisor
Layer Layer
i Asynchronous
(Journaling) y
Individual Groups of
VM VMs, or VM
Seconds Hours
Yes Yes (VM
(Journal) SnapShots)
Yes (VSS) Yes (VSS)
Compression No
No No
Yes Yes
Yes Yes
Yes No (Paused)

Published
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Services

Y

Existing
Firewall Weplication

Internet
VPN

Internet

PMR SVR
No Yes
No No
Yes No
Yes No
OS Layer Storage Layer
Asynchronous  Asynchronous
Groups of Storage
Servers, Volume
Server or Disk
Hours Hours
Yes (Vault Yes (Vault
SnapShots) SnapShots)
Yes
ies (V) (SnapManager)
No Compression
No Compression &
De-Duplication
Yes Yes
Yes Yes
No (Paused) Yes
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2.1.3 DR Testing, Invocation and Failback

Testing and Invocation Methodology
= Proact undertake regular DR tests to verify the documented recovery
procedures and underlying technical configuration remain valid and up-to-date.

= Tests are performed by creating an isolated network environment into which
systems can be recovered without impacting or polluting the live
environment. This is also referred to as a “Bubble Test”.

= Any changes made to VMs within a DR test are lost on completion, so
customers should ensure not to write critical data to VMs during this period.

= The roles and responsibilities for DR Tests are documented in a customer-
specific DR Plan. All tests require customer involvement, to perform any
application, network or user configuration that remains within their
responsibility, and to ensure that their environment is working correctly. As
such, the customer’s administrators:

= Will be provided with Cisco Client VPN access to the recovery environment
to test applications and data availability

= Shall adhere to all agreed responsibilities as documented in DR Plan.

= Are responsible for additional steps to make the environment usable for their
end users

= Proact will issue DR Test Report following each test, detailing the test success
criteria adherence and the recovery timings

= In the event of an unsuccessful DR test, Proact will repeat the corrected
process within one calendar month.

Proact’s Change Control process ensures changes made to a protected site
or protected servers are included in the DR procedure and scheduled for
inclusion in the next DR test.

If the customer invokes DR before the scheduled test of any changes made
to the source systems (such as the addition of new VMs or applications),
then DR may not be successful, requiring additional remedial tasks.

The test will be deemed to be successful if the unchanged elements are
recovered successfully

DR Testing

See also: Recovery Process (App. B.4:, on page VI)

Responsibility 6: Ensure no critical data written during DR test
Responsibility 7: Participate in DR testing
Exclusion 4: Untested protected site & server changes
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Testing and Invocation Methodology

See also: Appendix B.4: Recovery Process (on page V)

= Proact initiate recovery of the customer’s protected systems according to the
agreed DR plan, on receipt of an authorised customer request to invoke DR
= The invocation will include:

= Recovery of protected servers as VMs running in the customers tenant
environment in Proact’s datacentre

= Connecting any other replicated datasets to the recovered servers

= Making all recovered systems accessible over a Dial-on-Demand VPN, and-
or over the public internet, according to the agreed design.

= The roles and responsibilities for DR Invocation are documented in a
customer-specific DR Plan. Recoveries require customer involvement, to
perform any application, network or user configuration that remains within their

: responsibility, and to ensure that their environment is working correctly. As

DR Invocation such, the customer’s administrators:

= Will be provided with Cisco Client VPN access to the recovery environment

= Must deployed the VPN Client onto each user device (for example, laptop or
home PC) requiring access during DR, unless access is facilitated by a
customer-provided WAN link or other site-site VPN

= Shall adhere to all agreed responsibilities as documented in DR Plan.

= Are responsible for any additional steps required after recovery to restore
application functionality and make the environment usable for end users

= Are responsible for any DNS changes and for redirecting user and-or
application traffic as required

Responsibility 8: Adhere to responsibilities documented in agreed DR plan
Responsibility 9: Re-pointing DNS and-or redirecting traffic following DNS changes
Exclusion 5: Any additional steps after recovery to restore application functionality
Responsibility 10: Install Cisco VPN Client on user devices to allow connection in DR

Where DR is invoked by the customer, and systems are successfully failed over
to operating from Proact’s DR datacentre, failback to the production site (that is,
the protected site) is excluded from the DRaaS offering.

VMR, PMR and SVR solutions fully support failback to the production site but
the effort, tasks and equipment required to failback will vary depending on the
reason for the initial outage and the length of time the protected servers are run
from Proact’s data centre.

Proact Professional Services will undertake the required work as a standalone
_ project to be scoped and costed at the time of request, and will require customer
Failback to participation to identify, agree and plan the tasks and associated impact.

Production site
Points for consideration include:

= |s failback to the same site possible?

= |s production equipment reusable?

= How long since DR invocation?

= |s a full reseed required?

= |Is bandwidth available for replication back?

= What issues effect the switch back to production running? For example, out of hours.

Exclusion 6: Failback to production site, except as a standalone additional-cost project
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2.2 Service infrastructure

2.2.1 Service platform

Platform

= DRaaS solutions are delivered from a secure multi-tenant platform comprising
storage, compute and networking capabilities

= The service packages utilise a variety of proven technology according to customer
requirements

= Customer data is stored and presented in a secure tenant environment 3 with
dedicated VLANSs and storage containers allocated for each customer, isolating
data, replication traffic and recovery environments

= For servers, VMs are assigned to CPU and RAM resource pools, ensuring
customer CPU and RAM reservations are met

Compute resources are provided in the form of;
Compute = Proact-provided servers at Proact’s datacentre required for each service package
= Shared platform compute reservations for standby VMs

Proact provide sufficient storage to support replication of the customer VM estate
and-or datasets. The disk performance tier used for the protected copies will by
default match that of the source, but can be varied according to requirement.
Available disk tiers are:

= Tier O storage — Ultra performance disks for key workloads

= Tier 1 storage — High performance disks for production servers to ensure
adequate performance in Recovery

= Tier 2-4 storage — Low-performance disk for file data and non-production services

= Multi-tenant firewall in the Proact datacentre, providing
= |solated tenant networking environment per customer
= Internet site-to-site VPN for replication
= Dial-on-demand VPNSs for each user requiring access to recovered systems
= VPN client and per-user credentials — for customer deployment onto user devices

required to connect to recovered systems during tests and in actual DR scenarios
(for example, laptop or home PC)

See also: Active Directory (App. B.4:, on page V)

If the customer’s protected servers are joined to a Microsoft Active Directory ®
domain, then a new continuously-running domain controller virtual server is
required, to join the customer’s existing AD and ensure the customer's AD
credentials are available when invoking DR.

The new domain controller will:

= Be provisioned by Proact as a virtual server in a Proact datacentre.

UUCAPIEMCIE . Be joined to the customer and configured solely by the customer

= Synchronise with the customer’s existing AD domain controllers over an Internet
Site-to-Site VPN

= Ensure customer AD credentials are available if DR is invoked

The domain controller provisioned at Proact’s datacentre will only be used for

authentication when DR is fully invoked. For DR Tests, Proact require that the

customer replicate a Domain Controller for use in the isolated testing environment.

Responsibility 11: Ensure that at least one Domain Controller is replicated for use in DR Tests

3 Proact split shared compute and storage infrastructure into multiple securely separated logical
tenant environments each with its own IP Space usernames and passwords.
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2.2.2 Components

VMR-CDP

Certain VMR'_CDP components run_ in the Prerequisite 2: [VMR-CDP] Provide compute
customer environment for the duration of the resources for HRP & VRM

contract actively managing replication. Prerequisite 3: [VMR-CDP] Provide a Windows

server for VRM

Customers should provide sufficient resource to o
Responsibility 12: [VMR-CDP] Run VRM & HRPs

run the HRP and VRM in their hypervisor A% TX365
environment and to secure and patch them as X
Responsibility 13: [VMR-CDP] Maintain, secure &

necessary. patch VRM

A Windows Server® OS is required for the VRM.
The customer can either provide this, or install VRM on an existing Windows Server.

Note: VMR-CDP machines are critical to the DRaaS solution and must be online at all times.

See also: B.1: Minimum server specifications (on page V)

= Customer site HRPs

= Proact provided virtual appliance for each hypervisor with protected VMs

Host replication = Replicates any protected VM currently running on the host
proxies

= Proact datacentre HRP

= Receives compressed data replicated from the customer's HRP
= Expands compressed data
= Writes data to the Retention Journal, enabling recovery to a defined point

See also: B.1: Minimum server specifications (on page V)

= Customer site VRM

= Proact provisioned VRM software

= Installed on an isolated Windows VM for each VMware vCenter or Microsoft
: MSCVMM hosting protected VMs — see Appendix B.1: (on page V)

Virtual - = Pairs with Proact datacentre VRM for replication management

replication = Hosts the self-service management portal at the customer’s site for viewing
managers VMR-CDP protected systems and replication status

= Proact datacentre VRM

= A multi-tenant aware server, managing replication for multiple customers
= Pairs with the customer’s VRM for replication management

= Manages failover processes

= Allocate resources to the customer’s DR VMs

= A multi-tenant aware central management portal hosted in Proact’s datacenter
= Assign resources for customers’ protected sites
= Makes assigned resources available for the customers’ use

Cloud manager
portal (CMP)

NOTE: VMware only — Hyper-V isolates at the physical host level

= An Isolation Gateway appliance for each DRaaS customer in Proact’s datacentre

Customer = |solates each customer’s VMs within the Proact Network

Isolation = During a test or invocation, the customer’'s VMs are bound to their own isolated

Gateway (CIG) virtual network, allowing customers VMs to see each other - but providing
network isolation from Proact’s LAN and other customer tenant environments

= The CIG can provide an IP route to customer VMs allowing secure access for
testing and failover

NOTE: VMware vSphere ONLY
Self-Service See also: Appendix C: Self-Service Management Portal (on page IX)

Management Customers using VMware as their source hypervisor will have access to an HTTPS-
Portal based self-service management portal, which allows the customer to view the health
and performance of VMR-CDP replication jobs.
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VMR-SNAP

Customers opting for VMR-SNAP are assumed
to have an existing operational deployment of the
Veeam Backup & Replication solution.

Customer’s
Veeam Server

Customer’s
Veeam Proxy

Network
Extension
Appliance

Virtual
Replication
Manager (VRM)

Virtual
Replication
Writer (VRW)

Proact Cloud
Gateway (PCG)

Cloud Manager
Portal (CMP)

Customer
Isolation
Gateway (CIG)

PROACT

Prerequisite 4: [VMR-SNAP] Provide and
maintain an operational Veeam deployment

VMR-SNAP uses the customer’s existing Veeam backup server and software to run
replication schedules and for replication management

When using Veeam, the customer’s and Proact’s software versions must remain

within the same major version. Therefore when Proact upgrade their version, the
customer is expected to upgrade Veeam in-line with that upgrade.

Responsibility 14: [VMR-SNAP] Maintain Veeam version in-line with Proact's Veeam version

VMR-SNAP uses a customer provided virtual (or physical) Windows server 4 at the
customer’s site to run VMware and Hyper-V replication tasks for protected VMs.

Prerequisite 5: [VMR-SNAP] Provide a Windows server for Veeam Proxy

Proact use the existing Veeam NEA? at the customer’s site to enable
communication between the production VMs on the customer’s site and their VM
replicas in the Proact datacentre

A virtual Windows server at the Proact datacentre, which manages the replication
relationship and processes between multiple customer sites and Proact.

= Connects customer replication jobs and ESX or Hyper-V hosts in a Proact
datacentre

= Manages the replication process

= Does not receive incoming replication traffic

Multi-tenant aware, highly available server infrastructure, hosted in a Proact
datacentre.

= Writes remote replication changes to disk

= Each customer recovery environment runs a minimum of two VRW servers to
ensure load balancing and redundant writing of the replication traffic

= As additional throughput is required, additional VRW services are made available
without impact the existing replication processes

A series of network appliances hosted in a Proact datacentre

Multi-tenant aware

Highly available

In-built load balancing

Redundant communication point

= Routes traffic between all customers and Proact's DRaas infrastructure

A multi-tenant aware central management portal hosted in Proact’'s datacenter
= Assign resources for customers’ protected sites
= Makes assigned resources available for the customers’ use

An Isolation Gateway appliance for each DRaaS customer in Proact’s datacentre

= |solates each customer’s VMs within the Proact Network

= During a test or invocation, the customer’s VMs are bound to their own isolated
virtual network, allowing customers VMs to see each other - but providing network
isolation from Proact’'s LAN and other customer tenant environments

= The CIG can provide an IP route to customer VMs allowing secure access for
testing and failover

4 Can be the same server as the Customer Veeam Server.
5 Deployed automatically as part of Veeam Backup & Replication
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See also: B.5: Monitoring platform remote hub (on page Vlllon page V)

To be able to report on the status of VMR-SNAP replication tasks:

= Proact will utilise their monitoring and alerting platform (Nimsoft).
= A Remote Hub will be deployed at each of the customer’s geographically different
sites.

= Proact will by default provide a virtual appliance running the hub software

= Alternatively, the customer may elect to provision a virtual or physical server
running Windows or Linux (maintained by the customer) onto which the hub
software can be installed.

STEAY Clieldlie@8 = The Remote Hub will communicate via a secure TLS Tunnel over the internet to

Hub Proact’s primary monitoring Hub located in the primary data centre

= A static IP address is required on the customer’s firewall to facilitate this tunnel,
and the customer must allow outbound traffic over TCP Port 38001

= Connectivity will also be configured to a secondary standby Hub which is located
in Proact’s secondary data centre in case of the loss of Proact’s primary data
centre.

Prerequisite 6: [VMR-SNAP] Deploy virtual/physical remote server for monitoring hub
Responsibility 15: [VMR-SNAP] Maintain HW/OS of customer-provisioned monitoring hubs
Prerequisite 7: [VMR-SNAP] Provision internet connectivity for monitoring traffic
Prerequisite 8: [VMR-SNAP] Configure static public IP address for monitoring traffic
Prerequisite 9: [VMR-SNAP] Configure firewall port TCP 38001 outbound

Proact require the customer to provide and maintain sufficient storage space on
each of their Volumes and-or Datastores to cope with the growth of snapshots
created during the replication process

Volumes /
Datastores

Prerequisite 10: [VMR-SNAP] Provide and maintain sufficient space for snapshot storage

PMR

Proact deploy replication agents on the customer’s site, which:

= Are installed by Proact on each protected server and, where multiple servers form
a physical cluster, on each machine in the cluster

= Transfer the local data for any protected machine.

= Are cluster and application aware and ensure consistent recovery points are
achievable achieved for SQL, Exchange and MS clusters

= Have minimal resource requirements and do not add a noticeable load to the
protected servers

= Must remain in place and running for the duration of the DRaaS contract —
tampering with the agents, or their services, will adversely impact replication

Replication
Agent(s)

Prerequisite 11: [PMR] Permit agent deployment
Responsibility 16: [PMR] Maintain 24x7x365 untampered running of Agents

Physical replication managers at Proact’s datacentre.

= Installed on a customer dedicated, isolated VLAN in Proact’s datacentre on a
standalone Windows VM running PMR management software
= Manages, schedules and reports on the replication process

The customer shall provide and maintain sufficient storage space on each of their
Volumes and-or Datastores to cope with the growth of snapshots created during the
replication process

Physical
Replication
WEREGEIS)]

Volumes /
Datastores

Prerequisite 12: [PMR] Provide and maintain sufficient space for snapshot storage
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SVR

See also: B.1: Minimum server specifications (on page V)

= Each VMware Virtual Centre server hosting VMs requiring protection requires an
SVR Data Collector to host SVR Data Collector scripts.

= This requires the customer provide sufficient resources and OS Licenses on
their VMware vSphere farm.

= Each VM will require a software iSCSI Initiator (for example, MS iSCSI Initiator)
to be installed into each operating system by the customer before the first DR
test is performed, for servers that will require access to LUNs

SVR Data = The SVR Data Collector scripts:

collector = Are deployed by Proact during Service Transition

appliance = Are run by Proact in the customer environment on a scheduled basis throughout
the length of the SVR contract

= Comprise Windows PowerShell® and API-based scripts that deliver a
scheduled analysis of the customer’s existing virtual environment.

= Qutput environment configuration information which is uploaded to Proact’s
central SVR Tool

Prerequisite 13: [SVR] Provide vSphere resource for Data Collector appliance
Prerequisite 14: [SVR] Install iISCSI Initiators
Responsibility 17: [SVR] Ensure Data Collector scripts deployed and running for contract term

= Proact maintain a central SVR processing tool, which
= Runs in Proact’s datacentre
= Receives uploaded source configuration data from SVR data collector scripts —
for example, volume names, network VLANs
= Maps source configuration to the Proact datacentre Hypervisor & storage

environment
= Creates a set of SVR recovery scripts used to perform DR tests or to invoke DR
Central SVR = Any changes relating to the configuration of protected servers or volumes which
tool are made to the customer environment will be highlighted on the central SVR Tool

and will result in the SVR invocation scripts being updated.

= The customer must therefore inform Proact of any changes to the location, size
or name of volumes or VMs to be recovered under SVR, so that Proact may
ensure the data collector scripts are re-processed soon after the changes are
made

Responsibility 18: [SVR] Inform Proact of any changes to protected servers or volumes

2.2.3 Service connectivity

Connectivity The connectivity required for each service package is detailed in Section 2.1.1 - Package
options capabilities, on page 2

The customer’s site firewall infrastructure must support IPsec internet site to site
VPN, and a static public IP address must be used to facilitate the establishment and
Customer ongoing operation of a site-site VPN

firewall

Prerequisite 15: Provide a firewall that supports IPsec internet site-to-site VPN
Prerequisite 16: Provide a static public IP address for site-site VPN
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Proact provide and manage — for each customer — a dedicated firewall or virtual
firewall appliance in a Proact datacentre, which:

= Allows Proact to maintain the same IP address ranges of the server when

recovered in Proact’s data centre

Creates the site-to-site VPN for replication under normal running (between the

Proact customer’s site and Proact’s data centre)

datacentre Creates support dial-on-demand VPNSs for each user requiring access during DR

Firewall invocation

= Supports Active Directory authentication for dial-on-demand VPN users using the
customer’s domain controller already running at the Proact DR datacentre

= Has configurable port rules required to enable application functionality in DR (for
example, outbound ports to allow VMs to access the internet and inbound for a
web server)

= Internet bandwidth from the customer site is required for data seeding and
replication activities

= Bandwidth requirements for replication traffic vary depending on the service
package (full details are available on request)

= [Optionally] Proact can configure bandwidth throttling in order to restrict the
impact of DRaas replication. However, this may reduce the data sent and
increase RPO for VMs. The level of impact will vary depending on the change rate
of the consistency group VMs and the throttle level set

Pl = The maximum supported bandwidth between a single customer site and Proact is
100 Mbps; assuming the average latency to be 30ms or less

= In a DR scenario, Proact provides Internet bandwidth from the DR datacentre to
allow:

= VMs to download, for example: patches or Anti-Virus definition updates.
= Servers to be accessible over the internet (for example: web servers).

Prerequisite 17: Average Latency =< 30ms
Exclusion 7: Bandwidth throttling may impact RPO

Note: Up to 100 public IP addresses can be assigned to one or more servers as required.

= Proact assign an IPV4 public IP address for any in scope VMs requiring one (for

Public IP example, a web server)

addressing = Proact open appropriate firewall ports to allow applications to be contactable via
the public IP address

= Customers are responsible for any DNS changes or redirecting of applications to
the new public IP addresses
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= Proact operate an IPsec VPN over the Public Internet to facilitate remote
management of the replication management products at the customer’s site(s).
The VPN is established between Proact’s shared-platform firewalls and the
customer’s dedicated firewall or other shared or tenant firewall in a third-party or
Public Cloud environment

= Unless the customer’s firewall is also under Proact Service Management, the
customer must provide appropriate technical resource to assist Proact with the
configuration of VPNs

= Proact support specialists use an RDP session from a customer dedicated
Customer Support Serverin a Proact datacentre to connect to the replication
management GUI for the products in use at the customer site and to any

Connecting for management servers or customer systems required for the replication process (for

support or example, a customer’s NetApp Storage System).

management = In the event of VPN failure, a customer-assisted remote support session utility is used

to connect. An appropriately experienced customer administrator must be

available to:

= Host all remote support sessions for assigned Proact support specialists

= Provide access to the systems for which the incident has been raised

= Connect into the environment (over an existing LAN, WAN or VPN connection)
to access the systems for which support is needed

= Give control of their computer to the Proact support specialist who will proceed
to diagnose issues with the administrator.

Responsibility 19: Provide administrator to host and facilitate remote support session
Responsibility 20: Provide access to a server account with elevated privileges

Customer Support Server

= Used for remote service management activities

= Proact provided remote support server on an isolated VLAN in Proact datacentre
= Dedicated to a single customer — one per 50 Cls

= Securely separated from other customers’ support servers

= Equipped with a toolset appropriate to the management of the Cls

Support tools Management server

= Facilitates use of diagnostic tools and log collection

= Can cover multiple sites if all managed systems at those sites are fully routable

= Customer provided physical or virtual server running a supported version of
Microsoft Windows ® appropriately maintained throughout the contract term

Responsibility 21: Provide and maintain a MS Windows server on networks with managed Cls

= WAN/LAN connectivity

The customer shall ensure any WAN, LAN and-or Internet connectivity they
provide has sufficient symmetric bandwidth to operate the service effectively, in
accordance with Proact recommendations

= Perimeter communications devices

Customer
provided Management and security configuration of perimeter communications devices at

connectivity customer DCs and of any customer-provided communications devices terminating
dedicated WAN links into Proact datacentres are the customer’s sole
responsibility, unless specifically defined in the SOM.

Responsibility 22: Provide sufficient symmetric bandwidth
Exclusion 8 Management & security of customer-provided perimeter communications devices
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Where this service interacts with any system, application or environment not
managed by Proact, it is the customer's responsibility to ensure that it remains
[Tl TETJI T  compatible with any Proact-managed systems/applications at the hardware,
i NelShInl-iem firmware, OS, and application version levels — as recommended by Proact or its
managed vendors as best practice.

systems

Responsibility 23: Maintain compatibility of interacting external systems or environments at all
times

2.2.4 Service security

The security of the customer’s data assets is
paramount, and Proact endeavour to maintain its
approach to security in line with established
industry standard practice.

See also ...

Further details are available in the technical white
paper Proact Managed Service Security Policy.

= Proact’s infrastructure incorporates enterprise level antivirus protection.

= All Proact provisioned VMs (for example, the remote management server and
Active Directory controller), run Anti-Virus software provided and maintained by
Proact

= Anti-Virus checking is a mandatory Prerequisite on all customer servers which are
in scope of the DRaa$S solution.

= Up to date Anti-Virus software must be installed and running on all protected
servers

Virus and
malware
protection

Responsibility 24: Provide and maintain AV checking on protected servers
BEIENE= ][Nl = Secure HTTPS/TLS encryption is applied to all data connections between Proact
encryption and their customers

2.2.5 Applications and licensing

If the DRaasS solution relies on an existing active | Responsibility 25: Provide and maintain valid MS
Microsoft Software Assurance (SA) agreement, software assurance agreement

the customer must ensure it remains active for
the duration of the DRaaS contract as it is essential during Recovery or DR testing periods.

For Linux, the customer must ensure their Responsibility 26: Ensure Linux license allows
licensing framework allows VM recovery in a Recovery VMs

Proact datacentre.

= Microsoft - active SA agreement — Proact acquire the use rights from the
customer's agreement using the Cold Backups for Disaster Recovery feature,
resulting in no additional cost

Operating = Microsoft - no active SA agreement — Proact provide Microsoft Operating System

System licenses for the duration of Recovery or DR Testing using their Service Provide

Licenses License Agreement (SPLA)

= Linux — Proact acquire the OS use rights from the customer's existing agreement.
The customer must ensure that the licensing framework allows recovery of VMs in
the Proact datacentre
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Microsoft —active SA agreement — Proact acquire the use rights from the
customer’s agreement using the Cold Backups for Disaster Recovery feature,
resulting in no additional cost
Microsoft — active SA (Client Access License Only) agreement 6 — Proact acquire
the use rights for the CALs from the customer’s agreement by applying a SAL for
Application SA cost and use rights for the underlying application direct from Microsoft
Licenses = Microsoft —no active SA agreement — Proact will provide Microsoft OS licenses for
the duration of Recovery or Testing using their Service Provide License
Agreement (SPLA). Licenses available per CAL (users basis) or per CPU
= Non-Microsoft — Proact will acquire the use writes of the application from the
customer’s current agreement. The customer shall determine that the licensing
framework allows recovery of VMs in Proact’s data centre

Where Proact are provisioning licenses, they provide sufficient to:

DR invocation = Conduct DR testing over two separate months in a 12 month period
EQRABIRRESf@ - Cover the duration of any period when the customer’s systems are running from a
Proact datacentre; including the cost of such provision to the monthly bill

Replication to Proact’'s Cloud Connect infrastructure is included on all three Veeam
license versions (Standard, Enterprise, and Enterprise Plus), meaning all Veeam
customers can leverage Proact's VMR-SNAP DRaaS

= NetApp SnapMirror Product (VMR-SNAP) — NetApp a-sync SnapMirror replicates
scheduled SnapShots data for each protected storage array. Each array requires
a (customer provided) NetApp SnapMirror licence

= NetApp SnapManager products put applications into a consistent state before
taking a SnapShot

= Where application consistency is required (for example, SQL) SnapManager
products need installing, licensing and configuring prior to the implementation of
SVR

= SnapManager for Virtual Infrastructure ensures the consistency of VMs and is
required on each controller in scope. If not already in place, the customer must
purchase the appropriate licenses and configure the products

Veeam License
Compatibility

Replication
licencing

Responsibility 27: [SVR] Provide and maintain valid SnapManager license(s) if required for
application consistency
Responsibility 28: [SVR] Provide and maintain valid SnapMirror license(s)

6 Only three Microsoft applications allow this: Exchange, Skype for Business and SharePoint.
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2.3 Supporting services

= The Proact Monitoring platform monitors the service infrastructure and the status
of backup related tasks. Its near-real-time monitoring raises alerts (for example
for a failed backup jobs), which are forwarded to the Proact Service Desk.

Service package Monitored items

= Status of transfers
VMR-CDP (vmware / hyperv) = Status of relationship
= RPO alerts

= Replication task success or failure (via
VMR-SNAP (snmp) Remote hub monitoring of the customer’s
Veeam server)

= Replication task success or failure
Fls(Eul) = Agent status (up / down)
= Status of transfers

SVR (netapp) = Status of relationship
= Lag times

Monitoring

= Proact monitor the protected servers at the customer’s site ONLY where the
customer has separately contracted cover through either Proact Premium Support
Plus or Proact Service Management for Servers.

= Proact define and deploy a set of alert thresholds at implementation. These
thresholds

= Can be varied by Proact (with agreement from the customer) to ensure that
appropriate alerts are being generated
= Are reviewed as part of the Service Transition workshop.

Exclusion 9: The monitoring of source customer devices or servers is out of scope
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= Provides 24x7x365 support and management of the service and supporting
infrastructure — see
= DR Testing, Invocation and Failback

Testing and Invocation Methodolog

= Proact undertake regular DR tests to verify the
documented recovery procedures and underlying
technical configuration remain valid and up-to-date.

= Tests are performed by creating an isolated network
environment into which systems can be recovered
without impacting or polluting the live environment.
This is also referred to as a “Bubble Test".

= Any changes made to VMs within a DR test are lost
on completion, so customers should ensure not to
write critical data to VMs during this period.

= The roles and responsibilities for DR Tests are
documented in a customer-specific DR Plan. All tests
require customer involvement, to perform any
application, network or user configuration that remains
within their responsibility, and to ensure that their
environment is working correctly. As such, the
customer’s administrators:

= Will be provided with Cisco Client VPN access to the
recovery environment to test applications and data
availability

= Shall adhere to all agreed responsibilities as
documented in DR Plan.

= Are responsible for additional steps to make the
environment usable for their end users

Proact will issue DR Test Report following each test,
detailing the test success criteria adherence and the
recovery timings

= In the event of an unsuccessful DR test, Proact will
repeat the corrected process within one calendar
month.

Proact's Change Control process ensures changes
made to a protected site or protected servers are
included in the DR procedure and scheduled for
inclusion in the next DR test.

If the customer invokes DR before the scheduled test
of any changes made to the source systems (such as
the addition of new VMs or applications), then DR
may not be successful, requiring additional remedial
tasks.

The test will be deemed to be successful if the
unchanged elements are recovered successfully

Proact Service desk

DR Testing

See also: Recovery Process (App. B.4:, on page VI)

Responsibility 6: Ensure no critical data written during DR test
Responsibility 7: Participate in DR testing
Exclusion 4: Untested protected site & server changes
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See also: Appendix B.4: Recovery Process (on page V)

= Proact initiate recovery of the customer’s protected
systems according to the agreed DR plan, on receipt of
an authorised customer request to invoke DR

= The invocation will include:

= Recovery of protected servers as VMs running in the
customers tenant environment in Proact’s datacentre

= Connecting any other replicated datasets to the
recovered servers

= Making all recovered systems accessible over a Dial-
on-Demand VPN, and-or over the public internet,
according to the agreed design.

= The roles and responsibilities for DR Invocation are
documented in a customer-specific DR Plan.
Recoveries require customer involvement, to perform
any application, network or user configuration that
remains within their responsibility, and to ensure that
their environment is working correctly. As such, the
customer’s administrators:

DR Invocation = Will be provided with Cisco Client VPN access to the
recovery environment

= Must deployed the VPN Client onto each user device
(for example, laptop or home PC) requiring access
during DR, unless access is facilitated by a customer-
provided WAN link or other site-site VPN

= Shall adhere to all agreed responsibilities as
documented in DR Plan.

= Are responsible for any additional steps required after
recovery to restore application functionality and make
the environment usable for end users

= Are responsible for any DNS changes and for
redirecting user and-or application traffic as required

Responsibility 8: Adhere to responsibilities documented in agreed
DR plan

Responsibility 9: Re-pointing DNS and-or redirecting traffic
following DNS changes

Exclusion 5: Any additional steps after recovery to restore
application functionality

Responsibility 10: Install Cisco VPN Client on user devices to allow
connection in DR

Where DR is invoked by the customer, and systems are
successfully failed over to operating from Proact's DR
datacentre, failback to the production site (that is, the
protected site) is excluded from the DRaaS offering.

VMR, PMR and SVR solutions fully support failback to the
production site but the effort, tasks and equipment
required to failback will vary depending on the reason for

: the initial outage and the length of time the protected
Failback to servers are run from Proact’s data centre.

FIOGUCHONSIE Proact Professional Services will undertake the required
work as a standalone project to be scoped and costed at
the time of request, and will require customer participation
to identify, agree and plan the tasks and associated
impact.

Points for consideration include:
= |s failback to the same site possible?
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Is production equipment reusable?

How long since DR invocation?

Is a full reseed required?

Is bandwidth available for replication back?

What issues effect the switch back to production running? For
example, out of hours.

Exclusion 6: Failback to production site, except as a standalone
additional-cost project

Service infrastructure (Section 2.2, on page 13)

Initiates DR invocation in response to authorised user requests

= Handles events, requests, queries and incidents raised by authorised users only,
whether by phone, e-mail or self-service support portal

Handles Change Requests (CR) in accordance with Proact's Change
Management process.

Resolves problems with, applies changes to and maintains the patch state of, the
service platform in accordance with Proact's change management process
Makes configuration changes on request (for example, changes to replication
schedules or the scope of protection).

Proact provides customer-nominated administrators with access to a Self-service
support portal through which they can:

I e e - Create new and update existing Incidents for investigation;

support portal = Create new and update existing Changes from a Change catalogue

The credentials assigned to users are for their sole use. Shared accounts are not
available.
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3 Available service levels

This section identifies the service level measures applicable to this service — see Table 1
(below)

Customers should consider these measures in the context of the general terms and
conditions described in full in the Proact Service Level Agreement document, which may be
viewed at this web address: http://www.proact.eu/terms.

- = DRaaS
Availability =« Comms — Internet

= Incidents
= P1
= P2
= P3
= Changes
= Standard
= Normal
= Emergency

Table 1: Available service level measures

Response time
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4 Service deliverables

These sections provide more detail about the deliverables that make up the Service package
described in Section 2.1 (on page 2).

4.1 ITIL processes
: : N
Proact monitor, support and manage the service The Proact Customer Service Operations Guide

infrastructure using proces_ses aligned with the provides full detail on how Proact deliver and
ITIL framework for IT Service Management. operate these process.

This section summarise the processes’ key
capabilities and deliverables.

The Proact monitoring platform continuously monitors the service
infrastructure to:

\[Eif i = Deliver near-real-time device monitoring
monitoring = Collect metrics for analysis
Event = Identify alert conditions and thresholds breaches
management = Send triggered alarms to the Service Desk

Alert The Proact Service Desk responds to triggered alarms, analysing,
notifications investigating and taking appropriate remedial action.

Event Proact process all alerts (not just critical alerts), taking the
handling appropriate action to resolve the issue (if required.

The Proact Service Desk provides an escalation path for the
Service desk customer’s administrators when assistance is required with
software issues, firmware issues and hardware faults on Cls.

= Proact Service Desk escalates alerts to its technical teams for

: resolution as appropriate

Incident = Proact Service Desk inform the customer’s nominated contact of
Management any service impacting alerts and the resolution timeframe

Incident = For incidents categorised as P1, Proact take whatever action is
Response

required to restore operation and-or to minimise any service
down time.

= Proact co-ordinate any product vendor involvement necessary to
achieve resolution of an issue.

= All changes to the service infrastructure are performed under the
Proact Change Management process
Change Controls = Proact perform changes to the service infrastructure only when
authorised to do so by a CAB approved Change Request (CR)

Management
= Proact use management tools and management servers to
Tools perform changes where compatible and appropriate.
= Proact’s proactive problem management processes help avoid
recurring issues.
Pre-emptive = Proact applying patches, bug-fixes and upgrades to the service
maintenance infrastructure in line with best practice.

= Proact maintain problem records in the CMDB to aid
identification and prompt resolution of issue.

Proact perform regular incident trend analysis to proactively identify
"1 -uele any reoccurring service infrastructure problems and their root
causes.
Capacity Proact monitor and respond to service infrastructure threshold breaches and growth
management forecasts to maintain agreed performance levels and adequate capacity for growth.

rSee[:x:’E[:i?]g Proact provide quarterly service review reports through their Service Delivery team

Public - Freely Distributable Published 01 September 2017
Disaster Recovery as a Service — Service Definition DocumentSDXDR-01 Page 27

Problem
Management




Continual
Service
Improvement

Configuration &
Knowledge
Management

4.2 Resources

Deliverable Frequency
Service Desk — Continuous
contact number

Proact Self- _
service support Continuous
portal

Proact Self-

Sl Continuous

management
portal

PROACT

Proact manage service improvement plans which track recommendations for
changes to improve service provision.

= Proact maintain a definitive record of the service infrastructure in a CMDB
= Proact maintain a knowledge database to allow support teams to efficiently
resolve known issues and find supporting information.

Description and content summary

= Proact provide the customer with a 24x7x365 service desk
telephone number for the purpose of reporting incidents and
raising Change Requests (CRs) for Configuration Items (CIs)

= Calls are logged on receipt, and will be acted upon within the
customer's contractual service window

= The Proact Service Desk and Proact Self-service support
portal are accessible to named individuals only; not to the
customer’s users in general. Proact do not offer end-user
support.

Exclusion 10: Unauthorised use of the Proact Self-service support portal
and-or Service Desk

The customer is provided with access to the Proact Self-service
support portal via the internet. Using the portal the customer can:

= Create new and update existing incidents for investigation

= Create new and update existing CRs from a change catalogue

= View their Cls on the CMDB

= Proact provide each named individual with an account for their
sole use, with their username being their email address. No
shared accounts are provided.

Note: VMR-CDP and VMware vSphere ONLY
See also: Appendix C: Self-Service Management Portal (on page 1X)

= Customers using VMware as their source hypervisor will have
access to an HTTPS-based self-service management portal,
either at the customer’s site, or in Proact’s datacenter, which
allows the customer to view the health and performance of VMR-
CDP replication jobs.

= Use of the portal requires the customer to maintain a minimum
level of browser version

Exclusion 11: [VMR-CDP] No self-service portal available for Hyper-V
Prerequisite 18: [VMR-CDP] Use minimum browser versions required for
Self-service management portal access

4.3 Operational Activities

Deliverable

Incident

Management —
Replication
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Frequency

Continuous

Description and content summary
= Proact monitor the success state of replication relationships
using the Proact Monitoring platform, which:

= Generates alerts for failed jobs and replication lags
= Forwards alerts to the Proact Service Desk

= Proact will ensure that failed transfers for any relationships
which breach agreed thresholds for replication lag are re-run,
and for repeat failures will contact the customer to jointly
troubleshoot the problem.
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Deliverable Frequency Description and content summary

= Proact maintain the infrastructure to a standard that enables
its availability to at least match the agreed service level

= Proact provide planning and implementation of upgrades

Maintain platform and-or patches to software and firmware on the underlying

infrastructure Continuous platform infrastructure

resources = Proact make configuration changes to customer IP

addressing, certificate changes and IP routing on Proact

communication devices located in a Proact datacentre when

requested by the change control process

= Proact endeavour to provide, by email, advanced notification
of any planned maintenance activities, either by Proact or by
its third-party providers, at least five working days in advance
of the maintenance commencement

= Where maintenance is required more urgently, to prevent a
longer outage or a security incident, or due to third-party
provider timescales, Proact may give less notice than five
working days

Planned As required = The customer must inform Proact whenever they intend to

maintenance perform any maintenance to sites, networks or other devices

that may affect the availability, communicability, performance

or integrity of any system monitored or managed by Proact

See also: Proact’'s Customer Service Operations Guide, where this
requirement is described further

Responsibility 29: Provide 24 hours’ notice of planned maintenance
involving any ClI

Proact extend storage capacity in line with contractual limits
As required where storage volumes reach certain thresholds to ensure that
they do not run out of space.

Storage Capacity
Management

= Proact, on request, make changes to the scope of servers
and datasets protected by DRaaS. Proact define the allowed
changes during transition, but they typically include:

= Adding new volumes to protected servers
= Expanding existing volumes
= Creating new consistency groups
On request = Changing replication schedules
= [Optionally] Proact can provide protection for additional

servers, with charging based on their vRAM and storage
requirements.

Configuration
changes

Note: Proact document a full list of changes as part of the service
transition process.

Proact undertake two tests in each twelve-month period (dated

from service commencement).

= Tests are performed on dates determined and agreed during
transition, ideally six months apart

= Proact conduct the initial DR test during the service transition
phase, and this test represents one of the two tests allowed
in the first 12-month period.

= All tests are conducted during normal Proact business hours.

= Any requirements for out-of-hours testing, or for additional
DR Tests within a 12-month period will be chargeable and
undertaken only at Proact’s discretion

Twice per

DR testing year
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Deliverable Frequency Description and content summary

Following = Proact initiate recovery of the customer’s protected systems
_ authorization according to the agreed DR plan, on receipt of an authorised
DR Invocation by Customer customer request to invoke DR
ina DR
scenario See also: Recovery Process (App .B.4:, on page VI)

4.4 Service Guides, Documents and Reports

Proact provide — and maintain as required throughout the contract term — the following
service guides, operational documents and reports:

Deliverable Frequency Description and content summary

Service A schedule of the customer’s contracted services and
e Contract ;

Specification associated charges.

Contract Proact’s standard Service Level Agreements.
Agreements

Contract Proact’s terms and conditions for all services.
conditions

Managed Start-up How customer services are transitioned into live operation.
Service

Transition Guide

Customer Start-up The activities the customer must perform before the service can
Prerequisites be commissioned.

Guide

Customer Ongoing A guide to how Proact operate customer service, how to
Service communicate with Proact and how to best use the service.
Operations

Guide

Proact produce and maintain a SOM document, which details the
scope of the services provided, including:

= Services and service levels

= Customer contacts

Service = Locations and environments

Operations Ongoing - Cls

Manual = Change management contacts and classifications

= Incident management processes and contacts

= Monitoring Thresholds and defined event response actions
= Regular scheduled operational activities

= Data protection schedules.

A customer-specific Disaster Recovery plan for testing and
invoking DR, including:
= Disaster recovery service overview
= Location & access model
= Roles & responsibilities
Ongoing « Communication model
= Authorized persons for DR
= Service level agreements
= DR test/ invocation process
= DR test/ invocation verification
= Success criteria

After each A report on the timings, success status and SLA adherence
DR Test Report  piSl R status of a completed pre-planned DR Test
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Deliverable Frequency Description and content summary

A quarterly Service Review Report showing backup
performance statistics, for example:

= Incident & change statistics
= Incident response times

; ; = Incident by category
gzgéc;te(g;\)new Quarterly « Incident logged by method
= Incident and change log
= Bandwidth usage
= Storage capacity reports

Note: This is an example report. Technical content is subject to change

Major Incident Per Major = In the event that a major incident occurs, for which Proact are
Report Incident responsible, Proact provide a MIR detailing the following:

= Timeline of the incident
= Root cause analysis

= Workarounds employed
= Remedial actions

= Lessons learned

= SLA status

= Proact aim to complete the MIR and deliver it to the customer
within ten working days of the resolution of the incident.

SEevice Transier  efiliclo Proact’s policy for handling data and asset returns at end-of-
Policy contract.

Senvice Transiers il =sloNe)i A plan for handling data and asset returns for the customer, in
Plan contract accordance with the Proact Service Transfer Policy.

4.5 Meetings

The following meetings will be held between the Customer and Proact as part of this service:

Deliverable Frequency Description and content summary

Service Review Quarterly A Service Review teleconference meeting is held between the
Meeting customer, their assigned SDM and Account Manager to discuss
the performance and use of the service, and identify any future
requirements for expansion, integration or additional services.

This meeting takes place following delivery, by email, of each
period's Service Review report and covers the following agenda
items at a minimum:

= Review of Proact’s performance against SLAs

= Review of any high-impact Incidents or Problems from the
reporting period

= Review of capacity (where relevant)

= Recommendations by Proact for any non-essential remedial
work or upgrades that should be considered

= Review new Proact technologies / services as appropriate

= Overview from the customer of any relevant forthcoming
projects and plans that may require assistance from Proact

= Overview from the customer of key priorities for the next
period

= Review usage and consumption of licence entitlements where

relevant

Review of the SOM, and any other service-specific

documentation that requires regular customer review.

= A review of system capacity growth, performance, risks and
other technical observations and recommendations.
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Deliverable Frequency
Weekly,
Service Fortnightly or
Improvement Monthly, as
Plan Meeting preferred by

the customer

Other Meetings  [8jed
by Request Request

Public - Freely Distributable

Description and content summary

= Proact hold a teleconference meeting to review the SIP with
the customer

= The frequency of this meeting is jointly agreed between
Proact and the customer, and may be varied throughout the
term of the contract as required.

Proact join teleconference meetings and, according to
availability, any other meetings requested by the customer.

Meetings may involve third parties of either Proact or the
customer, but there must always be a representative of both
Proact and the customer in attendance.
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5 Service transition

Proact use a standard methodology for
transitioning the customer’s services into live

operation.

This methodology is described in full in the Proact
Managed Service Transition Guide.

Transition prerequisites

= General prerequisites are detailed in the Proact
Customer Prerequisites Guide

= Service-specific prerequisites are summarised
in Chapter 8 (Service demarcation) of this

document.
Proact follow a Stage 0-6 model for all Service
Transitions (Figure 5 below).
Figure 5: Stage 0-6 transition model
Start Up Design and Planning Testing and Training Transition to service delivery

ssssssese

ssessses
esesssese
ssesssee

o—0—0—0—0—00——=0

Meetings

Data seeding

Data migration

sssssses
ssssses
seseses

Initiation Implementation Go Live

Service transition workshop

The Customer is required to attend a Service Transition workshop and any further
workshops required to complete the detailed service and technical design, and
make available appropriate service and technical personnel with suitable skill sets at
these meetings.

= Service owners and-or technical owners for any applications or systems that are
in scope for replication and recovery

= Technical owners for any supporting infrastructure needed to allow Proact to
access and monitor the in-scope Cls (for example, network engineers, for creating
VPNs and firewall rules)

= Project manager, if the customer has chosen to use one.

Project Closedown

The Customer is required to attend a Project Closedown meeting to formally close
projects for transitioning new services into operation.

Prerequisite 19: Provide appropriate customer representation at transition workshops
Responsibility 30: Provide appropriate representation at project closedown workshop

= Seeding of the protected servers and other datasets will by default be performed
over the Internet via the Site-to-Site VPN/Tunnel. Once the data is seeded, only
the change data is replicated (which is performed at a block level).

= The customer may request Proact seed data using a physical appliance shipped to
the customer’s site; this is a chargeable service which will be quoted separately.

Migration of workloads and datasets from legacy systems to systems in scope of
recovery is not included in this service — see Additional services (Ch. 7, on page 36)

Exclusion 12: Data migration is excluded from the scope of service transition
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= Using the Proact Self-service support portal

Proact provide, on request, a single remote web-based training session to the
customer’s administrator(s) covering the access and use of Proact’s Proact Self-
service support portal, to supplement the instructions provided in the Proact
Customer Service Operations Guide

= Using the Proact Self-service management portal
A Proact engineer will provide a single remote web-based training session to the
customer’s administrator(s) covering the access and use of Proact's Self-service
management portal for DRaa$S, which will include:

= How to access the self-service management portal
= How to view view protection health and performance

Training

sessions
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6 Service charging policy

Proact’s monthly invoicing and flexible usage ,
) . Proact base the charges for the solution on
models free the customer’s capital budgets. usage information provided and on assumptions

. s made on the basis of that information, all of which
Self-service portals and intrinsic infrastructure forms part of the contractual agreement. Any

support minimise mundane operational _tasks, prolonged and significant variation in usage may
freeing the customer’s focus for strategic require a reassessment of the charges.

business projects.

Whilst changes to storage assignment can be Exclusion 13: [VMR-CDP] Conversion of disk
accepted, the storage capacity is defined at the provisioning model may increase storage charges

start of the contract based upon the current VM
disk size and format. So, for example, converting VMDK files from thin-provisioned to thick-
provisioned during the contract may impact consumed storage space leading to increased
storage charges.

Table 2: Service charging-model

Item Allocation model

Contract term 12 — 60 months

= Set-up charge according to the types, sizes and configuration of the Cls
selected by the customer to be protected.

= Minimum commit and Flexible charge according to the types, sizes,
configuration and location of the Cls selected by the customer to be
protected. For example, the quantity of

Charging basis = Compute resource pools
= Servers/VMs
= Tiered capacities
= Operating systems
= Applications
= Communications
= Charge based on Milestones or Time & Materials for set-up charges

= Monthly or quarterly in advance for Minimum commit charges
= Monthly or quarterly in arrears for Flexible charges

Minimum
commitment
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7 Additional services

Customers should contact their Proact Account Manager to discuss the available options,
some of which are shown in Table 3 (below).

Service change

Service
upgrade

Bespoke
services

Complementary
services

Table 3: Service change options
Adding new feature sets requires updating the service design and-or architecture,
unless otherwise specified in this document. Proact can perform this on a separately
chargeable consultancy basis

Service review upgrade — A quarterly remote service review meeting is included as
standard. It can be upgraded to monthly and-or delivered onsite instead of via
teleconference at additional cost.

Proact Professional Services can be engaged to assist with a range of bespoke
services including, but not limited to:

= Migration of workloads, datasets and monitoring configurations from legacy
systems to systems under Proact service management

= Out of scope support — Proact can provide support and professional services for
out of scope equipment

= Service transfer and end-of-life — Any bespoke activities required by the customer
outside of the Service Transfer Plan can be provided using Proact Professional
Services — See also: Proact Service Transfer Policy

Proact provides a range of services complementary to DRaas including, but not
limited to:

= Infrastructure as a Service — Proact Hybrid Cloud (PHC)

= A secure, scalable on-demand cloud solution
= Full control of the customer’s virtual estate
= Speedy, agile deployment

= Monitoring, Support and Service management
= Proact Premium Support Plus
= Proact Service Management

= Backup as a Service

= Uses enterprise-class technology
= Delivers a highly available platform for securing data assets
= Replicates mission-critical data to a secure Proact datacentre.
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8 Service demarcation

This chapter identifies the prerequisites, responsibilities and exclusions upon which the
delivery of the service defined in this document depends.

Prerequisites

Responsibilities

Prerequisite 1: [VMR-CDP] Define required consistency groups .......c.cceeeevveveereenennens 3
Prerequisite 2: [VMR-CDP] Provide compute resources for HRP & VRM ............... 14
Prerequisite 3: [VMR-CDP] Provide a Windows server for VRM .........cccccccevevennne 14
Prerequisite 4: [VMR-SNAP] Provide and maintain an operational Veeam

[0 =T 0] [0)Y7 0 0 =1 0 | TSRS 15
Prerequisite 5: [VMR-SNAP] Provide a Windows server for Veeam Proxy.............. 15

Prerequisite 6: [VMR-SNAP] Deploy virtual/physical remote server for monitoring
hub Responsibility 15: [VMR-SNAP] Maintain HW/OS of customer-provisioned
MONITONING NUDS ..ottt s b e 16
Prerequisite 7: [VMR-SNAP] Provision internet connectivity for monitoring traffic... 16
Prerequisite 8: [VMR-SNAP] Configure static public IP address for monitoring

ETAFTIC .ot 16
Prerequisite 9: [VMR-SNAP] Configure firewall port TCP 38001 outbound ............. 16
Prerequisite 10: [VMR-SNAP] Provide and maintain sufficient space for snapshot
ES100] =T = SRS TP 16
Prerequisite 11: [PMR] Permit agent deployment............cccveveevernienenenienenesesienens 16
Prerequisite 12: [PMR] Provide and maintain sufficient space for snapshot

L5170 = 1o [PPSR PRPROPPIN 16
Prerequisite 13: [SVR] Provide vSphere resource for Data Collector appliance...... 17
Prerequisite 14: [SVR] Install iISCSI INIAOrS..........coveereererieene e 17
Prerequisite 15: Provide a firewall that supports IPsec internet site-to-site VPN ..... 17
Prerequisite 16: Provide a static public IP address for site-site VPN ...........ccccceue.e. 17
Prerequisite 17: Average LatenCy =< 30MS......cccoererererireriereneseenese s seesesseseenens 18
Prerequisite 18: [VMR-CDP] Use minimum browser versions required for Self-
service management POrtal ACCESS .......couiirieiririeierine e e 28
Prerequisite 19: Provide appropriate customer representation at transition
(04 ] o] oL TSRS 33
Prerequisite 20: Assist joining AD domain CONtrollers ...........ccoceeeienenenenencnieeenns Vi
Responsibility 1: [VMR-CDP] Install VMR-CDP software on target servers............... 3
Responsibility 2: [VMR-SNAP] Schedule application consistent checkpoints............ 5
Responsibility 3: [SVR 7-mode ONTAP] Maintain ONTAP version in line with
PrOACES VEISION ...ttt ettt bbb b e se bt nne s 9

Responsibility 4: [SVR] Create datastore volumes dedicated to VMs required in DR9
Responsibility 5: [SVR] Implement and schedule appropriate application consistency

PONCY .ttt b bbb bbb bbb bbb bbb n b e 9
Responsibility 6: Ensure no critical data written during DR test.........cc.ccoeeveveneenne 11
Responsibility 7: Participate in DR teStNG ........cccoiiririireneeee e 11
Responsibility 8: Adhere to responsibilities documented in agreed DR plan ........... 12
Responsibility 9: Re-pointing DNS and-or redirecting traffic following DNS

(o] = Tp (o 1= OSSR 12
Responsibility 10: Install Cisco VPN Client on user devices to allow connection in
DIR ettt bbb bR e b e bt bbbt b bt n e 12
Responsibility 11: Ensure that at least one Domain Controller is replicated for use in
DR TESES ...ttt ettt e ettt b e b b et an e ae e sae e sae e naeenre e 13
Responsibility 12: [VMR-CDP] Run VRM & HRPS 24X7X365 .........cocovurenericreerinen. 14
Responsibility 13: [VMR-CDP] Maintain, secure & patch VRM..........ccccoceveiinnnnne 14
Responsibility 14: [VMR-SNAP] Maintain Veeam version in-line with Proact’s
V=TT L IR = 7o o USRS PSP 15

Prerequisite 6: [VMR-SNAP] Deploy virtual/physical remote server for monitoring
hub Responsibility 15: [VMR-SNAP] Maintain HW/OS of customer-provisioned
1) Ty 0] o TN T o 16
Responsibility 16: [PMR] Maintain 24x7x365 untampered running of Agents.......... 16
Responsibility 17: [SVR] Ensure Data Collector scripts deployed and running for
CONMIACT TEIMN ...ttt ettt h e bbbt e e s nesaeesaeesheesae e bt easeenneennesneanreans 17

Public - Freely Distributable Published 01 September 2017
Disaster Recovery as a Service — Service Definition DocumentSDXDR-01 Page 37



PROACT

Responsibility 18: [SVR] Inform Proact of any changes to protected servers or
VOIUIMIES ..ottt sttt h et s e et e bt eb e e st e a e e e e e e beseesbesneenee e enseneeseeneas 17
Responsibility 19: Provide administrator to host and facilitate remote support
LTSS To o SRRSO 19
Responsibility 20: Provide access to a server account with elevated privileges. ...... 19
Responsibility 21: Provide and maintain a MS Windows server on networks with
LTz 1= To =T I O £ 19
Responsibility 22: Provide sufficient symmetric bandwidth...........c.ccoccooviveiciennnnne 19
Responsibility 23: Maintain compatibility of interacting external systems or
enVIroNMENtS At All tIMES ......ooueiuiiieee e see s 20
Responsibility 24: Provide and maintain AV checking on protected servers............ 20
Responsibility 25: Provide and maintain valid MS software assurance agreement. 20
Responsibility 26: Ensure Linux license allows Recovery VMS.........cccccoceeeevenenine 20
Responsibility 27: [SVR] Provide and maintain valid SnapManager license(s) if
required for application CONSISIENCY ........ccciiirirereiee et 21
Responsibility 28: [SVR] Provide and maintain valid SnapMirror license(s)............. 21
Responsibility 29: Provide 24 hours’ notice of planned maintenance involving any

L ST ST USSP TSP PRTRTPPRTSRPUROR 29
Responsibility 30: Provide appropriate representation at project closedown
(0] ] Lo o SRS 33
Responsibility 31: Ensure application CONSISIENCY ........cccooeveirereienenieiereneeseseee VI
Responsibility 32: Identify alternative consistency method for unsupported/non-VSS

Exclusion 1: [VMR-CDP] Existing VM snapshots are not replicated.............ccccevuenen. 3
Exclusion 2: [VMR-SNAP] Existing VM snapshots are not replicated ..............cc..c..... 4
Exclusion 3: [PMR] No more than 10 replication jobs can be run concurrently.......... 7
Exclusion 4: Untested protected site & server Changes.........ccooveveieverenieneneeenienens 11
Exclusion 5: Any additional steps after recovery to restore application functionality 12
Exclusion 6: Failback to production site, except as a standalone additional-cost
810 = PSSR 12
Exclusion 7: Bandwidth throttling may impact RPO ..........ccoceveiiveiniennneeneneeesieens 18
Exclusion 8 Management & security of customer-provided perimeter
COMMUNICAIONS UEVICES.......eiueeeeeieieie e sie ettt e et tesrestesseeseeneeneeaeseens 19
Exclusion 9: The monitoring of source customer devices or servers is out of
Exclusions S ToTo] o1 TP TP VPP URRRTPPRTRTN 22
Exclusion 10: Unauthorised use of the Proact Self-service support portal and-or
SEIVICE DESK.. ettt seente s neene e e e aennenne s 28
Exclusion 11: [VMR-CDP] No self-service portal available for Hyper-V ................... 28
Exclusion 12: Data migration is excluded from the scope of service transition........ 33
Exclusion 13: [VMR-CDP] Conversion of disk provisioning model may increase
SEOTAGE CNAIGES ... ittt et e b e b bt a e st e saesbesne s 35
Exclusion 14: Protected servers not meeting support criteria are out of scope.......... Il
Exclusion 15: [AD] Additional charges for >1 AD Domain Controller at the recovery
5] (= S \%
Exclusion 16: Support and management of AD iS N0t iN SCOPE......ccccevvrvrereeereenn. \
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Abbreviation

Application
consistent

Availability SLA

Change advisory CAB
board

Change request CR

Configuration item Cl

Configuration
management CMDB
database

Contract change CCN
note

Contractual SLA

Customer service

. . CSOG
operations guide

Customer service

specification

Customer support
server

-

Dashboard
DC

Disaster recovery DR
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Definition

A type of backup whereby an application is quiesced (put
into a consistent state with all transactions committed) prior
to the data being backed up

Availability service level agreements, typically defined in
terms of service up-time, are particularly applicable for
infrastructure and service provision arrangement where a
continuous IT service is provided.

Delivers support to a change management team by
approving requested changes and assisting in the
assessment and prioritisation of changes.

A document requesting a change to an item within the scope
of the contracted service, or to the service itself

A hardware, firmware, software or other item monitored,
supported and-or managed by Proact. That is, it is included
in the agreed list of in-scope items as an item covered by the
selected service

A repository for information technology installations. It holds
data relating to a collection of IT assets

Contract change notes are used to document amendments
to contractual commitments during the contract term

A Contractual service level agreement defines the
boundaries of responsibility between customer and supplier,
sets standards of performance and defines the measurement
of service performance.

It commits the supplier to delivering to required service levels
and identifies the consequences of failure, usually in the
form of service credits or other compensation.

The Proact Customer Service Operations Guide. A guide to
how Proact operate customer service, how to communicate
with Proact and how to best use the service.

Defines the service configuration to be deployed for a
specific customer

The Customer Support Server is a Proact provided remote
server used for remote service management activities

Customer-site refers to a geographically-local collection of
in-scope customer networks, devices or resources, whether
they are physically located on customer premises, in a
Proact or third-party provider datacentre, or in a Proact or
third-party public or private cloud.

A view presented via a Proact Portal or application that
shows the current service status and a summary of
performance and usage.

A data centre is a facility used to house computer systems
and associated components, such as telecommunications
and storage systems

The process of restoring and assuring the continuation of
essential IT services in the event of a disaster disrupting
normal operation.

Published 01 September 2017



Term Abbreviation

Exclusion

Information

Technology ITIL
Infrastructure Librar

IT Service

Management ITMS
system

Logical Unique

Major incident

Major incident report JII

Monitoring threshold

Network attached NAS
storage

Network operations NOC
centre

Near-real-time

Operating System (OX)
System

Prerequisite

Proact Premium PS
Support

: Proact
Proact Premium Premium

Support Plus

Public IP Address

Remote desktop RDP
protocol

Support Plus

Remote support
utility

Public - Freely Distributable

PROACT

Definition

Exclusions are, for the purposes of this document, items
outside of the scope of this service contract for which Proact
are not liable.

A set of practices for IT service management that focuses on
aligning IT services with the needs of business.

The system used by the Proact Service desk to manage
events, incidents, problems and changes

A data container within a storage system, mounted to a host
OS for storage of data

The parties and process for declaring an incident a major
incident are agreed during service transition.

Whilst no formal ITIL definition exists these are typically
incidents with significant corporate impact over and above a
P1 incident, which do not require invocation of disaster
recovery.

Major incident reports identify incident timeline, root cause,
workarounds and-or remedial actions and lessons learned

The monitoring threshold is the trigger value beyond which
an alert will be raised.
See also — threshold breach

Typically a NAS is a single storage device that operates on
data files

A location from which Proact deliver their monitoring, support
and or management services.

Near real-time (in telecommunications and computing) refers
to the time delay introduced by automated data processing
or network transmission between the occurrence of an event
and the use of the processed data (for example, for display
or feedback & control purposes).

The program which, after initially loading, manages the other
programs in a (virtual) machine. The installed applications
make use of the operating system. For example, Microsoft ®
Windows ®, Windows Server ® and Linux ®

See — Operating System

Prerequisites are, for the purposes of this document, tangible
resources, actions or commitments without which the service
cannot be initiated and whose provision and maintenance
(where applicable) is the responsibility of the customer for
the duration of the contract.

Proact Premium Support is Proact’s proven break-fix support
solution

Proact Premium Support Plus is Proact’s proven monitoring
solution

IP address that can be accessed from the public internet.

Remote desktop protocol provides remote display and input
capabilities over network connections for Windows-based
applications running on a server.

Remote support utilities provide the ability to connect to and
remotely control a host computer (examples include,
LogMeln Rescue and Cisco WebEXx)
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Term Abbreviation

Replicated system

Response-time SLA

Responsibility

Recovery time RTO
objective

Storage area

Service delivery SDM
manager

Service SIP
improvement plan

Service operations
manual

SOM

Service transition

Service level SLA
agreement

Symmetric
bandwidth

Threshold breach

Trend analysis

Virtual Appliance

Virtual Machine VM

Public - Freely Distributable

PROACT

Definition

A system which is mirrored remotely for backup and-or
disaster recovery purposes

Set of virtual resources (compute, storage) available to one
customer.

Response time service level agreements define the time
taken to respond to a reported event.

Responsibilities are, for the purposes of this document,
ongoing actions or commitments necessary to sustain
service delivery, which must be maintained for the duration
of the contract

The targeted duration of time within which a business
process must be restored after a disaster in order to avoid
unacceptable consequences associated with a break in
business continuity

Typically a SAN is a local network of multiple storage
devices that operate on disk blocks

Proact service delivery managers oversee the delivery of a
service or service technology to the customer. The SDM
establishes policies designed to ensure consistently high
service performance, monitors the delivery and responds to
customer feedback to develop quality improvement
processes.

The Proact maintained service improvement plan logs and
tracks the status of any technical or service issues
highlighted by the customer or by Proact in relation to the
service provided

The Service operations manual details the scope of the
services provided.

The process of transitioning a contracted service from
planning through to a live delivery state.

An official commitment to the level of service provision that
prevails between a service provider and their customer

Bandwidth with equal upload and download speed

In the context of the Proact Monitoring Platform a threshold
breach occurs when an event on a monitored item exceeds a
pre-set threshold. For services that include monitoring,
Proact define these thresholds and agree them with the
customer during the service transition stage, they are
maintained throughout the contract term.

See also — Monitoring thresholds

Analysis of data to identify patterns. Trend analysis is used
in problem management to identify common points of failure
or fragile configuration items.

A user is a customer defined entity that allows an
administrator to login to Proact’s Self-Service Portals.

A predefined VM-image which consists of OS and a single
application.

A Virtual Server, or Virtual Machine, is an Operating System
which runs in a container within a hypervisor host, and
imitates a hardware server.
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Term Abbreviation | Definition

A disk file attached to a virtual machine which can be
VirttiaViachine DISKEEVAY 5] ¢ formatted and utilised for local storage by the VM’s
Operating System

A VPN is a secure tunnel between either two sites (site-site

N Ilzrivate VPN VPN) or between a client and a site (Client VPN, or Dial-on-
NNEHIOF demand VPN)

A WAN is a routable extension of a customer’s network to
WIGEYNCEINETG el WAN

other sites, such as Proact’s datacentres

Public - Freely Distributable Published 01 September 2017
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Appendix A: Supportable infrastructure

This section lists devices and applications supported by DRaasS. It is included for ease of reference
only, the latest DRaaS Support Matrix remains the definitive source.

A.l: Supported protected servers
This service will protect only servers meeting all the following criteria:

® The operating system developer currently supports the installed operating system’s
release and patch level, which is not end of life.

® The application developer currently supports the installed application’s release and patch
level, which is not end of life.

Proact actively support the operating system and application combination within the
selected service package(s) — see: Appendix A: Supportable infrastructure (above)

The customer can request that a server not Exclusion 14: Protected servers not meeting
meeting the above criteria be included in scope support criteria are out of scope

with Assisted Recovery only (see Appendix A.7: on
page V), using an exception request. Proact will review each exception request on a case-by-
case basis and may choose to impose additional prerequisites, apply additional exclusions
or impose additional limitations.

A.2: VMR Protected Infrastructure

VMR supports protected servers running on source devices listed in Table 4 (below)

Table 4: VMR-supported source devices

Infrastructure

Type Product Version

VMware vSphere vSphere 4.x
VMware vSphere vSphere 5.x
VMware vSphere vSphere 6.0
Microsoft Hyper-V Windows 2012 R2
Virtual Any
Virtual Any

A.3: PMR Protected Infrastructure

PMR can protect most physical servers running Microsoft Windows or Linux, provided that the
Operating Systems is supported.

A.4: SVR Protected Infrastructure

SVR supports protected servers running on source devices listed in Table 5 (below).

Table 5: SVR-supported source devices

Infrastructure
Type Product Version
Hypervisor VMware vSphere ESX3.x

VMware vSphere vSphere 4.x
VMware vSphere vSphere 5.x
VMware vSphere vSphere 6.x
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Infrastructure
Type Product Version
NAS IBM N-Series 7-Mode, 7.3.x or Higher
IBM N-Series 7-Mode, 8.x or Higher

IBM N-Series C-Mode, 8.3.1 or Higher
NetApp - FAS 7-Mode, 7.3.x or Higher
NetApp - FAS 7-Mode, 8.x or Higher

NetApp - FAS C-Mode, 8.3.1 or Higher
IBM N-Series 7-Mode, 7.3.5 or Higher
IBM N-Series 7-Mode, 8.x or Higher

IBM N-Series C-Mode, 8.3.1 or Higher
NetApp - FAS 7-Mode, 7.3.5 or Higher
NetApp - FAS 7-Mode, 8.x or Higher

NetApp - FAS C-Mode, 8.3.1 or Higher

A.5: Applications

The applications replicable using Applications
Consistent Replication Techniques are as shown — : .

in Table 6 (below) Some applications are available iny with

In : Assisted Recovery - see Appendix A.7 (on page

In all cases, the customer is responsible for any V)
remedial tasks required to recover the product.

Assisted Recovery

Table 6: Applications supporting application consistency
Product Version VMR PMR SVR Assisted

Recover
Exchange 2007
Microsoft Exchange 2010
Exchange Exchange 2013
Exchange 2016
SharePoint Server 2007
SharePoint Server 2010
SharePoint Server 2013
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
SQL Server 2005
SQL Server 2008
Microsoft SQL SQL Server 2008 R2
SQL Server 2012
SQL Server 2014
Oracle 12c Databases

Oracle Oracle 11g (R2 or higher)
Databases

AN

Microsoft
SharePoint

File Server

AN NENENE AENE NN ANANEANANE ARNENENE
AN NENENENENENENENENENENENENENENE VRN
(RN RN NS R NN RN RN Y S RN RN R

RN A A N ENEN AN A S RN ENEN

x

A.6: Operating systems

Assisted Recovery

Operating Systems replicable by DRaaS are as

show in Table 7 (on page IV). Some OS are available only with Assisted

Recovery - see Appendix A.7 (on page V)
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Table 7: Operating systems supported

Assisted

Product Version
Recovery

CentOS 5.x Server v v v

CentOS 6.x Server v v v v

Oracle Linux 5.x Server % x v v

Oracle Linux 6.x Server v x v v

Red Hat Enterprise Linux

5.x Server v v v il

Red Hat Enterprise Linux

6.x Server v v v il

Red Hat Enterprise Linux

7.x Server v * v v

SuSE Linux 10.x Enterprise

Server v v * il

SuSE Linux 11.x Enterprise

Server v v v v

Ubuntu 14.x Server v x x %

Ubunto 15.x Server v x x x

Windows Server 2008 v v v v

: Windows Server 2008 R2 v v v v

Windows Windows Server 2012 v v v v

Windows Server 2012 R2 v v v v

A.7: Assisted Recovery

Proact provide official support only for the Operating Systems and Applications listed in
Appendices A.5: and A.6: However, other versions (either older or newer than those in
official support) may also work with Proact's DRaaS technologies.

For such an item, Proact offer Assisted Recovery, which means that:

® Proact have some knowledge of this product
® Proact agree to attempt to recover this product in DR, subject to a successful test

® Proact may be able to assist the customer (with reasonable endeavours support only) if a
problem arises as part of the recovery process, but reserve the right to withdraw
assistance and to remove the product from the scope of the recovery process at any point
in the contract

® Recovery of this product will not be included in any Service Level Agreements or the
agreed DR success criteria, and failure to recover the product will not constitute a failure
of a DR Test or invocation
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Appendix B: Technical Notes

B.1: Minimum server specifications

The following servers may be required to be deployed by the customer at their source site(s),
according to the service-package selected.

Server

Host replication
proxy

Virtual replication
manager (VRM)

Physical
replication

manager (PRM)

SVR Data
collector
appliance

Remote hub
server

Specification

= VMware vSphere or Microsoft Hyper-V Hypervisor Host

1GB of vVRAM

1 xvCPU

13GB of Hard Disk space (Low Performance)
1 x Network Connection

4GB of vVRAM

2 xvCPU

70GB of Hard Disk space (Low Performance) for OS and VRM
1 x Network Connection

Credentials to the VMware vCenter/MSCVMM Server
Windows Server License or existing

4GB of VRAM

2 x vCPU

70GB of Hard Disk space (High Performance) for OS and PRM Data
Credentials to the VMware vCenter

Credentials to the dedicated vFiler/vServer associated with the customer.
Windows Server License.

4 GB of vVRAM

2 X vCPU

20 GB High Performance storage

1 x Network Connection

Credentials to VMware vCenter
Credentials to dedicated vFiler/vServer.
Windows OS License (customer provided)

NOTE: VMR-SNAP ONLY - for Proact Monitoring Platform use

Physical or Virtual Server

Windows Server (2008 or newer) or Linux (CentOS)

1 x 1GHz CPU or higher

2GB RAM or higher

40GB Hard Disk Space

Internet Access and Firewall port 38001 outbound configured

B.2: Active Directory

If the servers in scope of the DRaaS solution are joined to a Microsoft Active Directory
Domain, a new domain controller (DC) virtual server will be created and run (at all times) in
Proact’s data centre. The DC will join the customer’s existing AD to ensure that a copy of the
customers AD credentials are available if contingency is invoked.

Where a customer using Active Directory ®(AD)
has multiple sites, Proact will provide only a
single domain controller for domain services in

Exclusion 15: [AD] Additional charges for >1 AD
Domain Controller at the recovery site

DR; it is assumed that a single domain/forest
will span the customer’s multiple sites.

To allow DR authentication where multiple sites are not in a forest or single domain,
additional domain controller VMs are required at Proact’s data centre. Proact can provision
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these, with each additional domain controller (one for each separate domain) incurring
additional charge.

The customer is reqUired to assist with jOining the Prerequisite 20: Assist joining AD domain
Proact AD domain controller(s) into the controllers

customers’ domain, and to make any alternations
required to the AD configuration — for example, since the Proact domain controller is
provisioned with a different IP range to the customer’s existing sites, the customer will need
to update the site and subnet configuration within the domain.

Management and monitoring of the AD service Exclusion 16: Support and management of AD is
including administrative tasks and faults will not in scope

remain the responsibility of the customer.
Proact’s responsibility will end at the Operating System (including patching and AV updates).

B.3: Application consistency
Source data and applications must be in a

Application level replication (for example,

consistent state before tgk_ing CheCkPOintS_ or Exchange Database Availability Groups) can be
SnapShots in order to minimise the potential for achieved by combining Proact's laaS offering
application failure or data loss during recovery. (scoped and defined separately) with DRaaS.

The means of achieving application consistency
are all scheduled and performed on the customer’s site(s) and are neither visible to, nor
modifiable by Proact.

It is therefore, the responsibility of the customer to ensure the application and server
targeted for recovery are in a consistent state using the appropriate methods for a given
application.

Non-VSS aware, or unsupported, _ Responsibility 31: Ensure application consistency
appllca_tlons: the CUStomer_ Sh0U|d_|de_m|fy an Responsibility 32: Identify alternative consistency
alternative method of assuring application method for unsupported/non-VSS apps
consistency.

B.4: Recovery Processes

For all solutions, Proact invoke DR on customer Further DR recover information
request and, by default run DR tests once every | see B.4: (below) for Recovery Process

six months.

During transition, and during the contract term for changes in protection scope, Proact:

® |nterrogate the source servers to:
Identify appropriate parameters (for example, what networks, disks/LUNs it may have)
Establish how these map to the Proact infrastructure when DR is invoked

® Create (or script the automated creation of) shadow VMs to be recovered in DR Tests or
invocations ’

® Document the roles and responsibilities for DR Tests and invocation, and create internal
run-books for Proact engineers to follow to effect recovery.

7 PMR/SVR service packages perform this step as part of the recovery process
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During recovery, the high-level steps shown in Table 8 (below) are performed, which results
in recovered servers running as VMs on either a VMware vSphere farm 8 or Microsoft Hyper-V
cluster ® and being connected to the replicated data:

® For VMR - the data is already available to the shadow VM

® For SVR - replicated server data (for example, Virtual Disks/LUNS) is connected to the
shadow VMs

® For PMR the recovery process
= Converts protected physical servers to VMs

= Presents replicated LUNSs to the VMware vSphere environment as Virtual Raw Device
Mappings (VRDMs), allowing previously physical disks to be booted as VMs.

Table 8: High-level recovery steps

High-level steps VMR | PMR | SVR
Select the latest consistent recovery point v | v | v
“

environment ® *
Create VMs with the appropriate configuration and connect local disks x v v
Power on the VMs to the defined recovery point, in a pre-defined order v x x
Power on the VMs in a pre-defined order x v
Enable Dial on Demand VPN access for users v v v
Enable the firewall rules for any servers with public IP addresses v v v
Hand the environment over to the customer for testing (DR Test) or for P , P
access (DR invocation)

8 VMware vSphere farm — for VMR, PMR & SVR
9 Microsoft Hyper-V cluster — for VMR only (where the source is also Microsoft Hyper V)
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B.5: Monitoring platform remote hub

The Proact Monitoring platform collects, collates
and processes statistics, events and alerts. It

comprises: ] __
Figure 6: VMR-SNAP monitoring remote hub

= A remote hub at each customer site to collect
monitoring information via probes and robots Monitoring Portal
= Local monitoring robots on in-scope customer

servers with supported operating systems

= Technology-specific probes run by the hubs
and robots, to monitor each CI

= A primary hub in a Proact datacentre collating
statistics, events and alerts from remote hubs ,
by secure TLS Tunnels Primary Hub Secondary Hub

= A secondary hub in a different Proact datacentre
providing failover resilience

= A Proact Self-service monitoring portal to view

| Required by VMR-SNAP service package ONLY |

monitoring information Tmnet
Proact provide a downloadable virtual appliance Internet Stats SSL Tunnel
(VMware or Hyper-V) running the Monitoring Hub
software, and recommend that the customer Stats SSL
. . . Tunnel Legend
uses this appliance. The appliance can be P
, . ustomer
deployed onto the customer’s hypervisor estate, RENCEE AL Sites
where available, or into a Proact or third-party Robot Slmany.

Secondary
Services

private or public cloud tenant environment.

If, alternatively, the customer opts to provision an Probe
equivalent virtual or physical server on which to
deploy the hub software, then they undertake to
provide the operating system license and ongoing management, patching and security of the

server — see the Proact Customer Prerequisites Guide for minimum specifications.

The Proact Monitoring platform requires the customer to provide internet connectivity,
implement specific network and firewall rules, and provide any other necessary supporting
infrastructure including the compute and storage resource required to run the Monitoring
Hub server.

Internet
Communications
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Appendix C: Self-Service Management Portal

The Self-Service Management Portal for VMR-CDP provides the following functionality:

= Protection Health (at a Consistency Group or VM Granularity)

= Review Consistency Group or VM Name
= Review Protection Status of Defined SLA
= Review Replication State

= Review current RPO

= Performance Details (at a Consistency Group or VM Granularity)

= 10 per Second

= Throughput on MB/s
= WAN traffic

= Provisioned Storage
= Used Storage

= Alerts — Events related to the environment

Access to the portal requires:

= Microsoft Internet Explorer Version 11 or newer
= Mozilla Firefox Version 38 or newer
= Google Chrome
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