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1 Service Overview 
Proact Hybrid Cloud (PHC) enables secure, available and flexible cloud solutions through a 
single portal. 

PHC is the latest generation of Proact’s proven 
Infrastructure as a Service (IaaS) solution. It 
integrates private and public cloud, offering 
flexible, self-service consumption of IT workloads 
in a secure, highly available manner. 

Customers moving their compute environment to 
a hybrid cloud model will benefit from the 
increased the scalability of their infrastructure to 
match business demand.  

Proact PHC’s compute-on-demand cloud service 
gives the customer: 

§ A secure, scalable on-demand cloud solution 
 The customer’s virtual data centre (vDC) 
runs on a multi-tenant compute platform in a 
secure Proact datacentre 

§ Full control of their virtual estate  
 The PHC Self-service management portal 
makes it easy for customers to manage their 
virtual estate. Use it to provision and manage 
compute resources in a contracted vRAM and 
vCPU resource pool 

§ Speedy, agile deployment 
§ Speed up their IT service delivery and deploy applications faster 
§ Easily match changing business needs through flexible scaling options 
§ Know they have the resource available to meet business demands 
 The customer’s users can be consuming PHC resources within hours of provisioning, 
accessing them through secure WAN, encrypted internet VPN, or raw internet (Web 
Servers) links 

§ The means to leverage their existing investment 
§ PHC’s use of VMware vSphere as the underlying hypervisor platform provides 

compatibility with, and straightforward migration from, most customer’s existing virtual 
estates 

§ No new skills to learn: the customer can extend seamlessly into the cloud using the 
their existing infrastructure, network, security and management skills 

§ PHC can optionally host the customer’s physical or virtual appliances in a Proact 
datacentre 

§ A choice of charging models: 
 Monthly or quarterly invoicing options 
coupled with flexible usage models allow 
customers to free up capital budgets, whilst self-service portals backed by end-to-end 
management and support options minimise costs. 
§ Optimum price (allocation) 

                                                        
1 ISO27001-certified Datacentres and NOCs are available in selected Proact delivery countries only 

Secure 
§ 24x7x365 monitoring by Proact Security Team, 

potential threats quickly identified and resolved 
§ Hosted in a secure ISO 270011 certified Proact 

datacentre 
§ Access through secure inks 

 

Available 
§ Trusted support and monitoring service 

assures availability of infrastructure 
§ Predictable performance, inbuilt burst capacity 
§ 24x7x365 infrastructure support from Proact 

Service Desk located in an ISO 270011 certified 
Proact National Operation Centre (NOC) 

 

Flexible 
Increases the customer’s ability to scale their 
infrastructure to business demand by moving 
their compute environment to a hybrid cloud that 
combines the: 
§ Agility, flexibility & affordability of public cloud 
§ Governance and security of private cloud 
§ Convenience of on-site solutions 

What are the charging options? 
See: Service charging policy (Ch. 6 on page 17). 
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 Guaranteed resources for a defined contract duration, offered at a cost-effective price 
point for applications or services with a more predictable usage pattern 

§ Maximum flexibility (pay per use – PAYG) 
 No resource commitment or fixed contract duration, perfect for transient resources, 
development services or applications with an unpredictable usage pattern 

§ Data security 
§ Hypervisor-layer anti-virus protection based on Trend Micro ™ Deep Security ™ 
§ Assured data sovereignty – all compute and storage resources are hosted entirely 

within the borders of a single country (currently one of: UK, Sweden or Denmark) 
§ Full audit trail of platform actions. 

1.1 Service architecture 
PHC is built using VMware’s virtualisation and 
technology stack, which provides a standard 
platform for virtual infrastructure and 
unconstrained virtual machines (VMs). Using its 
secure web portal, the customer can quickly 
provision compute, storage and network 
resources. 

Network provisioning uses VMware NSX network virtualisation technology for micro 
segmentation, enabling easy and secure integration of on-premises, Proact Cloud and public 
cloud networks (including AWS). Public IP address pools allow the customer to instantly 
publish services to the web. 

How can PHC help us solve …? 
Proact provide blueprints on common usage 
scenarios as examples.  
§ Server Segmentation 
§ Exchange server 
§ Web server farm. 
See Solution blueprints (Appendix B.2: on page III). 
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Figure 1: Service schematic 
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2 Service scope 

2.1 Service package 
This chapter identifies and describes the 
high-level components that make-up the service, 
which comprise the: 

§ Service Package - defining the level of 
service, its capabilities and scope 

§ Service infrastructure – defining the underlying service delivery platform 

§ Any Supporting services  

Objective Provide a compute-on-demand cloud service that enables the customer to provision 
a vDC using assets leased from Proact according to needs. 

Hosted-in 

§ A Proact Data Centre on a secure multi-tenant compute platform with storage and 
networking capabilities 

§ Currently supported locations are: UK, Sweden and Denmark 
§ Proact’s ISO 27001 certification assures security  

Supported-from A secure ISO 27001 accredited Proact Network Operation Centre (NOC) in the 
selected, supported region 

Support level Proact monitor, support and manage the service platform 24x7x365 

Connection 
The customer’s users access VMs running on PHC by WAN, Encrypted internet 
VPN or Raw internet (for example for Web Servers) – see Service connectivity (Section 
2.2.2 on page 7).  

Engagement 

The customer uses the Proact Self-service management portal to provision, manage 
and decommission compute, storage and network, firewall and load-balancing 
resources within their vDC. The portal requires that users connect via: 
§ Google ® Chrome ® or Mozilla ® Firefox ® browser 
§ The public internet 
§ (Recommended) Microsoft ® Windows ® 8 or above 

Prerequisite 1: Access to Windows PC/workstation, Chrome / Firefox browser & the internet 
Prerequisite 2: Admin access on the customer’s PC to install VPN client and Remote Console. 

Licensing 

Virtual servers deployed on the PHC platform must be licenced for the OS and 
applications that are installed and running.  
Proact provide Microsoft Windows licences, which are included in the monthly cost.  
Proact can also provide additional licenses (for example for Red Hat Linux or 
MS SQL) – see Additional services (Ch.7 on page 18). 

Prerequisite 3: Provide application and OS licenses as necessary 

Additional 
services 

The customer can combine PHC with other Proact service offerings –Complementary 
services (on page 18) – to minimise the time and expense of managing their vDC 
environment, to add cross-site resilience, or to add Backup or Disaster Recovery 
services.  

 Service capabilities 

Virtual data 
centres 

By default the customer is provided a single vDC.  
The vDC is a private administration and isolation domain for the customer’s 
hosted environment. This secure logical entity owns all the customer’s virtual 
resources, which are available only to the customer and to the customer’s 
users. 

Virtual servers 
The customer may use the Proact Self-service management portal’s 
deployment wizard to provision and deploy virtual servers. 

Further information … 
See: Service deliverables (Chapter 4 on page 12) for more 
detail on the components  
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 Service capabilities 

Organisation 
networks 

The customer may define and configure organisation networks (layer 2 networks), 
which are by default private and secure, for the exclusive use of the customer’s 
virtual servers 

Table 1: Organisation network types 
Type Connection Usage 

Direct External 
network 

Generally used for deployment of devices such as 
firewalls 

Routed Edge gateway Generally used to route from one network to another 
Isolated None Generally used for Isolated networks in customer vDCs 

 

Edge gateways 
§ The customer is provided a single, configured, edge gateway, but can create 

more, each having a firewall service to control network traffic routed through it 
§ By default all inbound traffic is blocked 

Load balancing 

The customer may request the Proact Service Desk configure load balancing, 
setting edge gateway properties for: 
§ Pool servers – target servers used for load balancing and health check tests 
§ Virtual server – used to connect the client request to the load balanced pool 

Internet 
connectivity 

§ Each of the data centres has the ability to provide multiple 10 Gbps internet 
connections.  

§ By default, resilient dual 10 Gbps connections are provided 
§ Customers can consume up to their contracted maximum bandwidth.  
§ Bandwidth is typically available in 10, 100 or 1000 Mbps increments 

Self-service 
management 
portal 

The PHC Self-service management portal enables: 
§ Provisioning and management of Windows VMs, Linux ® VMs and virtual 

appliances by authorised customer users 
§ The creation and removal of workloads within the limitation of the contracted 

resources available to the vDC 2 (as applicable) 

For more on the self-service management portal see: 
Appendix C: on page VI 
Table 4 (on page VI), which shows the manageable items 
Table 5 (on page VII), which shows the functionality offered by the portal 

Service 
Catalogues 

The customer can provide their users with: 
§ A Shared Service Catalogue – a catalogue of standard vApps ready to 

consume, pre-configured with an operating system: 
§ Windows Server  
§ Red Hat Enterprise Linux 
§ CentOS 

§ A Customer Service Catalogue 
 The customer can build and maintain their own service catalogue by 
uploading existing templates. Other Proact customers can neither see, nor 
access, this catalogue. 

Affinity and anti-
affinity rules 

§ The customer can request the setting of affinity and anti-affinity rules (to group 
specified servers together or keep them apart) by using the Proact Self-
service support portal to raise a CR 

§ VM-to-Host affinity rules are not allowed unless the dedicated PHC hosts option is 
selected in the contract. 

Virtual 
appliances 

The customer can provision and run virtual appliances on the PHC platform, 
only where their vendor supports those virtual appliances operating in a VMware 
vSphere environment, and where the customer maintains a direct support 
contract with that vendor. 

                                                        
2  Resource levels are adjustable and are typically set to the maximum resource level the 
customer are comfortable with (to prevent unexpected growth). 
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 Service capabilities 

Public IP 
addressing 

The customer is provided a single public IP address to the external interface of 
the firewall for site-to-site and SSL VPN. 
Proact can provided additional IP addresses, on request, see Additional Public IP 
addresses below.  

 Optional capabilities 

Hosting 

Proact can host the customer’s existing physical and or virtual server estate 
within a Proact datacentre if the customer holds (or obtains) and maintains valid 
vendor support contracts for all hosted devices for the duration of the hosting. 
Hostable devices include: 
§ Physical servers 
§ Physical firewalls and load balancers 
§ Network switches 
§ MPLS / WAN equipment 
§ Proact-provided storage devices 
§ Proact can provide rack space on a per U basis, including redundant power 

and network connectivity through 1 Gb or 10 Gb network ports 

Responsibility 1: [Hosting option] Hold & maintain valid vendor support contracts  

MyConnect 
option 

Customers wanting to use their own network termination (for example, an MPLS 
connection) in the vDC, can select the MyConnect option. 

Application and-
or Non Microsoft 
OS licences 

Proact offer OS, application and software licences on a monthly subscription 
basis. 

Additional Public 
IP addresses 

Proact provide additional public IP addresses on request at additional cost, up 
to a maximum of 100. 

Responsibility 2: Undertake any public DNS changes or repointing (as required) 

2.2 Service infrastructure 
2.2.1 Service platform 

Platform 

Proact deliver PHC from a secure multi-tenant compute platform complemented by 
storage and networking capabilities 
The customer is provided with a vDC connected to external networks through an 
edge gateway and shared firewall (isolating it from other customers) into which the 
customer can provision their virtual estate 

 
Compute Virtual Servers are provisioned within the pool of available vRAM and vCPU  
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Storage 

§ Storage capacity is provided on High Performance solid-state (SSD) or SATA 
disks provisioned to the tenant as storage quotas 
 All VMs and vApps run from this storage, which they see as local disks 
 PHC storage is protected from hardware failure using RAID disk 
technology. 

§ Storage resilience  
 The storage within PHC is protected from hardware failure using RAID disk 
technology. Each tier is protected using the most appropriate configuration for the 
performance, reliability and durability of the disk technology.  
 The list below shows the protection for each storage tier:: 
§ Storage tier 0 – Mirrored 4 KB blocks 
§ Storage tier 1 – Minimum of RAID 5 
§ Storage tier 2 – RAID 6 or Erasure Coding 

2.2.2 Service connectivity 

Connectivity 
options 

§ Connectivity between the customer’ site(s) and the Proact datacentre is by public 
internet or direct line: 
§ Internet raw 
§ Dedicated WAN link 
§ Dial-on-demand VPN 
§ Site-to-site VPN 

§ VPNs encrypt traffic and use Proact's shared internet bandwidth unless the 
customer have provisioned a dedicated WAN link, in which case that link is used 

§ WAN – A Proact datacentre hosts the termination equipment (router) of the 
customer’s WAN provider and connects to their virtual network 
§ MPLS (L3) 
§ Point-to-Point (L2)  

Customer 
firewall 

§ For Internet site-to-site VPN connections a public static IP address on the 
customer’s firewall is required 

§ If Proact are involved in configuring the firewall (for example, during initial setup) a 
customer administrator is required to host any necessary remote access sessions 

§ By default, each different customer location uses a separate internet connection 
and firewall. Proact support a single internet connection if the other locations are 
connected through an internal WAN of some form 

Prerequisite 4: [VPN] Provide an external static IP address on firewall 
Prerequisite 5: [VPN] Provide administrator to assist with firewall configuration 

Networking 

PHC’s virtualised networking architecture provides: 
§ vDC on-demand networking 
§ A security services platform with multi-vendor security services and service 

insertion for application workload protection 
§ Network segmentation through its native support for logical firewalling capability 

providing stateful protection of multi-tier workloads 
§ Network isolation –Virtual extensible LANs (VXLAN’s) provide a secure multi-

tenant environment, separating customer networks from each other. 

Proact 
datacentre 
Firewall 

The platform includes two key firewalls: 
§ Centralised – Proact manage the centralised firewall, which defines the open ports 

and blocks unwanted traffic for the entire service 
§ Dedicated – the virtual edge gateway is fully dedicated to the customer, it:  
§ Serves as the perimeter firewall to their private network segment(s) in the Proact 

datacentre 
§ Creates a site-to-site VPN (where selected) for communication between the 

customer and Proact datacentre 
§ Supports dial-on-demand VPNs for each user requiring access; 
§ Is fully manageable through the Self-service management portal interface. 
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Bandwidth use 

§ The customer’s workload drives the internet bandwidth requirement and the 
resulting communication to and from PHC 
 If the requirement is over 100 Mbps, Proact recommend replacing internet 
based Site-to-Site VPN with a fixed direct line 

§ The customer should ensure that any WAN/LAN/Internet connectivity the 
customer provides has bandwidth that is: 
§ Sufficient to operate the service effectively, in accordance with Proact's 

recommendations 
§ Symmetric, that is with equal upload and download speeds 

§ The management and security configuration of perimeter communications devices 
within their datacentre remains the customer’s sole responsibility 

Responsibility 3: Provide sufficient symmetric bandwidth 
Exclusion 1: All customer provided WAN, LAN or Internet connectivity 
Exclusion 2: Management and-or security of perimeter communications devices 

Interoperability 
with Customer-
managed 
systems 

Where this service interacts with any system, application or environment not 
managed by Proact, it is the customer's responsibility to ensure that it remains 
compatible with any Proact-managed systems/applications at the hardware, 
firmware, OS, and application version levels – as recommended by Proact or its 
vendors as best practice. 

Responsibility 4: Maintain compatibility of interacting external systems or environments at all 
times 

2.2.3 Service security 
The security of the customer’s data assets is 
paramount, and Proact endeavour to maintain its 
approach to security in line with established 
industry standard practice.  

Anti-virus 
protection 

§ PHC includes Hypervisor-layer Anti-Virus protection based on 
Trend Deep Security ®. Proact manage this layer, which is not visible to the 
customer, to protect the infrastructure 

§ The customer may elect to deploy a separate AV solution to run within the 
customer’s virtual environment, if required for corporate standards, for integration 
with their central AV solution, or for application-specific requirements. The 
customer will be responsible for deploying, managing, supporting and licensing 
the customer’s AV solution 

Exclusion 3: Support for customer provided  AV protection 

Patching 

Proact manage patching at two levels, either individually or in collaboration with the 
customer: 
§ Infrastructure Patching – Proact patch and update all infrastructure software and 

hardware under their management. This includes all hardware layers, including 
the hypervisor-layer and the anti-virus associated with the hypervisor-layer 

§ Virtual Machine Patching – The customer maintains the patch state of guest OSs 
and applications within the customer’s tenant environment(s).  
 The customer may deploy an appropriate patching solution to assist with 
this (for example, WSUS) unless those servers or applications are under Proact 
Service Management (for example, through a separate SMfS contract). 

Responsibility 5: Maintain guest OS patch state 

See also … 
Further details are available in the technical white 
paper Proact Managed Service Security Policy. 
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Audit capability 

Proact keeps a limited log3 of all actions undertaken on the platform, which can help 
detect attempts to:  
§ Gain unauthorised access to the system 
§ Probe the system for information 
§ Disrupt the system’s operation 
Knowledge of such an attack and the details of the attempt can help mitigate the 
damage and prevent future attacks.  

See also: Proact’s Security event and information management as a service (SIEMaaS) 
solution, which delivers 24x7x365 monitoring, alerting and incident management support, 
enabling customers to detect threats as soon as they happen, protecting their sensitive data 
and intellectual property. 

2.2.4 Service continuity 

Disaster 
recovery 

PHC is operated from multiple data centre locations in: UK, Sweden and Denmark. 
Proact can, optionally and on request, provide layer 2 or layer 3 network connectivity 
between customer vDCs at these data centres for customer-managed disaster 
recovery purposes 

Exclusion 4: No disaster recovery included in PHC 

Cross-site 
resilience 

Proact PHC provides local site hardware resilience using N+1 approaches such as: 
§ Redundant power supplies 
§ RAID disk arrays 
§ Software hypervisor clustering 
PHC can also provide cross site resilience through the replication and disaster 
recovery of virtual servers into another PHC site – see: Additional services (Ch.7 on page 
18) 

Data backup 
and recovery 

Proact’s Backup as a Service (BaaS) solution is available as an option if the 
customer requires a managed backup solution –refer to the customer’s 
Account manager for further information 

Exclusion 5: No data backup/restore in PHC 

Planned 
maintenance 

§ Proact may perform standard, non-disruptive maintenance activities at any time 
without prior notification to the customer. Normally, such maintenance will occur 
overnight between 18:00 and 08:00 in the local time zone for the hosting platform  

§ For potentially-disruptive maintenance, Proact endeavour to provide advanced 
notification of the planned maintenance activities at least five working days prior to 
the maintenance commencing, and these activities will normally be performed 
outside of standard country-local business hours –  

See also: Service deliverables (on page 12) 

§ VMs running on the PHC platform are migrated between hosts and-or between 
datastores to minimise disruption from planned maintenance, using VMware 
vMotion or svMotion. During each migration, a short temporary period of increased 
latency may be experienced by the VM. 

§ The customer must ensure that any applications running on Virtual Machines 
support VMware vMotion 

§ Any maintenance for customer operating systems or applications under Proact 
Service Management will be scheduled at a mutually-agreed timeslot in 
conjunction with the customer 

Responsibility 6: Ensure applications support VMware vMotion 

                                                        
3  These audit logs are available only to the Proact Security Team. 



 

Public - Freely Distributable Published 01 June 2017 
Proact Hybrid Cloud – Service Definition SDXPHC-01 Page 10 

2.3 Supporting services 

Monitoring 

§ The Proact Monitoring platform monitors the PHC infrastructure: 
§ Delivering near-real-time device monitoring of devices 
§ Forwarding alerts to the Proact Service Desk 
§ Monitored items include the availability of the underlying Hypervisor, Storage 

and Network platforms 
§ Proact monitor the customer’s VMs, Operating Systems and Applications ONLY 

where the customer has separately contracted cover through either 
Proact Premium Support Plus or Proact Service Management for Servers. 

Exclusion 6: Support and monitoring of customer virtual appliances 

Proact Service 
Desk 

§ Provides 24x7x365 support and management of the PHC infrastructure only 
§ Handles events, requests, queries and incidents raised by phone, e-mail or the 

self-service support portal 
§ Handles CRs by linking to the appropriate part of the Proact Change Management 

process 
§ Resolves problems with, applies changes to, and maintains the patch state of, the 

PHC platform in accordance with the Proact Change Management process 
§  [For the hosting option only] Manages physical and logical access to the 

environment for the maintenance, installation and configuration of hosted 
equipment 

§ Proact provide support beyond the virtualization layer only if the customer have 
taken Proact Premium Support Plus or Proact Service Management for Servers 

§ Management and support of the customer’s VMs, workload and end users 
remains the customer’s responsibility 

§ All vendor escalation beyond the virtualisation level must take place under a 
customer purchased support agreement 

Exclusion 8: Proact support and management beyond virtualisation layer is not included 
Exclusion 7: Vendor support is available only if the customer holds a valid support contract 

Proact Self-
service support 
portal 

§ Proact provide the customer’s nominated administrators with access to a 
Self-service support portal through which they can: 
§ Create new and update existing Incidents for investigation 
§ Create new and update existing changes from a Change catalogue 
§ View their CIs on the CMDB 

§ The credentials assigned to users are for their sole use. Shared accounts are not 
available 

Exclusion 8: Use of service desk or portal by unauthorised users 
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3 Available service levels 
This section identifies the service level measures applicable to this service – see Table 2 
(below) 
The customer should consider these measures in the context of the general terms and 
conditions described in full in the Proact Service Level Agreement document, which the customer 
may view at this web address: http://www.proact.eu/terms. 

Table 2: Available service level measures 

Availability 

§ IaaS Hypervisor 
§ IaaS Storage 
§ IaaS Application – [Only with Service Management for Applications] 
§ IaaS Operating System – [Only with Service Management for Servers] 
§ IaaS Virtual Machine – [Only with Service Management for Servers] 

Response time 

§ Incidents 
§ P1 
§ P2 
§ P3 

§ Changes 
§ Standard 
§ Normal 
§ Emergency 
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4 Service deliverables 
This chapter provides more detail about the deliverables that make up the Error! Reference 
source not found. described in Section 2.1 (on page 4). 

4.1 ITIL processes 
Proact monitor, support and manage the service 
infrastructure using processes aligned with the 
ITIL framework for IT Service Management.  

This section summarise the processes’ key 
capabilities and deliverables. 

Event 
management 

Near real-time 
monitoring 

The Proact monitoring platform continuously monitors the service 
infrastructure to: 
§ Deliver near-real-time device monitoring 
§ Collect metrics for analysis 
§ Identify alert conditions and thresholds breaches 
§ Send triggered alarms to the Service Desk 

Alert 
notifications 

The Proact Service Desk responds to triggered alarms, analysing, 
investigating and taking appropriate remedial action. 

Event 
handling 

Proact process all alerts (not just critical alerts), taking the 
appropriate action to resolve the issue (if required. 

Incident 
Management 

Service desk 
The Proact Service Desk provides an escalation path for the 
customer’s administrators when assistance is required with 
software issues, firmware issues and hardware faults on CIs. 

Incident 
Response 

§ Proact Service Desk escalates alerts to its technical teams for 
resolution as appropriate 

§ Proact Service Desk inform the customer’s nominated contact of 
any service impacting alerts and the resolution timeframe 

§ For incidents categorised as P1, Proact take whatever action is 
required to restore operation and-or to minimise any service 
down time. 

§ Proact co-ordinate any product vendor involvement necessary to 
achieve resolution of an issue. 

Change 
Management 

Controls 

§ All changes to the service infrastructure are performed under the 
Proact Change Management process 

§ Proact perform changes to the service infrastructure only when 
authorised to do so by a CAB approved Change Request (CR) 

Tools 
§ Proact use orchestration appliances to perform changes where 

compatible and appropriate. 

Problem 
Management 

Pre-emptive 
maintenance 

§ Proact’s proactive problem management processes help avoid 
recurring issues.  

§ Proact applying patches, bug-fixes and upgrades to the service 
infrastructure in line with best practice. 

§ Proact maintain problem records in the CMDB to aid 
identification and prompt resolution of issue. 

Trend analysis 
Proact perform regular incident trend analysis to proactively identify 
any reoccurring service infrastructure problems and their root 
causes. 

Capacity 
management 

Proact monitor and respond to service infrastructure threshold breaches and growth 
forecasts to maintain agreed performance levels and adequate capacity for growth. 

Service 
reporting Proact provide quarterly service review reports through their Service Delivery team 

The Proact Customer Service Operations Guide provides 
full detail on how Proact deliver and operate 
these processes. 
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Continual 
Service 
Improvement 

Proact manage service improvement plans which track recommendations for 
changes to improve service provision. 

Configuration & 
Knowledge 
Management 

§ Proact maintain a definitive record of the service infrastructure in a CMDB 
§ Proact maintain a knowledge database to allow support teams to efficiently 

resolve known issues and find supporting information. 

4.2 Resources 
Deliverable Frequency Description and content summary 

Service Desk – 
contact number 

Continuous 

§ Proact provide the customer with a 24x7x365 service desk 
telephone number for the purpose of reporting incidents and 
raising CRs for CIs 

§ Calls are logged on receipt, and will be acted upon within the 
customer's contractual service window 

§ The Proact Service Desk and Proact Self-service support 
portal are accessible to named individuals only; not to the 
customer’s users in general. Proact do not offer end-user 
support. 

Exclusion 9: Unauthorised use of the Proact Self-service support portal 
and-or Service Desk 

Proact Self-
service support 
portal 

Continuous 

The customer is provided with access to the Proact Self-service 
support portal via the internet. Using the portal the customer can: 
§ Create new and update existing incidents for investigation 
§ Create new and update existing CRs from a change catalogue 
§ View their CIs on the CMDB 
Proact provide each named individual with an account for their 
sole use, with their username being their email address. No 
shared accounts are provided. 

Self Service 
management 
portal 

Continuous 
Proact provides the customer with access to, and credentials 
for, a self-service management portal to manage the customer’s 
vDC environment. 

Configuration 
management 
database 
(CMDB) 

Continuous 

Proact create and maintain a CMDB for all assets in scope of 
the contract and provide the customer with visibility of the 
contents through the Proact Self-service support portal and 
(where complementary managed services are selected) the 
SOM. 

Operating 
System Licences 

Continuous [Option] Proact provide operating system licences for Windows 
and Linux to the customer, charged on a monthly basis. 

Virtual 
datacentre (vDC) 

 
Continuous 

Proact provide access to vDC compute and storage resources 
in line with contractual requirements 

Tenant Edge 
Gateway 

 
Continuous 

Proact provide a dedicated firewall (tenant edge gateway) as a 
virtual appliance, which: 
§ Serves as the perimeter firewall to the customer’s network 

“bubble” in the Proact data centre 
§ Creates the site-to-site VPN for communication between the 

customer’s site and the Proact datacentre 
§ Supports dial-on-demand VPNs for each user requiring 

access 
§ May be managed either by Proact or their customer, 

depending on the specific case 
§ Is manageable through the Self service management portal 

interface 
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4.3 Operational activities 
Deliverable Frequency Description and content summary 

Incident 
management – 
Break-fix fault co-
ordination 

As required 

Applies to Hosting solutions only 
Proact Service Desk escalate to break fix vendor, coordinate part 
replacement (courier or vendor fitted) and arrange DC access 
as required 
The customer are responsible for remedial work following a part 
or device replacement 
A break fix contract (with the vendor or a third-party) is required 
for each in-scope device 

Exclusion 10: [Hosting option] Remedial work after replacing hosted HW 
Prerequisite 6: [Hosting option] Provide HW break fix contract 

Maintain platform 
infrastructure 
resources 

Continuous 

§ Proact maintain the infrastructure to a standard that enables 
its availability to at least match the agreed service level 

§ Proact provide planning and implementation of upgrades and-
or patches to software and firmware on the underlying 
platform infrastructure 

§ Proact make configuration changes to customer IP 
addressing, certificate changes and IP routing on Proact 
communication devices located in a Proact datacentre when 
requested by the change control process 

Planned 
maintenance 

As required 

§ Proact endeavour to provide, by email, advanced notification 
of any planned maintenance activities, either by Proact or by 
its third-party providers, at least five working days in advance 
of the maintenance commencement 

§ Where maintenance is required more urgently, to prevent a 
longer outage or a security incident, or due to third-party 
provider timescales, Proact may give less notice than five 
working days 

§ The customer must inform Proact whenever they intend to 
perform any maintenance to sites, networks or other devices 
that may affect the availability, communicability, performance 
or integrity of any system monitored or managed by Proact 

See also: Proact’s Customer Service Operations Guide, where this 
requirement is described further 

Responsibility 7: Provide notice of planned maintenance activity 

Change 
Management 

Continuous 
All changes to the customer’s vDC(s), networks or hosted 
equipment are planned and implemented according to the 
Proact Change Management processes 

4.4 Service guides, documents and reports 
The following service guides, operational documents and reports are provided to the 
customer by Proact, and maintained as required throughout the service lifecycle: 

Deliverable Frequency Description and content summary 

Service 
Specification  

Contract A schedule of the customer’s contracted services and 
associated charges. 

Service Level 
Agreements  

Contract Proact’s standard Service Level Agreements 
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Deliverable Frequency Description and content summary 

Terms and 
conditions 

Contract Proact’s terms and conditions for all services. 

Managed 
Service 
Transition Guide 

Start-up How the customer’s service will be transitioned into live 
operation 

Customer 
Prerequisites 
Guide 

Start-up The activities the customer must perform before the service can 
be commissioned. 

Customer 
Service 
Operations 
Guide 

Ongoing 
A guide to how Proact operate the customer’s service, how the 
customer communicate with Proact and how to best use the 
service 

Service Review 
Report (SR) 

Quarterly 

Quarterly automated report on service performance delivered by 
email: 
§ Incident & Change Statistics 
§ Incident Response Times 
§ Incident by Category 
§ Incident Logged by Method 
§ Incident and Change Log 

Major Incident 
Report 

Per Major 
Incident 

§ In the event that a major incident occurs, for which Proact are 
responsible, Proact provide a MIR detailing the following:  
§ Timeline of the incident 
§ Root cause analysis 
§ Workarounds employed 
§ Remedial actions 
§ Lessons learned 
§ SLA status 

§ Proact aim to complete the MIR and deliver it to the customer 
within ten working days of the resolution of the incident. 

Service Transfer 
Policy 

Contract Proact’s policy for handling data and asset returns at end-of-
contract. 

Service Transfer 
Plan 

End of 
contract 

A plan for handling data and asset returns for the customer, in 
accordance with the Proact Service Transfer Policy. 
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5 Service transition 
Proact use a standard methodology for 
transitioning the customer’s services into live 
operation.  

This methodology is described in full in the Proact 
Managed Service Transition Guide. 

Proact follow a Stage 0-6 model for all Service 
Transitions (Figure 2 below).  

Figure 2: Stage 0-6 transition model 

 

Meetings 

Service transition workshop 
The customer is required to attend a Service Transition workshop and any further 
workshops required to complete the detailed service and technical design, and 
make available appropriate service and technical personnel with suitable skill sets at 
these meetings. 
Project Closedown 
The customer are required to attend a Project Closedown meeting to formally close 
projects for transitioning new services into operation. 

Prerequisite 7:  Provide appropriate customer representation at transition workshops 
Responsibility 8:  Provide appropriate representation at project closedown workshop 

Data migration 

The migration of customer workloads, datasets or virtual estates into PHC is not 
included in this service. 
However, Proact Professional Services can, on request, be engaged to assist the 
customer – see Additional services (Ch. 7 (on page 18) 

Exclusion 11: Workload, data or virtual estate migration is not in scope of Service Transition 

Training 
sessions 

Proact can, on request, supplement the instructions in the Proact Customer Service 
Operations Guide by providing the Customer’s administrator(s) with: 
§ A single remote web-based training session covering the access and use of the 

Proact Self-service support portal,  
§ A single remote web-based training session covering the access and use of the 

Proact Self-service management portal 
 

Further information … 
§ General prerequisites – see Proact Customer 

Prerequisites Guide  
§ Service-specific prerequisites – see Service 

demarcation (Ch. 8 on page 19) 
§ Assistance transitioning the customer’s 

workload to PHC – see Additional services (Ch.7 on 
page 18). 
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6 Service charging policy 
PHC’s monthly invoicing and flexible usage 
models free the customer’s capital budgets, 
whilst its self-service management portal and 
inbuilt infrastructure support relieve the 
customer’s IT team of mundane operational 
tasks, freeing their focus for strategic business 
projects. 

 

Item Allocation model Pay-per-use model 
Contract term 12 to 60 months Monthly 

Charging basis 

Cost per GB vRAM and storage 
resources required for the VMs/vApps 

running in the vDC 
A reduced unit cost is set at contract 
start depending upon contract length 

Cost per GB vRAM and storage 
resources required for the VMs/vApps 

running in the vDC 
Fixed unit cost set at contract start 

Minimum 
commitment 

Minimum contracted commitment None 

Maximum 
commitment 

Technical limitations Technical limitations 

Billing schedule Billed monthly in arrears at the end of 
each month 

Billed monthly in arrears at the end of 
each month 

Flexible resource 
allocation 

Flexible (grow & shrink) above the 
minimum commitment (burst capacity) Fully flexible (grow & shrink) 

Fixed monthly 
charged items § All 

§ Anti-virus licence 
§ Public IP address 
§ Windows Licences 

Set-up fee Yes Yes 

Best use 
scenario 

§ Medium-Long term requirement 
§ Static or predictably changing 

workloads 

§ Short term requirement 
§ Dynamic workloads 

Features 

§ Guaranteed minimum amount of 
resource available for whole contract 

§ Flexibility of having a burst space for 
VMs for workload peaks  

§ Billing based on minimum 
commitment and additional resource 
usage (vRam and storage) 4 

§ Guaranteed compute resource 
availability 

§ Available resources can be equal to, 
or greater than, the customer’s 
minimum commitment 

§ No upfront commitment 
§ No resource limits 
§ No contract term limits 
§ Scalable infrastructure (up or down) 
§ Billing based on resource usage 

(vRam and storage) Error! Bookmark not 
defined. 

§ Resources can be equivalent to 
value agreed with Proact 

 

                                                        
4  VM, storage, internet elements assigned in hourly increments, others in monthly increments. 

Under the Allocation Model, Proact base the 
sizing for the customer’s PHC solution on usage 
information provided by the customer and 
assumptions made on the basis of that 
information, all of which forms part of the 
minimum contracted commitment agreement. 
Any prolonged and significant variation in usage 
may require a reassessment of the charges.  
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7 Additional services 
The customer can contact their Proact account manager to discuss the available options, 
some of which are shown Table 3 (below). 

Table 3: Service change options 

Service Change 

§ Changing compute or storage capacity commitment 
§ Adding new features or services requires updating the service design and-or 

architecture, unless otherwise specified in this document. Proact can perform this 
on a separately chargeable consultancy basis. 

Bespoke 
services 

Proact Professional Services can be engaged to assist with a range of bespoke 
services: 
§ Service start-up and transition tasks – Proact can assist the customer’s transition 

into the service delivery phase, and with the migration of services onto PHC 
§ Out of scope support – Proact can provide support and professional services for 

out of scope equipment 
§ Building bespoke customer infrastructures 
§ Service transfer and end-of-life – Any bespoke activities required by the customer 

outside of the Service Transfer Plan can be provided using Proact Professional 
Services – See also: Proact Service Transfer Policy 

Complementary 
services 

§ Proact monitoring, support & management of the customer’s virtual devices: 
using Proact Premium Support Plus or Service Management for Servers 

§ Proact Backup as a Service 
§ Provides a managed backup solution 
§ Uses enterprise-class technology  
§ Available on a monthly, per-use basis, avoiding unwanted capital spend.  

§ Proact Disaster Recovery as a Service  
§ PHC can provide cross site resilience through the replication and disaster 

recovery of virtual servers to another PHC site or optionally to the customer’s 
own secondary datacentre 

§ This additional service can provide both complete site and single server failover 
capability through a self-service portal so the customer are in complete control 
of the disaster recovery and failover process of the customer’s environment 
24x7x365.  

§ Uses enterprise-class technology 
§ The replication is asynchronous and uses a Continuous Data Protection (CDP) 

approach, therefore the customer’s RPO could be as low as only a few minutes 
of data loss in the event of disaster. 

§ Contractual SLAs ensure the customer’s services are back up and running 
according to a strict recovery time objective (RTO), keeping downtime to a 
minimum. 

Licensing 
options 

The virtual servers deployed on the PHC platform must be licenced with the 
operating systems and applications that are installed and running.  
Proact must provide the Windows licences and these are included in your monthly 
charges.  
Proact can at a small additional monthly cost provide: 
§ Red Hat © Linux licences.  
§ Microsoft SQL Server ® (enterprise or standard) and Microsoft Exchange 

(enterprise or standard) licences based on the number of virtual cores.  
§ CAL to SAL conversion – customers licencing based on CALs rather than cores, 

can obtain a CAL to SAL (Subscriber Access License) conversion allowing reuse 
of their CAL licences on PHC. 
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8 Service demarcation 
This	chapter	identifies	the	assumptions,	exclusions,	prerequisites	and	responsibilities	upon	which	the	
delivery	of	the	service	defined	in	this	document	depends. 

Prerequisites 

Prerequisite 1: Access to Windows PC/workstation, Chrome / Firefox browser & the 
internet ........................................................................................................................... 4	
Prerequisite 2: Admin access on the customer’s PC to install VPN client and 
Remote Console. ........................................................................................................... 4	
Prerequisite 3: Provide application and OS licenses as necessary ............................ 4	
Prerequisite 4: [VPN] Provide an external static IP address on firewall ...................... 7	
Prerequisite 5: [VPN] Provide administrator to assist with firewall configuration ........ 7	
Prerequisite 6: [Hosting option] Provide HW break fix contract ................................. 14	
Prerequisite 7:  Provide appropriate customer representation at transition 
workshops .................................................................................................................... 16	
 

Responsibilities 

Responsibility 1: [Hosting option] Hold & maintain valid vendor support contracts .... 6	
Responsibility 2: Undertake any public DNS changes or repointing (as required) ..... 6	
Responsibility 3: Provide sufficient symmetric bandwidth ........................................... 8	
Responsibility 4: Maintain compatibility of interacting external systems or 
environments at all times ............................................................................................... 8	
Responsibility 5: Maintain guest OS patch state .......................................................... 8	
Responsibility 6: Ensure applications support VMware vMotion ................................. 9	
Responsibility 7: Provide notice of planned maintenance activity ............................. 14	
Responsibility 8:  Provide appropriate representation at project closedown 
workshop ...................................................................................................................... 16	
 

Exclusions 

Exclusion 1: All customer provided WAN, LAN or Internet connectivity ...................... 8	
Exclusion 2: Management and-or security of perimeter communications devices ..... 8	
Exclusion 3: Support for customer provided  AV protection ........................................ 8	
Exclusion 4: No disaster recovery included in PHC ..................................................... 9	
Exclusion 5: No data backup/restore in PHC ............................................................... 9	
Exclusion 6: Support and monitoring of customer virtual appliances ........................ 10	
Exclusion 7: Vendor support is available only if the customer holds a valid support 
contract ........................................................................................................................ 10	
Exclusion 8: Use of service desk or portal by unauthorised users ............................ 10	
Exclusion 9: Unauthorised use of the Proact Self-service support portal and-or 
Service Desk ................................................................................................................ 13	
Exclusion 10: [Hosting option] Remedial work after replacing hosted HW ............... 14	
Exclusion 11: Workload, data or virtual estate migration is not in scope of Service 
Transition ..................................................................................................................... 16	
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 Glossary 
This glossary defines the product specific terms used to describe PHC Infrastructure as a 
Service in this document. 

Term Abbreviation Definition 

Availability SLA  

Availability service level agreements, typically defined in 
terms of service up-time, are particularly applicable for 
infrastructure and service provision arrangement where a 
continuous IT service is provided. 

Backup methods  

The main backup types are: Full; Incremental; and 
Differential; but also include Continuous data protection and 
mirroring. In the context of this document Backup methods 
refers to the means of backup (that is the hardware or 
software infrastructure used). 

Break-fix  

Break-fix is a reactionary IT business support model in which 
the repair of an IT device or system component is done only 
when it fails (for example, a disk drive or server or router 
ceases to function). 

Change advisory 
board 

CAB 
Delivers support to a change management team by 
approving requested changes and assisting in the 
assessment and prioritisation of changes. 

Catalogue  A service Catalogue for grouping and organising your 
templates (Orchestration Model) 

Contract change 
note 

CCN Contract change notes are used to document amendments 
to contractual commitments during the contract term 

Change request CR A document requesting a change to an item within the scope 
of the contracted service, or to the service itself 

Clustering  
Connecting two or more computers together in such a way 
that they behave like a single computer. Clustering is used 
for parallel processing, load balancing and fault tolerance. 

Collapsed core  

Collapsed core networks are those where the distribution 
and core layer functions are implemented by a single device 
(a switch). In the context of this document it would require 
selection of the Core + Distribution feature sets for a device. 

Configuration item CI 

A hardware, firmware, software or other item monitored, 
supported and-or managed by Proact. That is, it is included 
in the agreed list of in-scope items as an item covered by the 
selected service 

Configuration 
management 
database 

CMDB A repository for information technology installations. It holds 
data relating to a collection of IT assets 

Contract change 
note 

CCN 
Contract change notes are used to legally document 
amendments to contractual commitments during the contract 
term 

Contractual SLA  

A Contractual service level agreement defines the 
boundaries of responsibility between customer and supplier, 
sets standards of performance and defines the measurement 
of service performance. 
It commits the supplier to delivering to required service levels 
and identifies the consequences of failure, usually in the 
form of service credits or other compensation. 

Customer service 
operations guide  

CSOG 
The Proact Customer Service Operations Guide. A guide to 
how Proact operate customer service, how to communicate 
with Proact and how to best use the service. 
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Term Abbreviation Definition 

Customer service 
specification 

 Defines the service configuration to be deployed for a 
specific customer 

Customer support 
server 

 The Customer Support Server is a Proact provided remote 
server used for remote service management activities 

Customer-site Site 

Customer-site refers to a geographically-local collection of 
in-scope customer networks, devices or resources, whether 
they are physically located on customer premises, in a 
Proact or third-party provider datacentre, or in a Proact or 
third-party public or private cloud. 

Dashboard  
The home page for the PHC portal that shows the current 
service status and a summary of the platform performance 
and usage. 

Datacentre DC 
A data centre is a facility used to house computer systems 
and associated components, such as telecommunications 
and storage systems 

Disaster recovery DR 
The process of restoring and assuring the continuation of 
essential IT services in the event of a disaster disrupting 
normal operation/ 

Edge Gateway  The edge gateway is a virtual router that provides routing, 
load balancing and IP-Sec termination for the customer. 

EMC Data Domain 
Boost 

DD Boost 
OpenStorage 

EMC Data Domain Boost software is designed to offload part 
of the Data Domain deduplication process to a backup 
server or application client. It is based on Symantec’s OST 
(OpenStorage) technology protocol. 

Exclusion  
Exclusions are, for the purposes of this document, items 
outside of the scope of this service contract for which Proact 
are not liable. 

Feature-set  

A feature or collection of features  attributed to a device (for 
example a storage controller) that describe  that device's 
function (for example, Controller) and elements of the device 
(for example, Data Protection) to be monitored by Proact. 

Feature-set; Base  A feature-set that defines the item's base functionality (for 
example, controller or operating-system). 

Feature-set; 
Data protection 

 A feature-set that defines the item's data protection features. 

Fully collapsed  

Fully-collapsed networks are those where the access, 
distribution and core layer functions are implemented by a 
single device (a switch). In the context of this document it 
would require selection of the Core + Distribution + Access 
feature sets for a device. 

Group  A Group is used to assign individual billing plans to a user. 

Hierarchical 
internetworking 
model 

 

Hierarchical networks are those where the core, distribution 
and access layer functions are implemented by separate 
devices (switch) with dedicated functionality. In the context of 
this document it would require selection of the Core, 
Distribution or Access feature set as appropriate for each 
device type. 

Internal IP Address  The internal LAN-address, not accessible via the public 
internet 

Intelligent platform 
management 
interface 

IPMI 

IPMI is a set of computer interface specifications for an 
autonomous computer subsystem that provides 
management and monitoring capabilities independently of 
the host system's CPU, firmware (BIOS or UEFI) and OS 
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Term Abbreviation Definition 

Information 
Technology 
Infrastructure Library  

ITIL A set of practices for IT service management that focuses on 
aligning IT services with the needs of business. 

IT Service 
Management 
system 

ITMS The system used by the Proact Service desk to manage 
events, incidents, problems and changes 

Major incident  

The parties and process for declaring an incident a major 
incident are agreed during service transition. 
Whilst no formal ITIL definition exists these are typically 
incidents with significant corporate impact over and above a 
P1 incident, which do not require invocation of disaster 
recovery. 

Major incident report MIR Major incident reports identify incident timeline, root cause, 
workarounds and-or remedial actions and lessons learned 

Monitoring threshold  
The monitoring threshold is the trigger value beyond which 
an alert will be raised.  
See also – threshold breach 

MyConnect  

PHC allows the customer to bring their own network 
termination such as an MPLS connection into the IaaS 
environment. Proact will provide the hosting and cross 
connects to allow a customer to connect to a remote network 

Network attached 
storage  NAS A NAS is a storage device that serves data as files 

National operations 
centre 

NOC A location from which Proact deliver their monitoring, support 
and or management services. 

Near real-time  

Near real-time (in telecommunications and computing) refers 
to the time delay introduced by automated data processing 
or network transmission between the occurrence of an event 
and the use of the processed data (for example, for display 
or feedback & control purposes). 

Operating System OS 

The program which, after initially loading, manages the other 
programs in a (virtual) machine. The installed applications 
make use of the operating system. For example, Microsoft ® 
Windows ®, Windows Server ® and Linux ® 

Orchestration 
appliance 

 A Proact tool for automating standard changes and 
provisioning 

Orchestration Model  An Orchestration Model is a customer or service provider 
created template, which defines the VM and its boot image 

Org Network  

Virtual Local Area Network: allows a network of devices and 
users to communicate in a simulated environment as if they 
exist in a single LAN and are sharing a single broadcast and 
multicast domain 

Prerequisite  

Prerequisites are, for the purposes of this document, tangible 
resources, actions or commitments without which the service 
cannot be initiated and whose provision and maintenance 
(where applicable) is the responsibility of the customer for 
the duration of the contract. 

Proact Premium 
Support 

PS Proact Premium Support is Proact’s proven break-fix support 
solution 

Proact Premium 
Support Plus 

PSP Proact Premium Support Plus is Proact’s proven monitoring 
solution 

Public IP Address  IP address that can be accessed from the public internet. 
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Term Abbreviation Definition 

Real-time  

Literally, the actual time during which a process or event 
occurs.  
In IT terms it relates to a system in which input data is 
processed within milliseconds so that it is available virtually 
immediately as feedback to the process from which it is 
coming (for example in a missile guidance system). 
See also: Near-real-time 

Remote desktop 
protocol 

RDP 
Remote desktop protocol provides remote display and input 
capabilities over network connections for Windows-based 
applications running on a server. 

Remote support 
utility 

 
Remote support utilities provide the ability to connect to and 
remotely control a host computer (examples include, 
LogMeIn Rescue and Cisco WebEx) 

Replicated system  A system which is mirrored remotely for backup and-or 
disaster recovery purposes 

Resource Pool  Set of virtual resources (compute, storage) available to one 
customer. 

Response-time SLA  Response time service level agreements define the time 
taken to respond to a reported event. 

Responsibility  

Responsibilities are, for the purposes of this document, 
ongoing actions or commitments necessary to sustain 
service delivery, which must be maintained for the duration 
of the contract 

Role  PHC provides 8 roles that can be used to define simple and 
effective role based user access to the environment. 

Recovery time 
objective  

RTO 

The targeted duration of time within which a business 
process must be restored after a disaster in order to avoid 
unacceptable consequences associated with a break in 
business continuity 

Storage area 
network SAN A NAS is a storage device that serves data as blocks 

Service delivery 
manager 

SDM 

Proact service delivery managers oversee the delivery of a 
service or service technology to the customer. The SDM 
establishes policies designed to ensure consistently high 
service performance, monitors the delivery and responds to 
customer feedback to develop quality improvement 
processes. 

Service 
improvement plan 

SIP 

The Proact maintained service improvement plan logs and 
tracks the status of any technical or service issues 
highlighted by the customer or by Proact in relation to the 
service provided 

Service operations 
manual 

SOM The Service operations manual details the scope of the 
services provided. 

Service transition  The process of transitioning a contracted service from 
planning through to a live delivery state. 

Service level 
agreement 

SLA An official commitment to the level of service provision that 
prevails between a service provider and their customer 

Software 
infrastructure server 

 

Software infrastructure servers are, in this context, (physical 
or virtual) servers forming part of the service infrastructure 
and running application software (for example, backup 
software such as Simpana) required to deliver and manage 
the Proact service. 
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Term Abbreviation Definition 

Symmetric 
bandwidth 

 Bandwidth with equal upload and download speed 

Threshold breach  

In the context of the Proact Monitoring Platform a threshold 
breach occurs when an event on a monitored item exceeds a 
pre-set threshold. For services that include monitoring, 
Proact define these thresholds and agree them with the 
customer during the service transition stage, they are 
maintained throughout the contract term. 
See also – Monitoring thresholds  

Trend analysis  
Analysis of data to identify patterns. Trend analysis is used 
in problem management to identify common points of failure 
or fragile configuration items.  

User  

A user is a customer defined entity that allows an 
administrator to login to the PHC solution. Each customer is 
provided with a single Organisation Administrator from which 
they can create other users. 

Virtual Appliance  A predefined VM-image which consists of OS and a single 
application. 

Virtual datacentre  
An isolated tenant within the PHC platform. A single tenant’s 
resources are isolated from other tenants’ resources, so an 
isolated vDC is created. 

Virtual Servers  
A Virtual Server, or Virtual Machine, is an Operating System 
which runs in a container within a hypervisor host, and 
imitates a hardware server. 

VPN Service  
The VPN service is hosted by the edge gateway and allows 
a customer to terminate IP-SEC VPNs directly to the 
customer IaaS environment.  
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Appendix A: Supportable infrastructure 
This section identifies the assets supported by this service – see also Proact’s Standard 
support matrix document. 

    
MICSER-034 Microsoft Server Windows Server 2012 
MICSER-035 Microsoft Server Windows Server 2012 R2 
MICSER-036 Microsoft Server Windows Server 2016 
REHSER-046 Red Hat Server Red Hat Enterprise Linux 4.x 
REHSER-047 Red Hat Server Red Hat Enterprise Linux 5.x 
REHSER-048 Red Hat Server Red Hat Enterprise Linux 6.x 
REHSER-049 Red Hat Server Red Hat Enterprise Linux 7.x 
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Appendix B: Technical Notes 

B.1: Resource pool sizing 
The Allocation charging model reserves 
resources up-front –drawing them from a shared 
resource pool– to align with the size of the 
expected workload. This guarantees the customer has the contracted amount of resource 
available at all times and provides a burst space for VMs, to cater for occasional heavier 
workloads such as: 

§ Per-Project hosting 

§ Seasonal applications such as end-of-week, end-of-month 

§ Minimum guarantees of compute resource 
availability 

Proact manage this usage along with spare 
capacity and planned growth to ensure the customer’s workloads run as efficiently as 
possible even in heavily used and over committed environments; although some 
performance degradation may be seen in this scenario. 

VM Sizing 

The size of the resource pool is determined by the combination of vRAM and 
vCPU’s assigned to VMs it is required to hold.  
Each VM has: 
§ Up to 8 vCPUs, each of which has a single vCore and uses up to 2 GHz of 

underlying physical CPU.  
§ Up to 128GB of vRAM. 

Storage sizing 

The amount of storage required is based on the combined size of the VMs running 
in the Resource Pool including: 
§ OS Disk (including OS page file) 
§ Application Space 
§ Application/User data 
Excluding: 
§ Hypervisor based Swap files,  
§ Storage efficiencies or spare space reserved for future growth or operational 

overheads. 
 

B.2: Solution blueprints 
PHC provides Compute, Storage and Network resources hosted from Proact local data 
centres. The blueprints in this section are intended to demonstrate the architecture 
components required to build PHC solutions for typical use cases: 

B.2.1: PHC as Microsoft Exchange 
This blueprint demonstrates the architectural components required to host a Microsoft 
Exchange environment using Exchange 2013/2015 using DAGs to provide a highly available 
messaging service. 

Note: The Allocation-model has a minimum size 
to which the resource pool can reduce.  

The VM disks’ Used Size is used to calculate 
Capacity usage. 
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B.2.2: PHC as Web Server Farm 
This blueprint demonstrates the architectural components required to host a scalable web 
server farm using Microsoft IIS, and SQL Server provide a highly available web hosting 
service.  
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B.2.3: PHC Security Zones 
This blueprint demonstrates the architectural components required to host an environment 
that is security sensitive and hence has a number of network security zones. 
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Appendix C: PHC Self-Service Management portal 

C.1: Overview 
Proact create the customer as a tenant organisation and provide 
self-service management portal accounts, for administering this organisation, for the sole 
use of each of their authorised administrators.  

The self-service management portal provides role-based access to a web console through 
which customer administrators can interact with their organisation's resources to create and 
work with vApps and VMs – see Table 4 (below) for a list of items the portal can manage. 

Table 4: Self-service management portal controllable items 

§ Virtual Servers 
§ VS console 
§ VS Snapshots 
§ VS monitoring 
§ VS Network Interface 
§ VS Guest Customization 

§ vApps 
§ vApp Templates 
§ Catalogues 
§ Storage policies 
§ Disks 
§ Users and Groups 

§ vApp Networks 
§ Org Networks 
§ Firewall Rules 
§ Edge Gateways 
§ NAT rules 
§ VPN tunnels 

 

Each organisation includes one or more organisation administrators, who completes the 
setting up of the organisation by adding additional administrators and setting policies and 
preferences.  

Once the organisation is set up, non-administrator users can log in to create, use, and 
manage VMs and vApps – see Table 5 (on page VII) for further information on functionality, 
which typically comprises: 

§ Creation/deletion/resizing of VMs 

§ Deploying OS-templates to the VM’s  

§ Creation/deletion/modification of virtual 
network (including Public IP’s if necessary, IPv4) 

§ Management of storage assigned to the VMs (VM Disk creation and removal) 

§ vApp provisioning 

C.2: Manageable components 
The self-service management portal allows the customer administrators to view or manage 
the following: 

§ Organisations - An organisation is a unit of administration for a collection of users, 
groups, and computing resources. Users authenticate at the organisation level, supplying 
credentials established by an organisation administrator when the user was created or 
imported. Proact system administrators create and provision organisations, while 
customer organisation administrators manage organisation users, groups, and 
catalogues. 

Proact can handle these actions as part of its 
complementary solution – Service Management for 
Servers 
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§ Users and Groups - An organisation can 
contain an arbitrary number of users and 
groups. Permissions within an organisation 
are controlled through the assignment of 
rights and roles to users and groups. 

§ Virtual Data centres - A virtual datacentre 
(vDC) provides resources to an organisation. 
 vDCs provide an environment where 
virtual systems can be stored, deployed, and 
operated. They also provide storage for virtual 
media, such as floppy disks and CD ROMs. 
An organisation can have multiple vDCs. 

§ Organisation networks – Each vDC contains at least one organisation network (that is, a 
vLAN), which is available to all the vApps in the organisation. The organisation network 
allows vApps within an organisation to communicate with each other and can be 
connected to an external network or be isolated (that is, available only internal to the 
organisation).  

§ vApp Networks - A vApp network is contained within a vApp and allows VMs in the vApp 
to communicate with each other. The customer can connect a vApp network to an 
organisation network to allow the vApp to communicate with other vApps in the 
organisation and outside of the organisation, if the organisation network is connected to 
an external network. 

§ Catalogues - Organisations use Catalogues to store vApp templates and media files. The 
members of an organisation that have access to a Catalogue can use the Catalogue's 
vApp templates and media files to create their own vApps. Organisations administrators 
can copy items from public Catalogues to their organisation Catalogue. 

 

C.3: Functionality 
Table 5: Self-service management portal functionality 

Functionality 
Available actions 

View Add Edit Delete Other actions 

vApps ü ü ü ü 

§ Compose 
§ Start 
§ Stop 
§ Recompose  
§ Add vApp to Catalogue 
§ Add to Catalogue 

Virtual Servers ü  ü  

§ Shutdown  
§ Reboot 
§ Edit (label, ram, cpu) 
§ Set SSH keys 
§ View VS console 
§ Start 
§ Insert/eject media (ISO) 
§ Install VM management tools 

Virtual Console     § Mks 
§ Vmrc 

Virtual Server 
Snapshots ü ü  ü 

§ Restore 
§ Build 

Accessing the portal  
The self-service portal is accessible from any 
internet-enabled computer.  
To ensure secure access, each customer user 
requiring access receives a unique username 
and password for their sole use.  
Additionally the link between the user’s device 
and the portal is encrypted using HTTPS/TLS 
encryption. 
Access to the portal requires a browser such as: 
§ Microsoft Internet Explorer Version 7 or newer 
§ Mozilla Firefox Version 3.x or newer 
§ Android & iOS devices 
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Functionality 
Available actions 

View Add Edit Delete Other actions 

Virtual Server 
monitoring 

    
§ View CPU statistics 
§ View networking statistics 
§ View disk statistics 

Virtual Server 
Network 
Interface 

ü ü ü ü  

Virtual Server 
Guest 
Customization 

ü  ü   

Virtual Server 
Recipes ü    § Assign 

§ Remove 
Virtual Server 
Recipe Custom 
Variables 

ü ü ü ü  

vApp Templates ü ü  ü  
Orchestration 
Models ü     

Catalogues ü ü  ü  
Storage Policies     View / Select during vApp creation 
Disks ü ü ü ü  
Users ü ü ü ü  
vApp Networks ü ü    
Org Networks ü ü ü ü  
Firewall Rules ü ü ü ü  
Edge Gateways ü ü ü ü  
NAT Rules ü ü  ü  
VPN Tunnels ü ü ü ü  
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