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Times are changing and 
new threats are emerging
You don’t store all your money under your mattress, you put it in a bank, 
where it’s secure. The same principle should apply to your business data. 
The number of ransomware attacks was estimated to have increased 
by 150% in 20201, so fortified security and backup should be a major 
consideration in any business’s IT strategy. 

With COVID forcing many to migrate to cloud and SaaS based  
systems and remote working overnight2, times have changed and  
data is now spread across multiple locations, often making it an easy  
target for hackers. There’s a reason why regulatory security frameworks 
require data to be backed up in a secure environment; and in our new 
way of working, having a reliable backup solution that keeps data safe 
across all environments has never been more important. 

Estimated 150%
increase in ransomware attacks1

1 https://www.helpnetsecurity.com/2021/03/08/ransomware-attacks-grew-2020
2 https://www.proact.eu/7-steps-secure-remote-working
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Keeping your data under lock and key
A data breach should be seen as a disaster with 
an impact similar to that of a flood or fire, yet many 
businesses choose to take risks and store data 
themselves in their own backup system. A common 
question is why have this managed by a third party? The 
short answer is to secure, protect and air-gap your data. 
If you hold your backed up data yourself and your site 
gets compromised, everything you have – customer 

information, passwords, confidential and sensitive 
material – is exposed and under threat. Like holding 
your money in a bank, by storing data in an external 
backup environment, you can secure your data with 
extra layers of protection. Proact offers a complete 
and flexible Backup as a Service (BaaS), using market 
leading technologies. 

93%
of organisations that 
suffer a major data 
disaster and don’t 

have a recovery plan 
will go out of business 

within one year.3

3 https://hostingtribunal.com/blog/backup-statistics/#gref 
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Do you even know if  
your backup is working? 
According to the Hosting Tribunal4 “60% of data backups are incomplete and 50% of restores 
are unsuccessful,” and what’s more, “60% of businesses going through a data loss incident will 
shut down within six months after that.” Many businesses back up their data too infrequently 
and some don’t regularly check if they are working. While backup is one of the most important 
roles for any IT team, it’s becoming increasingly challenging for a number of reasons, leaving 
data exposed to numerous potential gaps:

Security – after an increase in cyber-
attacks in 2020, attacks are expected 
to evolve and become more targeted 
in 20215.

Quantity/complexity – the amount 
of data has increased significantly with 
digitisation and automation, and due to 
the impact of COVID-196, businesses 
now need to back up data across a 
number of critical applications and 
complex IT systems.

Regulatory compliance – with regulations 
such as GDPR, the requirement to 
protect customer data has become 
more complicated.

Accessibility – given the multitude 
of devices and applications now in 
use, accessing and securing backed 
up data from multiple sources can  
be problematic.

Human error – with the rapid changes 
in how we store data, the risk of mistakes 
has also increased.

4 https://hostingtribunal.com/blog/backup-statistics/#gref 
5 https://www.uktech.news/cyber-attacks-set-to-become-more-targeted-in-2021 
6 https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/safeguarding-against-cyberattack-in-an-increasingly-digital-world

A dedicated Backup as a Service solution 
(BaaS) is a great way for businesses to 
bridge and fortify those gaps.
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7 https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021 
8 https://www.techrepublic.com/article/ransomware-threats-to-watch-for-in-2021-include-crimeware-as-a-service/ 

A focus on backup 
and data security
In the UK Government’s 2021 Cyber Security Breaches 
Survey7, four in ten businesses were found to have 
experienced a data breach or cyber security attack in 
the past year, half of which reported that this happened 
once a month or more. With ransomware attacks becoming 
increasingly common in 2020, it’s expected that these 
will continue to be a significant issue in 20218. Not only 
can these have a significant financial impact, they can 
also negatively impact productivity, even if a business 
has a strong disaster recovery plan in place. That’s why 
antivirus software alone is not enough and like a bank,  
a business needs multi-layered data security. 
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Prevent malware being 
delivered to devices

Limit the impact of infection 
and enable rapid response

Prevent malware from 
running on devices 

Make regular backups

Four key tips
The National Cyber Security Centre recommends four key tips9 on how to manage the threat posed by malware. These are to:

9 https://www.proact.eu/4-steps-to-defend-against-malware-and-ransomware-attacks/ 
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Is your data 
immutable? 
Immutable is defined as not changing, or unable to be changed10. 
Since backup is a business’s last line of defence, it needs to 
be immutable so data is unchanging and preventable from 
deletion or modification while in storage. An immutable copy  
of your backup data ensures there is an untouched version  
of your source data that is always recoverable and safe from  
any failure scenario.

Immutable backup storage can help in the following cases:

When production data is corrupted or compromised

The accidental deletion of production data

Insider malicious activity, administrators modifying backup 
job retention or deleting restore points

Immutability is further enhanced when data is held in 
Immutable BaaS, as the air-gap between the business 
and the data forces indirect access to the data, providing 
greater protection from inadvertent or malicious change.

10 https://dictionary.cambridge.org/dictionary/english/immutable
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BaaS solutions 
from Proact
Proact offers flexible solutions to protect data held in your  
data centre, our data centre or across the cloud. Our 
services are 24/7 and we’ll proactively manage your backup 
environment, take action and make recommendations to 
protect your business data.

BaaS-V
This solution is based on Veeam Backup and Replication 
and backs up hypervisor environments without disturbing 
production, as well as backing up physical servers  
and applications.

Baas-O365
Data held in Office365 still requires external backup as 
Microsoft’s own Shared Responsibility model, states that, 
even in O365, your business data is your responsibility.

To protect your business email, OneDrive, Teams and 
SharePoint data Proact provides BaaS-O365 based upon 
Veeam Backup for Office 365. This services offers point-in-
time recovery to ensure you can retrieve your data following 
disruption or deletion and to ensure you’re meeting your 
business and regulatory data protection requirements.
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Why Backup as a 
Service from Proact?
Proact has over 25 years’ experience in providing backup services 
to organisations and we have a wealth of experience in the field. 

We proactively monitor and manage the backup of your business 
systems, delivering daily reports of activity and pre-empting 
any potential problems before they arise. We can protect your 
business data from unintentional deletion, breach or service 
disruption. We’ll tell you the best place to put your data and the 
best way to be protected.
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We work with the best technologies and best practice systems and processes to help businesses securely back up their 
data, while complying with standards such as ISO27001 and regulatory and governance requirements. We offer a wide 

range of backup options so we can work with you to implement and manage data protection needs, whether it’s in a local 
data centre, a cloud service, or in SaaS services such as Office 365.

Better data backup Improved data security Data protection in Office 365 Easy backup across the cloud, 
wherever that data may be

Data governance, assurance 
and peace of mind

Business continuity Customer control

So, just as a bank protects its customers’ money, Proact protects your data. Our services provide our customers with: 
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Get in touch 
If you’d like to find out more about Backup as a 
Service from Proact please contact our team:

Email: info@proact.eu
www.proact.eu

About Proact
Proact is Europe’s leading independent data centre and cloud services provider. By delivering flexible, accessible and secure IT solutions 

and services, we help companies and authorities reduce risk and costs, whilst increasing agility, productivity and efficiency. We’ve 
completed over 5,000 successful projects around the world, have more than 3,500 customers and currently manage in excess of 100 
petabytes of information in the cloud. We employ over 800 people in 15 countries across Europe and North America. Founded in 1994, 

our parent company, Proact IT Group AB (publ), was listed on Nasdaq Stockholm in 1999 (under the symbol PACT). 




