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RESOURCES
ARE IN HIGH DEMAND

It’s fair to say that most IT professionals wish they had more time in their working week. A greater
range of responsibilities and increased demands on their time make fulfilling every task consistently
a recurring headache. The need to do more with less is a well established principle in business,
but when you’re managing an enterprise IT estate, this can sometimes feel more like do everything
with... well, not a lot.
It’s little surprise, therefore, that the overwhelming majority of

In this whitepaper we discuss the value of a virtual Security Operations

IT managers feel under-resourced. According to the Intelligent

Centre (vSOC) as a means for gaining easy and resource-efficient

Technology Index survey1 of 200 IT professionals, 79% said they are

access to 24/7 threat protection services in order to lessen the

struggling to make their resources stretch far enough, and more than

pressures on your in-house team.

half (57%) said their departments are struggling to adapt to expanding
roles and responsibilities.
1. TIED BY RESOURCE

“Time isn’t the main thing.
It’s the only thing.”
Miles Davis, American jazz trumpeter

The connected nature of the modern IT environment has had major
implications for how it should be managed. No longer closed-off from
the world, most companies now have greater exposure to the internet
for the delivery of services and communications with customers
and stakeholders. For everything from maintaining the company

Among the range of pressing resource demands, there are few areas

website and social media channels through to accessing software

that command as much attention as cyber security. The multi-faceted

and provisioning tasks on the public cloud, the company has a broad

and unpredictable nature of cyber security requires almost limitless

surface that’s constantly exposed to cyber criminals.

resources to be managed comprehensively. Yet, organisations are
bound by the budgets, skills and the people they have available to

Additionally,

changing

work

practices

mean

that

employees’

them. Even with strong investment in security systems and skilled

technology habits can no longer be controlled in the way they could

personnel, the organisation can never be sure that it’s fully prepared

several years ago. What was once an office PC behind a corporate

to respond to threats 24/7/365.

firewall is now a tablet in a coffee shop using the free Wi-Fi. The
device and environment may have changed, but if the employee is
using it to send work emails or access sensitive documents, then the
need for water-tight security remains a constant.

1. http://longevidade.ind.br/wp-content/uploads/2019/01/2018-intelligent-technology-index.pdf
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For the IT manager, this new paradigm means they must have the

either malicious or accidental means. A common example

resource in place for managing 24/7 security operations. The range

may be a departing employee saving sensitive files to a USB

of threats their environment is exposed to is diverse, but commonly

stick with the intention of utilising the information in their next

includes:

role, or for immediate personal gain by selling on the Dark
Web.

Malware attacks; A common tactic where attackers install
malicious software into systems. There are many forms of

Clearly, the scope of these threats is extremely wide. Having the

malware, but enterprises may be particularly susceptible to

ability to monitor the variety of sources that provide indication

macro viruses on common applications such as Microsoft

that any one of these forms of threats are in force, such as threat

Word or Excel, and ransomware techniques that seek to

intelligence systems and user activity logs, is a major resource

interfere (e.g. encrypt, delete, threaten to publish publicly,

requirement. The IT team must monitor these sources 24/7, drawing

etc.) with the organisation’s data until a ransom is paid.

out patterns and threat indicators and investigating potential threats.

Denial-of-service (DoS) and distributed denial-of-service

This is no easy feat. For a medium-sized enterprise, being able to

(DDoS) attacks; These are attempts to overwhelm, disable

do this day and night with consistency would require around four to

or shut down a network or device, often using bots to attack a

six full-time employees with dedicated security expertise in their IT

target system’s web connection. Such attacks mostly do not

team. This of course assumes that their role and responsibilities would

produce a direct benefit for the attacker, but simply seek to

consist solely of monitoring security logs and being ready to act on

create major disruption.

threat indicators. The cost of maintaining this team and ensuring that
there are no gaps across the calender year is extremely large and

Phishing and spear phishing attacks; Phishing involves

beyond the reach of most organisations. And in any case, even with

sending emails that appear to be from trusted sources

sufficient resource allocated, 100% security is never guaranteed.

with the aim of gaining personal information or influencing
an action that benefits the sender. Most businesses are
well accustomed to dealing with blanket scam emails,

2. NEW WAYS OF WORKING, NEW RISKS

and have adopted anti-phishing software to combat such
threats or irritations. In recent years, attackers have begun
adopting more sophisticated techniques that involve more

While the threat landscape surrounding enterprises in undoubtedly

personalised attacks (so called ‘spear phishing’), normally

wide, part of the difficulty most organisations face is in adapting

with the aim of getting a budget holder to send funds.

their security approach to these new challenges. The processes and
practices employed by many organisations was well suited to the

Man-in-the-Middle (MitM) attack; An MitM attack can

previous era of IT management, where networks were run almost

involve cyber attackers seeking to maliciously interrupt

exclusively on-premises and behind corporate firewalls.

communications between a ‘client’ and ‘server’ in order to
gain control or influence over systems. In such cases, the

The modern IT environment is vastly different. Distributed networks

attacker substitutes its IP address for the trusted client in

and a plethora of connected devices across several locations require

order to continue communications with the server.

a different approach to security. Common challenges include:

Device hacking; As more connected devices pervade
enterprise environments, attackers can use a single hacked

•

Poorly configured cloud services; slack / unsafe practices
and procedures around cloud usage

device to spread malware or access the entire network.
The public cloud is becoming more and more integral to enterprise
Insider threats; Statistically the most common, yet often

operations. Across departments, teams and projects, it’s common

underappreciated, form of threat involves a trusted individual

to see a variety of cloud-based services in use. These could include

such as an employee creating a security incident through

cloud software to serve functions such as accounting or marketing
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database management, application development platforms or the use

are working. In a multi-location, multi-device corporate network,

of hyperscale cloud providers such as AWS and Azure for compute

employees expect to be able to access documents whenever and

and storage.

from wherever they need to. Put too many hurdles in their way, such as
overly complex sign-in and authentication procedures or restrictions

Under the Shared Responsibility Model, these service providers will

on which applications can be downloaded, and they’ll simply take

take responsibility for ensuring that any data held within their platform

shortcuts.

is subject to the highest level of security. It is, however, up to you
as the customer to ensure that your management of the services is

This tendency towards lax password security and use of ‘shadow IT’

secure. Configuration of services is one key area where a number of

applications outside of IT’s line of sight can put the corporate network

organisations leave themselves exposed. To do this correctly often

and data at serious risk. Remedying this risk may require an employee

requires specific expertise in the application or platform to ensure that

education and awareness programme in the longer run, but in the

it’s configured specifically to your organisation’s business needs and

immediate term needs stringent monitoring to make sure no unsafe

security threshold.

practices are embedded.

• Insufficient identity and access management practices

• Insufficient consideration of your organisation’s partner 		
network, and how this might contribute to emerging threats

Organisations today are fluid in nature. Gone are the days of the jobfor-life employees, and in their place are a mix of full-time, part-time

Organisations today rarely work in silos. Each business operates within

and contract employees, depending on the needs of the business.

a network of partner organisations and service providers, upon which

Even more, it’s not uncommon for an employee to be working on a

they place a great deal of trust. The flow of sensitive information,

project, such as a shared document, from their office-based device

such as emails containing financial information, and the use of shared

during the working day and then from their personal device in the

applications such as cloud file storage sites, brings a high level of

evening.

interdependence.

From an IT governance perspective, this new situation can be

It therefore matters less how secure your organisation is than how

difficult to manage. The IT department doesn’t always have a direct

secure your extended network is. You may do everything right on a

line of communication with the HR department, so it can often be

technical and procedural basis, yet still find yourself exposed to a

challenging to keep IT systems updated with information on whether

security incident through reliance on a supplier that has exposed your

an employee is joining, leaving or changing role. Trying to manage

information to the internet.

access to applications on a distributed basis is a recipe for disaster.
Staying vigilant to emerging threats
Take, for instance, a situation where an employee sets up an enterprise

These risks exist in every organisation, from small to large enterprises.

account on a Software as a Service (SaaS) application, uploads

They are a reality of doing business in the digital age. While the risks

sensitive documents, then leaves the company. If IT isn’t aware that

can never be fully eliminated, they can be mitigated. Comprehensive

the employee is leaving, or even that the account exists, they have no

monitoring and prompt action are required to spot risks in their early

way of removing access privileges.

stages and to stop them from escalating into new security incidents.

For this reason, integrated control and monitoring over who has access
to applications is essential. This requires a central administrative

3. ACTING ON THREATS

function to maintain an active directory on who has access to sensitive
data. Where properly integrated, access can be granted or removed
as the project requires.

Vigilance over your organisation’s IT estate is essential. With an everexpanding threat surface, you need to have strong monitoring in place

• Failure to adapt to new employee working practices

both over your estate and in your interactions with other businesses.
The issue comes back to resource – logging and interpreting the large

The need for flexibility in management extends into how employees
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amounts of information your security systems generate requires not

only an extremely broad set of security knowledge and expertise, but

have in place, as well as lend the benefits of the cutting-edge logging

also needs to be applied 24/7. Whether a security threat emerges on

technology that we use ourselves. In addition, with 24/7 vSOC in place

Wednesday afternoon, Saturday night or during a public holiday, you

your environment will gain access to Security Incident and Event

need to be primed to take action.

Management as a Service (SIEMaaS), vulnerability assessment and
service management for firewalls. These services will dramatically

Does this mean you need to hire six new full-time security experts to

reinforce your broader security approach.

support your team? Thankfully not. You can gain all the benefits of
vast security expertise and non-stop monitoring from Proact’s virtual

We also bring the benefits of our network of partners. These include

Security Operations Centre (vSOC) service. Our vSOC team provides

providing access to NetApp’s range of solutions to help organisations

the resource required for a 24/7/365 IT environment. We are staffed

stay in control of their cloud and on-premises data. One example is

with highly experienced and skilled personnel who act as a virtual

NetApp Cloud Volumes ONTAP: virtual data management software

extension of your IT team, providing round-the-clock threat detection

that delivers control, protection and efficiency to your data with the

and remediation advice.

flexibility of the cloud.

Our team has dedicated knowledge on keeping enterprise IT estates

Cloud Volumes ONTAP supports multiple methods of protecting

secure, combined with the highest levels of security certifications.

your data, such as using AWS storage encryption, and lets you take

We’ve worked with different organisations across a range of industries

advantage of AWS encryption without key management services. You

and have in-depth knowledge on all the latest threats, including

can also use Cloud Volumes ONTAP to manage encryption of your

the exploits and techniques being used by cyber criminals. We also

data. Doing so gives you an additional level of protection because you

understand the issues and challenges that organisations commonly

can own and manage the encryption keys outside of the cloud.

face in defending their estates, and can provide the support and
direction to overcome these challenges.

Gaining the benefits of all these services and solutions is simple and
inexpensive. Working with us, we can onboard you into vSOC quickly

Most importantly, our vSOC service helps you to identify threats early.

and integrate it into your security practices. Once up and running, vSOC

Our team is well-versed in reading security logs and can spot unusual

presents an opportunity for you to access premium security services

activity or concerning patterns quickly and long before they become

at a highly cost-effective rate. Whatever the size or complexity of your

major issues. Upon spotting an abnormality, we provide immediate

business and its IT estate, we can help raise your security benchmark

portal updates and work jointly with your team to take remedial action.

and improve your defensive posture, giving your team back the time, it

We also provide your team with detailed reports providing context

needs to manage all the other important aspects of your IT operations.

to any security event, and expert direction on actions that should be
taken to prevent reoccurence.
Our vSOC team can work with whatever security tooling you already

Partnering for security
Proact is Europe’s leading data centre and cloud services provider. We have ten years’ experience providing managed
services, nearly 25 protecting client data, and we have SOC teams providing services across Europe. This means we
can provide all the security solutions, management services and expertise you need to strengthen your security
posture. Our organisation is ISO 27001 certified so you can trust that our practices meet even the strictest security
regulations. Do you want more information about our services, or find out about Proact’s activities?
Have a look at

g www.proact.eu
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MORE ABOUT PROACT
CONTACT US

Follow us on social media

Proact is Europe’s leading independent data centre and cloud

Proact

services provider. By delivering flexible, accessible and secure IT

PO Box 1205

solutions and services, we help companies and authorities reduce

SE-164 28 Kista

risk and costs, whilst increasing agility, productivity and efficiency.

Sweden

We’ve completed over 5,000 successful projects around the world,
have more than 3,500 customers and currently manage in excess

Telephone +46 8 410 666 00

of 100 petabytes of information in the cloud. We employ over 800

Email

info@proact.eu

people in 15 countries across Europe and North America. Founded
in 1994, our parent company, Proact IT Group AB (publ), was listed

For further information about Proact’s activities please visit us at

on Nasdaq Stockholm in 1999 (under the symbol PACT).

www.proact.eu

DELIVERING BUSINESS AGILITY SINCE 1994

