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JOIN THE WINNING TEAM

UNDERSTANDING 
THREAT SOURCES 
BEST PRACTICES FOR USING SIEM TO IDENTIFY, TRACK 
AND RESPOND TO MALICIOUS ACTORS IN YOUR NETWORK



TURNING DATA
INTO ACTIONABLE INSIGHTS IS A TOP PRIORITY

Companies are getting serious about data. Across all aspects of business operations, the need for 

rigorous analysis of data quality is central to optimising decision-making. From the world’s largest 

enterprises through to the nimblest of startups, investment in tools for collecting, analysing and 

turning data into actionable insights is a top priority.

WHITEPAPER

MANAGED SECURITY SERVICES

PAGE 02

W

The world of cyber security is no different. The industry has evolved 

to a stage beyond standard defensive strategies such as maintaining 

and patching systems, updating anti-virus software and managing 

firewalls. The focus now is on capturing the vast intelligence that 

exists around IT security systems. Having access to the data is one 

element, but being able to filter the signal from the noise to discern 

imminent attack patterns is an equally important – and often more 

resource-intensive – task.

Unsurprisingly, the selection of tools available to help organisations 

do this continues to grow. Enterprises therefore often find themselves 

overwhelmed with the array of threat intelligence and analytics 

tools on the market, and unable to know with certainty that the tools 

they have serve the purposes they need them to, rather than simply 

creating more noise.

In this whitepaper, we focus in on one of the most popular security 

intelligence tools: Security Information and Event Management (SIEM). 

We look at how SIEM can be used to collect, analyse and act on security 

data, and how your organisation can overcome resource challenges in 

order to use it most effectively for your security operations. 

 

1. COLLECT

Enterprises today are typically operating more complex IT 

environments than in the pre-cloud era. No longer is IT the preserve 

of one department, with fixed responsibility for managing standard 

operations such as storage, networking and compute. Now, IT is 

everywhere. Every department and team has its own IT operations, 

ranging from the use of cloud-based software solutions through the 

array of hardware devices that are connecting to the network.

The IT department doesn’t have the same level of visibility over 

how IT is being used, and whether security measures are being 
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“You need the human

resource in place to be able to take 

a macro view of the data and

apply intelligence to the findings.”

properly implemented. The use of relevant tools, therefore, is 

essential in gaining oversight over what’s going on in your network 

and in identifying any potential flaws or threats. If your company isn’t 

monitoring its environment then you may not see the threat until its 

later, perhaps more serious, stages. 

SIEM systems have therefore emerged as an important tool for gaining 

this broad perspective on where vulnerabilities may exist across the 

estate. Using SIEM, you can collect vast amounts of data from all 

elements of your operations. This includes aggregating logs from 

user endpoints, routers, applications, IoT devices and proxy servers. 

Bringing all this data into a single portal helps to simplify the collection 

process and puts your organisation in a position of power over its data. 

 2. ANALYSE

Having the data is the first part of the puzzle. The next piece involves 

rigorous analysis of what the data sources have uncovered. For many 

organisations, this stage of the process has often been a challenge 

as it involves two layers. On one level, you need to have the technical 

abilities to be able to comb through the data your intelligence 

systems have gathered and separate out what’s truly useful and may 

have predictive value. On the second level, you need the human 

resource in place to be able to take a macro view of the data and 

apply intelligence to the findings. 

For example, a sharp increase in access requests on a given day 

or unusual communication between IP addresses could provide 

early indication that a threat exists within the network. Being able 

to interpret what constitutes ‘unusual’ behaviour needs the sort of 

intuition that can only come from vast experience of using security 

systems.

These two levels must work in tandem. The modern cyber criminal is 

likely to employ a patient approach in mapping out your organisation’s 

network and searching out value. Spotting this requires an ability to 

piece together activity that may be taking place at low bandwidth 

over the course of many months. No technology can do this in 

isolation; it needs to be underpinned by human knowledge and 

experience to be able to discern what the pattern means and where 

the threats might exist.

This, of course, presents a further challenge. Not only must your 

organisation invest significantly in threat intelligence systems, it also 

needs several highly trained members of staff to be on-hand night 

and day to interpret the data and spot abnormalities. The importance 

of human intuition extends beyond identifying signs of imminent 

attack – data analysis staff must also be able to decide when not to 

act. These so called ‘false positives’ are situations that could cause 

unnecessary allocation of resource if there isn’t someone on hand 

with the experience to assess that the threat is minimal and not worth 

pursuing.

 3. ACT

It’s tempting for organisations to obsess on the technology side. ‘Are 



we collecting enough data?’, and ‘are the sources we’re collecting from 

sufficient to give us a broad perspective of our security perimeter?’ 

are both common points of discussion in security planning meetings. 

Indeed, these are important subjects to cover. But they’re not enough. 

Let us make this point clear: all the data in the world cannot keep your 

organisation secure without action. 

If you’re allocating your security budget towards collecting and 

analysing data, but not then acting on the data, then you’re leaving a 

significant hole in your security strategy. Action is the most important 

step in the process. You must be ready to pull the trigger on what your 

intelligence systems are telling you, otherwise your security approach 

is hardly any better than that of another organisation that’s oblivious to 

the threats it faces. 

This is why it’s so important to have skilled security experts at your 

disposal. An experienced professional is likely to have the depth of 

knowledge to take the most relevant data, apply common sense to the 

situation and make strategic decisions on next steps. Data is by nature 

time-sensitive; if you’re slow to react then the threat may already have 

grown or spread. Acting promptly increases the likelihood of the threat 

being contained.

Optimising SIEM for robust security

SIEM systems are a valuable tool in protecting your organisation. With 

their growing popularity among enterprises, it’s of little surprise that 

Gartner expects the SIEM market to grow more than 40 per cent to 

reach $3.4 billion by 20211. Using SIEM, you can collect and filter log 

data to gain visibility over your IT estate, and be ready to take action 

when the indicators appear.

As useful as they are for this purpose, it’s common to feel you’re not 

getting proper value from your SIEM solution. You have the data and 

can conduct analysis, but you simply can’t act on it in a consistent and 

comprehensive way. In short: SIEM systems are valuable for collecting 

and analysing security logs, but they need to be supported with 

human skills and intelligence to be truly useful.

It’s for this reason that SIEM as a Service (SIEMaaS) is growing in 

popularity. Sourcing SIEM as a managed service means that your 

business gains all the benefits that SIEM can offer, but without the 

additional resource burden. Not only can your managed service 

provider offer its expertise in interpreting and applying the data, it can 

do so on a 24/7/365 basis to help ensure that no relevant data goes 

unchecked.

WHITEPAPER

MANAGED SECURITY SERVICES

PAGE 04

W

1. https://www.csoonline.com/article/2124604/what-is-siem-software-how-it-works-and-how-to-choose-the-right-tool.html

https://www.csoonline.com/article/2124604/what-is-siem-software-how-it-works-and-how-to-choose-the-right-tool.html
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At your service

Proact has long-standing expertise in offering SIEMaaS to customers across a wide range of industries. Working 

with SIEM systems day in, day out has provided us with strong expertise in how best to configure SIEM and deep 

knowledge of the common threat patterns that the systems encounter. Our skilled team of security professionals 

knows exactly what to look for in SIEM data and can identify emerging threats long before they become a critical 

concern.

We ensure your SIEM is running optimally at all times by detecting suspicious or anomalous behaviour and identifying 

potential virus or malware activity. This service is reinforced with stringent SLAs for service availability and 24/7 

support to handle issues, run standardised checks and seek resolution of security incidents to the highest level.

Our customers also receive the benefits of our vast experience in delivering security consultancy. We combine 

technical know-how with practical expertise to help you with the decision-making element, maximising the 

use of available resource to act on and contain emerging threats. This gives you the peace of mind that your 

environment is being continually monitored for critical threats, and that the odds of detecting malicious activity 

lie firmly in your favour.

More information? Visit proact.eu



MORE ABOUT PROACT

CONTACT USc

Follow us on social media

Proact is Europe’s leading independent data centre and cloud 

services provider. By delivering flexible, accessible and secure IT 

solutions and services, we help companies and authorities reduce 

risk and costs, whilst increasing agility, productivity and efficiency. 

We’ve completed over 5,000 successful projects around the world, 

have more than 3,500 customers and currently manage in excess 

of 100 petabytes of information in the cloud. We employ over 800 

people in 15 countries across Europe and North America. Founded 

in 1994, our parent company, Proact IT Group AB (publ), was listed 

on Nasdaq Stockholm in 1999 (under the symbol PACT).

 

Proact

PO Box 1205

SE-164 28 Kista

Sweden

Telephone +46 8 410 666 00

Email info@proact.eu

For further information about Proact’s activities please visit us at 

www.proact.eu

DELIVERING BUSINESS AGILITY SINCE 1994

http://www.proact.eu
https://www.facebook.com/ProactGroup
https://www.linkedin.com/company/proact
https://www.youtube.com/channel/UC87kltvgz8CrX80-AVyOMYA

